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ESD Precautions

Computer boards have integrated circuits sensitive to static electricity. To prevent chipsets
from electrostatic discharge damage, please take care of the following jobs with precautions:

] Do not remove boards or integrated circuits from their anti-static packaging until you are
ready to install them.

[ Before holding the board or integrated circuit, touch an unpainted portion of the system
unit chassis for a few seconds. It discharges static electricity from your body.

m  Wear a wrist-grounding strap, available from most electronic component stores, when
handling boards and components.
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MANO520 Mini ITX Motherboard

Chapter 1
Introduction

The MANO520 Mini-ITX motherboard supports the new 14nm 8" Generation Intel® Core™ 7/
i5/ i3 and Pentium® processors in LGA1151 package. Featuring the new Intel® H310 Express
chipset with two DDR4 2400/2666MHz memory support, this motherboard is built to perform
best stability and reliability for industrial applications.

It comes with three SATA 3.0, four USB 3.0, four USB 2.0 and one RS-232/422/485 port
providing robust storage and 1/0O options. Users also can increase board functionality with
PCI-Express x16 and mSATA slot. The high quality MANO520 allows four display interfaces
via HDMI, two DisplayPort and LVDS in quadruplicate views, making it an ideal solution for
gaming, workstation, digital signage, medical and other l0T&M2M applications.

1.1 Features

e LGA1151 Socket for 8" Generation Intel® Core™ 7/ i5/ i3 and Pentium® processors
(Coffee Lake)

e 2 DDR4 2400/2666MHz memory with maximum capacity up to 32 GB

e 1 PCI-Express x16

e 1 mSATA (support SATA, USB 2.0 signal) and 1 SIM card slots

e 1 M.2Key E, size: 22x30 for WiFi (support PCIE x1, USB 2.0 signal)

e 3 SATA-600

e 4USB3.0and4USB?2.0

Introduction 1



MANO520 Mini ITX Motherboard

1.2

Specifications

CPU
m  LGA1151 Socket for 8" Generation Intel® Core™ i7/ i5/ i3 and Pentium® processors.

Chipset
= Intel® H310/Q370 (optional).

BIOS
m  AMI BIOS via SPI interface.

System Memory

m  Two 260-pin SO-DIMM sockets.

m  Maximum up to 32GB DDR4 memory.
m  Support 2400/2666MHz.

Onboard Multi I/O

m  Controller: ITE8786.

m  Four serial ports:
- COML1 supports RS-232/422/485; COM2~COM4 support RS-232 only.
- COM1~COM2 on the rear I/O; COM3~COM4 in wafer connectors.

USB Interface

m  Four USB 3.0 ports (on the rear 1/O).

m  Two USB 2.0 ports (on the rear I/O).

m  Two USB 2.0 ports in wafer connector (internal).

Ethernet

m  LAN1: 1000/100/10Mbps Gigabit/Fast Ethernet supports Wake-on-LAN, PXE with
Intel® i219LM.

m  LAN2: 1000/100/10Mbps Gigabit/Fast Ethernet supports Wake-on-LAN, PXE with
Intel® i211AT.

Serial ATA

m  Three SATA 3.0 port (6Gb/s).
m One mSATA slot.

Audio

m  Realtek ALC662 5.1 channel HDA codec.

m  Support MIC-in/line-out (on the rear 1/O).

m  Support MIC-in/line-out/line-in in box headers (internal).

Display

m  One HDMI with resolution max. up to 3840x2160 @30Hz.

m  Two DisplayPort++ with resolution max. up to 4096x2304 @60Hz.

m  One 24-bit dual channel LVDS and one 8-pin inverter connector. LVDS resolution is
max. up to 1920x1200.

Expansion Interface

m  One PCI-Express x16 slot.
m  One SIM card slot.

m  One M.2 Key E slot

Introduction



MANO520 Mini ITX Motherboard

=

Power Input
m One ATX power input connector.
m  One 12V ATX power input connector for CPU power.

Operating Temperature
m  0°C~60°C.

Storage Temperature
m -10°C ~ 65°C.

Form Factor
B MiniITX (6.7 x 6.7”, 17.0cm x 17.0cm).

All specifications and images are subject to change without notice.

Note

Utilities Supported

Chipset driver

Graphics driver

Intel ME driver

Ethernet driver

Audio driver

Chipset_serialio driver
Intel_Rapid_Storage_Technology driver

Introduction



MANO520 Mini ITX Motherboard

1.4 Block Diagram
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MANO520 Mini ITX Motherboard

Chapter 2
Board and Pin Assignments

2.1 Board Layout

24 23 2 21 20 19 18

LY

.'i;!‘ '@
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MANO520 Mini ITX Motherboard

2.2

Rear 1/0

Jumpers/Headers/Connectors

CPU Fan Connector (CN18) 17 Front Audio Connector (CN29)
2 | 4-pin ATX Power Input Connector (CN16) 18 COM1 Data/Power Select Jumper (JP5)
3 | PCI-Express x16 Slot (CN15) 19 Jcl?m'\gle ri?ﬁ,f’jééﬁfﬁ“"“ Select
4 | mSATA Connector (CN6) 20 Clear CMOS Jumper (JP1)
5 | DDR4 SO-DIMM Connectors (CN1, CN2) 21 Case Open Select Jumper (JP10)
6 | LVDS VDD Select Jumper (JP9) 22 GPIO Header (CN20)
7 | LVDS Signal Header (CN31) 23 M.2 Key E Connector (CN34)
8 | LVDS Backlight Control Header (CN32) 24 System Fan Connector (CN19)
9 | SIM Card Socket (CN5) 25 Audio Jack (CN28)
10 LVDS Backlight PWM/DC Mode Select 26 COM1 and COM2 D-Sub Connector
Jumper (JP8) (CN21)
11 | 24-pin ATX Power Input Connector (CN17) | 27 USB 2.0 Port (CN13)
12 | Front Panel Header (CN12) 28 DisplayPort Combo Connector (CN3)
13 | AT/ATX Power Mode Select Jumper (JP3) | 29 HDMI Connector (CN30)
14 g‘N)g"S‘TCOM“ Wafer Connectors (CN22, | 4, LAN1 and USB 3.0 Connector (CN26)
15 | SATA 3.0 Connectors (CN7~CN9) 31 LAN2 and USB 3.0 Connector (CN27)
16 | USB 2.0 Wafer Connector (CN14)

Board and Pin Assignments



MANO520 Mini ITX Motherboard

To identify the first pin of a header or jumper, please refer to the following
information:

® Usually, there is a thick line or a triangle near the header or jumper pin 1.
Note Thick line

The triangle

® Square pad, which you can find on the back of the motherboard, is usually
used for pin 1.

Pin Heosse

2.3 Jumper Settings

Jumper is a small component consisting of jumper clip and jumper pins. Install jumper clip on 2
jumper pins to close. And remove jumper clip from 2 jumper pins to open. The following
illustration shows how to set up jumper.

jumper clip open

12

close pin 1-2 close all open

12 123 123

Before applying power to MANO520 Series, please make sure all of the jumpers are in factory
default position. Below you can find a summary table of all jumpers and onboard default
settings.

Once the default jumper setting needs to be changed, please do it under power-off
condition.

Note

Board and Pin Assignments 7



MANO520 Mini ITX Motherboard

Jumper Description Setting
Clear CMOS

ais Default: Normal Operation 1-2 Close
AT/ATX Power Mode Select

IP3 Default: ATX Mode 1-2 Close

i COML1 RS-232/422/485 Mode Sel 1-2 Close

- ode Select

JPo Default: RS-232 3-5, 4-6 Close

JP7 3-5, 4-6 Close

IP5 COML1 Data/Power Select CN21 Pin 1. DCD# 3-5 Close
Default: RS-232 Data CN21 Pin 9: RI# 4.6 Close
LVDS Backlight PWM/DC Mode Select

P8 Default: PWM 1-2 Close
LVDS VDD Select

P9 Default: +3.3V 1-2 Close
Case Open Select

JP10 Default: Close 1-2 Close

2.3.1 Clear CMOS (JP1)

This jumper allows you to clear the Real Time Clock (RTC) RAM in CMOS. You can
clear the CMOS memory of date, time, and system setup parameters by erasing the
CMOS RTC RAM data. The onboard button cell battery powers the RAM data in CMOS,
which includes system setup information such as system passwords.

To erase the RTC RAM:

1. Turn OFF the computer and unplug the power cord.
2.  Remove the onboard battery.
3.  Move the jumper clip from pins 1-2 (default) to pins 2-3. Keep the clip on pins 2-3
for about 5~10 seconds, then move the clip back to pins 1-2.
4. Re-install the battery.
5. Plug the power cord and turn ON the computer.
6. Hold down the <Del> key during the boot process and enter BIOS setup to re-enter
data.
Function Setting 11w
Normal operation (Default) 1-2 close 2 I;
Clear CMOS 2-3 close 3lo

2.3.2 AT/ATX Power Mode Select (JP3)
This 3-pin (pitch=2.0mm) jumper allows you to select AT or ATX power mode.

Function Setting 1lm
ATX mode (Default) 1-2 close 2 I;
AT mode 2-3 close 3lo

Board and Pin Assignments



MANO520 Mini ITX Motherboard

2.3.3 COM1 RS-232/422/485 Mode Select (JP4, JP6, JP7)

These are 3x2-pin (pitch=2.0mm) jumpers for setting COML1 port to operate in RS-232,
RS-422 or RS-485 communication mode.

Function Setting
JP4 1-2 close JP4 JP6 JP7
RS-232 mode 246 246 246
(Default) JP6 3-5, 4-6 close
JP7 3-5, 4-6 close E oo (n o
JP4 3-4 close 0o [ | [ |
RS-422 mode JP6 1-3, 2-4 close
JP7 1-3, 2-4 close 135 135 135
JP4 5-6 close
RS-485 mode JP6 1-3, 2-4 close
JP7 1-3, 2-4 close

2.3.4 COM1 Data/Power Select (JP5)

This is a 3x2-pin (pitch=2.0mm) jumper. The COML1 port has +5V power capability on
DCD and +12V on RI by setting JP5.

Function Setting

Power: Set COM1 pin 1 to +5V 1-3 close 246
Data: Set COM1 pin 1 to DCD (Default) | 3-5 close o
Power: Set COM1 pin 9 to +12V 2-4 close [ ]
Data: Set COML1 pin 9 to RI (Default) 4-6 close 135

2.3.5 LVDS Backlight PWM/DC Mode Select (JP8)

This 3-pin (pitch=2.0mm) jumper enables you to select PWM or voltage control mode for
LVDS backlight control header (CN32). These two control modes are for adjusting the
brightness of LVDS panel.

Function Setting 1w
Controlled by PWM (Default) 1-2 close 2 I;
Controlled by DC Voltage 2-3 close 3lo

2.3.6 LVDS VDD Select (JP9)

The motherboard supports voltage selection for flat panel displays. Use this 3x2-pin
(pitch=2.54mm) jumper to set up VDD power of the LVDS connector. To prevent
hardware damage, before connecting please make sure that the input voltage of LVDS
panel is correct.

Function Setting 1 2
+3.3V (Default) 1-2 close 3loold
+5V 3-4 close 5laalé
+12V 5-6 close
Board and Pin Assignments 9



MANO520 Mini ITX Motherboard

2.3.7 Case Open Select (JP10)

The motherboard has one 2-pin (pitch=2.54mm) jumper for chassis intrusion detection

feature.
Function Setting
Close (Default) 1-2 close
Active case open 1-2 open

1
2

10
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MANO520 Mini ITX Motherboard

2.4 Connectors

Signals go to other parts of the system through connectors. Loose or improper connection
might cause problems, please make sure all connectors are properly and firmly connected.
Here is a summary table showing connectors on the hardware.

Connector Description

CN1 DIMM1: DDR4 SO-DIMM Connector
CN2 DIMM2: DDR4 SO-DIMM Connector
CN3 DisplayPort Combo Connector

CN5 SIM Card Socket

CN6 MSATA Connector

CN7~CN9 SATA 3.0 Connectors

CN12 Front Panel Header

CN13 USB 2.0 port

CN14 USB 2.0 Wafer Connector

CN15 PCI-Express x16 Slot

CN16~CN17 ATX Power Input Connectors
CN18~CN19 Fan Connectors

CN20 GPIO Header

CN21 COM1 and COM2 D-Sub Connector
CN22~CN23 COM3 and COM4 Wafer Connectors
CN26~CN27 LAN and USB 3.0 Connectors
CN28 Audio Jack

CN29 Front Audio Connector

CN30 HDMI Connector

CN31 LVDS Signal Header

CN32 LVDS Backlight Control Header
CN34 M.2 Key E Connector

Board and Pin Assignments
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MANO520 Mini ITX Motherboard

The motherboard comes with DisplayPort Combo interface on the rear 1/O.

C

2.4.1 DisplayPort Combo Connector (CN3)
Pin Signal
1 DP_TX0_P
2 GND
3 DP_TX0_N
4 DP_TX1_P
5 GND
6 DP_TX1_N
7 DP_TX2_P
8 GND
9 DP_TX2_N
10 DP_TX3_P
11 GND
12 DP_TX3_N
13 GND
14 GND
15 DP_AUXP
16 GND
17 DP_AUXN
18 DP_HPD
19 GND
20 +3.3V
2.4.2 SIM Card Socket (CN5)

The CN5 is for inserting SIM Card which is mainly used in 3G/4G wireless network
application. In order to work properly, the SIM Card must be used together with 3G/4G
module which is inserted to CN6.

Pin | Signal Pin | Signal

1 PWR_UIM 6 DAT_UIM
2 REST_UIM 7 VPP_UIM
3 CLK_UIM 8 GND

12
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MANO520 Mini ITX Motherboard

©

2

18

[ IDI00N0 TODI00000niT |

52

1

2.4.3 MSATA Connector (CN6)
Pin | Signal Pin | Signal
1 N/C 2 +3.3VAUX
3 N/C 4 GND
5 N/C 6 +1.5V
7 N/C 8 UIM_PWR
9 | GND 10 | UIM_DAT
11 [ NIC 12 | UIM_CLK
13 [ NIC 14 | UIM_REST
15 | GND 16 | UIM_VPP
17 | NIC 18 | GND
19 [ NIC 20 [ NIC
21 | GND 22 | PERST#
23 | SATAO_RX_DP | 24 | +3.3VAUX
25 | SATAO_RX_DN | 26 | GND
27 | GND 28 | +1.5V
29 | GND 30 | SMB_CLK
31 | SATAO_TX_DN |32 | SMB_DATA
33 | SATAO_TX_DP |34 [ GND
35 | GND 36 | USB#6_D-
37 | GND 38 | USB#6_D+
39 | +3.3VAUX 40 | GND
41 | +3.3VAUX 42 | NIC
43 | GND 44 | NIC
45 | N/C 46 | N/IC
47 | N/IC 48 | +1.5V
49 | N/C 50 | GND
51 | N/IC 52 | +3.3VAUX
2.4.4 SATA 3.0 Connectors (CN7~CN9)

Wy

17

a1

These Serial Advanced Technology Attachment (Serial ATA or SATA) connectors are for
SATA 3.0 interfaces allowing up to 6.0Gb/s data transfer rate. They are computer bus

interfaces for connecting to devices such as hard disk drives.

Pin

Signal

GND

SATA_TX+

SATA_TX-

GND

SATA_RX-

SATA_RX+

N|o|ga|h~|W[IN|F

GND

goooooo

Board

and Pin Assignments
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MANO520 Mini ITX Motherboard

2.4.5 Front Panel Header (CN12)
The CN12 is a 7x2-pin (pitch=2.54mm) header for front panel interface.

Pin Signal

1 Power LED+

2 SPK-

3 GND

4 BUZZER-

5 Power LED-

6 N/C

7 N/C

8 SPK+

9 PWR-

10 PWR+

11 RESET-

12 RESET+

13 HD LED-

14 HD LED+
Power LED

Pin 1 connects anode(+) of LED and pin 5 connects cathode(-) of LED. The power LED
lights up when the system is powered on.

External Speaker and Internal Buzzer

Pin 2, 4, 6 and 8 connect the case-mounted speaker unit or internal buzzer. While
connecting the board to an internal buzzer, please set pin 2 and 4 closed; while
connecting to an external speaker, you need to set pins 2 and 4 opened and connect the
speaker cable to pin 8(+) and pin 2(-).

Power On/Off Button
Pin 9 and 10 connect the power button on front panel to the board, which allows users to
turn on or off power supply.

System Reset Switch

Pin 11 and 12 connect the case-mounted reset switch that reboots your computer
without turning off the power switch. It is a better way to reboot your system for a longer
life of system power supply.

HDD Activity LED

This connection is linked to hard drive activity LED on the control panel. LED flashes
when HDD is being accessed. Pin 13 and 14 connect the hard disk drive to the front
panel HDD LED, pin 13 is assigned as cathode(-) and pin 14 is assigned as anode(+).

14
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MANO520 Mini ITX Motherboard

2.4.6 USB 2.0 Port (CN13)

The motherboard comes with one double-deck Universal Serial Bus (compliant with
USB 2.0 (480Mbps)) connector on the rear 1/O for installing USB peripherals such as
keyboard, mouse, scanner, etc.

Pin | Signal Pin | Signal
USB VCC (+5V USB VCC (+5V
1 5 5678
level) level)
2 USB #1_D- 6 USB #8_D-
3 USB #1_D+ 7 USB #8_D+ %
4 GND 8 GND

2.4.7 USB 2.0 Wafer Connector (CN14)
This is a 5x2-pin (pitch=2.00mm) connector for USB 2.0 interface.

Pin | Signal Pin | Signal 1loolz

1 | +5v 2 +5V ool

3 USB#7_D- 4 USB#9_D- 00

5 USB#7_D + 6 USB#9_D + 710 0[

7 GND 8 GND O 10
10 N/C

Board and Pin Assignments 15



MANO520 Mini ITX Motherboard

2.4.8 ATX Power Input Connectors (CN16 and CN17)

Steady and sufficient power can be supplied to all components on the board by
connecting power connector. Please make sure all components and devices are
properly installed before connecting the power connector.

External power supply plug fits into the connector in only one orientation. Properly press
down power supply plug until it completely and firmly fits into this connector. Loose
connection may cause system instability.

CN16 is a 4-pin connector for DC +12V power input.

Pin Signal 2 4

1 GND [u o

2 GND . ]
3 +12VIN N—

4 +12V IN 1 3
CN17 is a 24-pin connector for DC power input.

Pin | Signal Pin | Signal 13 |[a]=]f
1 [33v 13 | 3.3v ala]

2 [3a3v 14 | -12v ofa)

3 | GND 15 | GND DO

4 | +5v 16 | PS_ON ale

5 |GND 17 | GND | gD

6 | +5v 18 | GND ofa)

7 | oND 19 | GND B

8 | PWROK 20 | -5V oo

9 |[s5vsB 21 | +5v ala)
10 | +12v 22 | 45V o] D)
11 | +12v 23 | +5V 24|[a]e |12
12 | 3.3v 24 | GND

16
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MANO520 Mini ITX Motherboard

2.4.9 Fan Connectors (CN18 and CN19)

The motherboard has two fan connectors. You can find fan speed option within BIOS
Setup Utility if fan is installed. For further information, see BIOS Setup Utility:
Advanced\Hardware Monitor\PC Health Status in section 4.4.

CN18: 4-pin (pitch=2.54mm)

Pin Signal
1 GND ogooo
2 +12V —
3 FAN Speed Detection 1 4
4 FAN Speed Control
CN19: 3-pin (pitch=2.54mm)
Pin Signal
1 GND 1 I o
2 +12V 3l o
3 FAN Speed Detection

2.4.10 GPIO Header (CN20)
The CN20 is a 5x2-pin (pitch=2.00mm) header for GPIO interface.

Pin | Signal Pin | Signal
L | ey R SI0_GPI70 11002
(OxA06 Bit0, H) 3|00)4
3 SIO_GPO74 4 SIO_GPI71 lelell
(OxA06 Bit4, H) (OxA06 Bit1, H) 7lools
5 SIO_GPO75 6 SIO_GPI72 slo ol
(OXA06 Bit5, H) (0xA06 Bit2, H)
. SI0O_GPO76 8 SIO_GPI73
(OxAO06 Bit6, H) (OxAO06 Bit3, H)
SI0O_GPO77
o (OxAO06 Bit7, H) 10 GND

Board and Pin Assignments 17
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2.4.11

COM D-Sub Connector (CN21)

The CN21 is a double-deck D-Sub connector for COM1 and COM2 serial port interfaces
where only COM1 is selectable for RS-232/422/485 mode by jumper settings (see
section 2.3.3). The pin assignments of RS-232/422/485 are listed in table below.

COM1.:
Pin | RS-232 RS-422 RS-485
1 DCD# ! TX- Data-
2 RXD TX+ Data+
3 TXD RX+ N/C
4 DTR# RX- N/C
5 GND GND GND
6 DSR# N/C N/C
7 RTSH# N/C N/C
8 CTS# N/C N/C
9 Ri# N/C N/C
: Pin 1 of COM1 can be DCD/+5V and pin 9 of COM1 can be RI/+12V by
selecting JP5 (see section 2.3.4).
Note
COM2:
Pin Signal Pin Signal
1 DCD 2 RXD
3 TXD 4 DTR
5 GND 6 DSR
7 RTS 8 CTS
9 RI
2.4.12 COM Wafer Connectors (CN22 and CN23)

The motherboard comes with two 5x2-pin (pitch=2.00mm) wafer connectors for COM3

and COM4 serial port interfaces.

Cable is optional.

Note
Pin Signal Pin Signal
1 DCD 2 DSR 0000
3 RXD 4 RTS Oo000
5 TXD 6 CTS 1 1]
7 DTR 8 RI
9 GND 10 N/C

18
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2.4.13

LAN and USB 3.0 Connectors (CN26 and CN27)

The motherboard comes with two high performance plug and play Ethernet interfaces
(RJ-45) which are fully compliant with the IEEE 802.3 standard. Connection can be
established by plugging one end of the Ethernet cable into this RJ-45 connector and the
other end to a 1000/100/10 Base-T hub.

The Universal Serial Bus (compliant with USB 3.0) connectors on the rear I/O are for
installing USB peripherals such as keyboard, mouse, scanner, etc.

Pin | LAN Signal Pin | LAN Signal CN26
L1 Tx+ (Data L2 Tx- (Data transmission S
transmission positive) negative) \IIIII J LAN1
Rx+ (Data reception RJ-1 (For 1000 Base-T
L3 o L4
positive) only)
L5 | RJ-1 (For 1000 L6 | Rx- (Data reception ﬁ-o-n-n-r»}
Base-T only) negative) ol | USB
L7 RJ-1 (For 1000 L8 RJ-1 (For 1000 Base-T L )
Base-T only) only)
A Speed LED B Active LED
® Speed LED turns orange for 1000Mbps or green for 100Mbps.
® CN26/CN27 supports Wake-on-LAN. Only CN26 supports AMT when
Note chipset is customized into Intel® Q370.
Pin | USB Signal Pin | USB Signal CN27
1 USB3_POWER 2 USB - S
3 USB + 4 GND \|||||J LAN2
5 USB3_SSRX 6 USB3_SSRX+
7 GND 8 USB3_SSTX —
9 USB3_SSTX+ U"’“"ﬂ USB
i ]
2.4.14 Audio Jack (CN28)

The motherboard provides HD audio jack on the rear 1/O. Install audio driver, and then
attach audio devices to CN28.

(o

Pin Color Signal
Green Line-out
Pink MIC-in

@20 @9

&
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2.4.15

Front Audio Connector (CN29)

This is a 5x2-pin (pitch=2.00mm) connector for convenient connection and control of
audio devices.

Pin | Signal Pin | Signal
1 MIC_IN 2 GND
3 LINE_IN_L 4 GND
5 LINE_IN_R 6 GND
7 AUD_OUT_L 8 GND
9 AUD_OUT R 10 | GND
2.4.16 HDMI Connector (CN30)

2] 00000
1f Ooooo0
1

The HDMI (High-Definition Multimedia Interface) is a compact digital interface which is
capable of transmitting high-definition video and high-resolution audio over a single

cable.
Pin | Signal Pin | Signal
1 HDMI OUT_DATA2+ 2 GND
3 HDMI OUT_DATA2- 4 HDMI OUT_DATA1+
5 GND 6 HDMI OUT_DATA1-
7 HDMI OUT_DATAO+ 8 GND
9 HDMI OUT_DATAO- 10 HDMI OUT_Clock+
11 GND 12 HDMI OUT_Clock-
13 N/C 14 GND
15 HDMI OUT_SCL 16 HDMI OUT_SDA
17 GND 18 +5V
19 HDMI_HTPLG

18

\\

T F 8 8 0FEkFLALEL
Tk 8 Lk 6L

TS L6 K

C

19
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2.4.17

This

LVDS Signal Header (CN31)
is a 2x20-pin (pitch=1.0mm) connector

which

is compliant with JST

SM40B-SRDS-G-TF for LVDS LCD interface. It is strongly recommended to connect it
with matching connector, SHDR-40VS-B.

Pin | Signal Pin | Signal
1 vDD!! 2 vDD!!
3 vDD!? 4 vDD!?
5 vDD!? 6 vDD!?
7 N/C 8 N/C
9 GND(Detect)!” 10 | GND
11 | LVDS B _DATA3- |12 | LVDS_B_DATAO-
13 | LVDS_B_DATA3+ | 14 | LVDS_B_DATAO+
15 | GND 16 | GND
17 | LVDS_B_CLK- 18 | LVDS_B_DATAL-
19 | LVDS B_CLK + 20 | LVDS_B_DATAl+
21 | GND 22 | GND
23 | LVDS_A DATAO- |24 | LVDS B_DATA2-
25 | LVDS_A_DATAO+ |26 | LVDS B DATA2+
27 | GND 28 | GND
29 | LVDS A DATA1l- |30 |LVDS A _DATA3-
31 | LVDS_A DATAl+ |32 | LVDS_A DATA3+
33 | LVDS_PRSNT# 34 | GND
35 | LVDS_A_DATA2- |36 |LVDS A CLK-
37 | LVDS_A DATA2+ |38 |LVDS A_CLK+
39 | GND(Detect) 40 | GND
JP9 see section 2.3.6.
Note

rﬁuuuuuuuuuuuuuuuuunn-.
""I]I]I][I[II]I]I]I]I][I[II]I]I][II]I][II]‘J

[ panel power VDD is 3.3V by default, 5V or 12V is selectable by jumper

Groundlng of this pin is required to ensure normal LVDS output.

Board and Pin Assignments
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2.4.18 LVDS Backlight Control Header (CN32)

This is an 8-pin (pitch=1.25mm) connector which is compliant with Hirose
DF13-8P-1.25V for inverter. We strongly recommend you to use the matching connector,
DF13-8S-1.25C, to avoid malfunction.

Pin | Signal

+12V

+12V

+5V
LVDS_BKL_EN
GND

GND

GND
LvDS_BKL_cCTL"

E{PDDDDDDH

OIN|O|O|A~[W[IN|F

[ This signal is selectable by jumper JP8, see section 2.3.5.

Note
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2.4.19 M.2 Key E Connector (CN34)
The motherboard comes with one M.2 Key E connector (Wi-Fi & Bluetooth).

Pin | Signal Pin | Signal Pin | Signal
1 [GND 26 |NIC 51 |GND . -
2 [+33v 27 [Nne 52 |BUF_PLT RST = L
3 |USB#14_D+ 28 |NIC 53 | NGFF_CLKREQ3 . =
4 [+33v 29 [NIC 54 |BT_KILL1 - B
5 |USB#14_D- 30 |NIC 55 | PCH_WAKE E =
6 [NIC 31 |NIC 56 | WLAN_KILL1 E
7 |GND 32 |CNV_RGIDT! 57 |GND 3
8 [NIC 33 |GND 58 |NIC E
9 |CNV_WR_1_DNU 34 | CNV_RGI_RSPU 59 | CNV_WT_1_DNDJ - éw
10 | PCM_CRF_RST! 35 | PCIE12_TX_DP 60 |NIC - P
11 | CNV_WR_1_DP 36 | CNV_BRI_DT!! 61 | CNV_WT_1_DPI1
12 |NIC 37 | PCIE12_TX_DN 62 |NIC
13 | GND 38 |CL_RSTN 63 |GND
14 |PCMOUT_CLKREQO! |39 |GND 64 |M2_REFCLK
15 | CNV_WR_0_DNII 40 | CL_DATA! 65 |CNV_WT_0_DNM
16 |NIC 41 | PCIE12_RX_DP 66 |NIC
17 | CNV_WR_0_DP1 42 | CL_CLKD 67 |CNV_WT_0_DPI1
18 | GND 43 | PCIE12_RX_DN 68 |NIC
19 | GND 44 | CNV_PA_BLANKING! |69 |GND
20 |UART_BT_WAKEI! 45 |GND 70 |NIC
21 [CNV_WR_CLK_DNI1 |46 |CNV_MFUART2_TXDII [71 | CNV_WT_CLK_DNI1
22 | CNV_BRI_RSP! 47 |CLKOUT_PCIELP3 |72 |+33V
23 [CNV_WR_CLK_DPt1 |48 |CNV_MFUART2_RXD! |73 | CNV_WT_CLK_DPO
24 [NIC 49 |CLKOUT_PCIEIN3 |74 |+33v
25 [NIC 50 |PCH_SUSCLK 75 |GND
1 These pins are for CNVI module.
Note
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Chapter 3
Hardware Description

3.1 Microprocessors
The MANO520 Series supports Intel® Core™ i7/ i5/ i3, Pentium® and Celeron® processors,
which enable your system to operate under Windows® 10 and Linux environments. The

system performance depends on the microprocessor. Make sure all correct settings are
arranged for your installed microprocessor to prevent the CPU from damages.

3.2 BIOS

The MANO520 Series uses AMI Plug and Play BIOS with a single SPI Flash.

3.3 System Memory

The MANO520 supports two 260-pin DDR4 SO-DIMM sockets for maximum memory capacity
up to 32GB DDR4 SDRAMs. The memory module comes in sizes of 2GB, 4GB, 8GB and
16GB.

® For single memory channel configuration, install memory module in channel 0
(CN1) DDR4 SO-DIMM socket.

Note e For dual memory channel configuration, install memory modules of the same

size, chip width, density and rank in both channel 0 (CN1) and channel 1 (CN2)

DDR4 SO-DIMM sockets.
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Chapter 4
AMI BIOS Setup Utility

The AMI UEFI BIOS provides users with a built-in setup program to modify basic system
configuration. All configured parameters are stored in a flash chip to save the setup information
whenever the power is turned off. This chapter provides users with detailed description about
how to set up basic system configuration through the AMI BIOS setup utility.

4.1 Starting

To enter the setup screens, follow the steps below:

1. Turn on the computer and press <Del> during the Power On Self Test (POST) to enter
BIOS setup, otherwise, POST will continue with its test routines.

2. Once you enter the BIOS, the main BIOS setup menu displays. You can access the other
setup screens from the main BIOS setup menu, such as the Advanced and Chipset
menus.

If your computer cannot boot after making and saving system changes with BIOS
setup, you can restore BIOS optimal defaults by setting JP1 (see section 2.3.1).

Note

It is strongly recommended that you should avoid changing the chipset’s defaults. Both AMI
and your system manufacturer have carefully set up these defaults that provide the best
performance and reliability.

4.2 Navigation Keys

The BIOS setup/utility uses a key-based navigation system called hot keys. Most of the BIOS
setup utility hot keys can be used at any time during the setup navigation process. These keys
include <F1>, <F2>, <Enter>, <ESC>, <Arrow> keys, and so on.

Some of the navigation keys differ from one screen to another.

Note
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Hot Keys

Description

> € Left/Right

The Left and Right <Arrow> keys allow you to select a setup screen.

The Up and Down <Arrow> keys allow you to select a setup screen or sub

M Up/Down

screen.

The <Enter> key allows you to display or change the setup option listed for a
Enter particular setup item. The <Enter> key can also allow you to display the setup

sub screens.

+— Plus/Minus

The Plus and Minus <Arrow> keys allow you to change the field value of a
particular setup item.

F1 The <F1> key allows you to display the General Help screen.

F2 The <F2> key allows you to Load Previous Values.

F3 The <F3> key allows you to Load Optimized Defaults.

Fa The <F4> key allows you to save any changes you have made and exit Setup.
Press the <F4> key to save your changes.

Esc The <Esc> key allows you to discard any changes you have made and exit the
Setup. Press the <Esc> key to exit the setup without saving your changes.
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4.3 Main Menu

When you first enter the setup utility, you will enter the Main setup screen. You can always
return to the Main setup screen by selecting the Main tab. System Time/Date can be set up as
described below. The Main BIOS setup screen is shown below.

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced Chipset Security Boot Save & Exit

BIOS Information Set the Date. Use Tab to
Build Date and Time 01/08/2019 14:05:41 switch between Date elements.
Project version MANO520 v2.00 H310 Default Ranges:
Year: 2005-2099
[Tue /08/2019] Months: 1-12
System Time [18:09:01] Days: dependent on month
Access Level Administrator

Board Information

Processor Name CoffeeLake DT

Type Intel(R) Core(TM)

: i13-8100T CPU @ 3.10GHz 2e: Select screen
stepping = 1]l: Select Item
Enter: Select

PCH Name CNL PCH-H +/=: Changs Opt.

zizpping :glo Fl: General Help

. F2: Previous Values

Memory Size B F3: optimized Defaults

Frequency 2400 MHz

F4: Save & Exit
ESC: Exit

Version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

BIOS Information
Display the BIOS information.

System Date/Time

Use this option to change the system time and date. Highlight System Time or System Date
using the <Arrow> keys. Enter new values through the keyboard. Press the <Tab> key or the
<Arrow> keys to move between fields. The date must be entered in MM/DD/YY format. The
time is entered in HH:MM:SS format.

Access Level
Display the access level of current user.

Board Information
Display the board information.
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4.4 Advanced Menu

The Advanced menu also allows users to set configuration of the CPU and other system
devices. You can select any of the items in the left frame of the screen to go to the sub menus:

IT8786 Super IO Configuration
Hardware Monitor

Smart Fan Function

Trusted Computing

ACPI Settings

CPU Configuration

SATA And RST Configuration
PCH-FW Configuration

USB Configuration

VVYVVVVYYVYYVYY

For items marked with “»”, please press <Enter> for more options.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

LCVEGILN  Chipset  Security Boot  Save & Exit

System Super IO Chip
» Hardware Monitor Parameters.

> Smart Fan Function

» Trusted Computing

> ACPI Settings

» CPU Configuration

> SATA And RST Configuration
» PCH-FW Configuration

» USB Configuration

++: Select Screen

1l: select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.
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e |T8786 Super IO Configuration
You can use this screen to select options for the Super 10 Configuration, and change the
value of the selected option. A description of the selected item appears on the right side of
the screen. For items marked with “»”, please press <Enter> for more options.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced
IT8786 Super IO Configuration Set Parameters of Serial Port
1 (coma).
Super IO Chip IT8786

» Serial Port 2 Configuration
» serial port 3 configuration
» Serial Port 4 Configuration

++«: Select Screen

1l: Select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2018 American Megatrends, Inc.

Serial Port 1~4 Configuration
Use these items to set parameters related to serial port 1~4.
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e Serial Port 1~4 Configuration
Aptio Setup utility - cCopyright (C) 2018 American Megatrends, Inc.
Advanced
Serial Port 1 Configuration Enable or Disable Serial Port
(com).
Device settings I0=3F8H; IRQ=4;
Serial Port
Disabled
Enabled
++«: Select Screen
1l: Select Item
Enter: Select
+/-: Change Opt.
Fl: General Help
F2: Previous Values
F3: optimized Defaults
F4: Save & Exit
ESC: Exit
version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

Serial Port

Enable or disable serial port 1~4. The optimal settings for base I/O address and for

interrupt request address are:

- Serial port 1: 3F8h, IRQ4

- Serial port 2: 2F8h, IRQ3

- Serial port 3: 3E8h, IRQ7

- Serial port 4: 2E8h, IRQ6

32
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e Hardware Monitor
This screen monitors hardware health status.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced

Pc Health Status

CPU temperature : +48 °C
System temperature : +35 °C
CPU Fan Speed : 1137 RPM
System Fan Speed : N/A
VCC_CPU : +0.756 Vv
VCC_DDR : +1.200 v
+12v t +12.312 Vv
+5V i +5.070 v
+3.3V_SBY : +3.400 Vv

++«: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.

This screen displays the temperature of system and CPU, cooling fans speed in RPM and
system voltages (VCC_CPU, VCC_DDR, +12V, +5V and +3.3V standby).
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e Smart Fan Function
This screen allows you to select CPU fan and system fan mode.
Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.
Advanced
Pc Health Status CPU FAN Mode Select
System FAN [Full on]
CPU FAN
Full on
Manual Mode
Automatic Mode
++: Select Screen
tl: select Item
Enter: Select
+/-: Change Opt.
Fl: General Help
F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit
ESC: Exit
version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.
CPU FAN\System FAN
This item allows you to select the fan speed option(s) of CPU fan and system fan (see
section 2.4.9) which can be set to Full on, Manual and Automatic Mode.
- Full On: The fan always runs at full speed.
- Manual Mode: Use the start PWM value to set fan speed manually. The range is from
0 to 255.
pPc Health status
Fan start PWM 70
System FAN [Full on]
CPU FAN
Full on
Manual Mode
Automatic Mode
34
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- Automatic Mode: Follow super I/O IT8786 integrated automatic mode described below
to adjust the fan speed.

Pc Health Status

Fan off temperature Timit 16

Fan start temperature Timit 32

Fan start PwMm 70

PWM Slope [1 PwM]
System FAN [Full on]

CPU FAN
Full on

Manual Mode

Automatic Mode

k....)} . /\-Temperature

PWM Duty L
A fe==N
full
Pa i L1, T
Start o
-
. Temperature
stop OFF Start > eading
Limit Limit
To Ts
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e Trusted Computing
This screen provides function for specifying the TPM settings.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced

TPM20 Device Found Schedule an Operation for the

Firmware Version: 402.1 Security Device. NOTE: Your
vendor: INTC Computer will reboot during
restart in order to change
Security Device support [Enable] state of Security Device.
TPM Device selection [pTT]
Active PCR banks SHA-1, SHA256
Available PCR banks SHA-1, SHA256

++: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.

Security Device Support

Enable or disable BIOS support for security device, see image below. OS will not show
security device. TCG EFI protocol and INT1A interface will not be available.

TPM20 Device Found
Firmware version: 402.1
Vendor: INTC
TPM Device Selection [PTT]
Active PCR banks SHA-1, SHA256
Available PCR banks SHA-1, SHA256
Security Device Support

Pending operation

Disable

Enable
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TPM Device Selection
Select TPM device:

- PTT: Intel® built-in TPM.

TPM20 Device Found
Firmware Version:
Vendor:

Security Device Support
Active PCR banks

Available PCR banks

Pending operation

402.1
INTC

[Enable]

SHA-1, SHA256
SHA-1, SHA256

TPM Device Selection

dTPM
PTT

- dTPM: External extended Infineon’s TPM (optional).

TPM20 Device Found
Firmware Version:
Vendor:

TPM Device Selection
Active PCR banks
Available PCR banks

Pending operation

Pending operation

Schedule an operation for the security device, see image below.

- None

5.62
IPX

[dTPM]
SHA-1, SHA256
SHA-1, SHA256

None

- TPM Clear: Clear all data secured by TPM.

TPM20 Device Found
Firmware Version:
Vendor:

Security Device Support
TPM Device Selection

Active PCR banks

Available PCR banks

402.1
INTC

[Enable]
[pTT]

SHA-1, SHA256
SHA-1, SHA256

Pending operation

None
TPM Clear

AMI BIOS Setup Utility
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e ACPI Settings

Aptio Setup utility - cCopyright (C) 2018 American Megatrends, Inc.

Advanced

ACPI Settings

ACPI Sleep State [S3 (Suspend to RAM)]

++«: Select Screen

1l: Select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

ACPI Sleep State

When the suspend button is pressed, the ACPI (Advanced Configuration and Power
Interface) sleep state is S3 (Suspend to RAM).
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e CPU Configuration

This screen shows CPU information, and you can change the value of the selected option.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced

CPU Configuration
Type

ID

Speed

L1 pata Cache

L1 Instruction Cache
L2 cache

L3 cache

L4 Cache

VMX

Intel(R) SpeedStep(tm)
Turbo Mode

Genuine Intel(R) CPU
0000 @ 1.60GHz
0x906EA

1600 MHz

32 KB X 6

32 KB X 6

256 KB x 6

Intel (VMX) Vvirtualization Technology

Disabled
Enabled

[Disabled]

when enabled, a VMM can
utilize the additional
hardware capabilities provided
by vanderpool Technology.

H1]
Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.

Intel (VMX) Virtualization Technology
Enable or disable Intel Virtualization Technology. When enabled, a VMM (Virtual Machine
Mode) can utilize the additional hardware capabilities. It allows a platform to run multiple
operating systems and applications independently, hence enabling a single computer
system to work as several virtual systems.

AMI BIOS Setup Utility
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CPU configuration

Type

D

Speed

L1 pata Cache

L1 Instruction Cache

L2 cache

L3 cache

L4 cache

VMX

Intel (vMX) virtualization
Technology

Turbo Mode

Intel(R) SpeedStep(tm)

Genuine Intel(R) CPU
0000 @ 1.60GHz
0x906EA

1600 MHz

32 KB x 6

32 KB x 6

256 KB x 6

Intel(R) SpeedStep(tm)

Disabled

Enabled

[Disabled]

Enable or disable Intel® SpeedStep. It allows more than two frequency ranges to be

supported.

CPU configuration

Type

ID

Speed

L1 pata cache

L1 Instruction Cache
L2 cache

L3 cache

L4 cache

VMX

Intel (VMX) Vvirtualization
Technology

Intel(R) SpeedStep(tm)

Turbo Mode

Genuine Intel(R) CPU
0000 @ 1.60GHz
0x906EA

1600 MHz

32 KB X 6

32 KB x 6

256 KB X 6

Turbo Mode
Disabled

Enabled

Enable or disable Intel® turbo boost mode allowing processor cores to run faster but not
exceed CPU defined frequency limits.

40
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e SATA and RST Configuration
During system boot up, BIOS automatically detects the presence of SATA devices. In the
SATA Configuration menu, you can see the hardware currently installed in SATA ports.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced
SATA And RST Configuration Enable/Disable SATA Device.
SATA Mode Selection [AHCI]
serial ATA Port 0 (mSATA) Empty
Serial ATA Port 1 Empty
serial ATA Port 2 Empty
Serial ATA Port 3 Empty

SATA Controller(s)

Enabled
Disabled

+«: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

SATA Controller(s)
Enable or disable the SATA Controller feature. The default is Enabled.

SATA Mode Selection

Determine how SATA controller(s) operate. Operation mode options are:
- AHCI (Advanced Host Controller Interface)

- Intel RST Premium With Intel Optane System Acceleration
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PCH-FW Configuration

This screen displays ME Firmware information.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced

ME Firmware Vversion
ME Firmware Mode
ME Firmware SKU

12.0.2.1087
Normal Mode
Corporate SKU

++: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.

e USB Configuration

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced

USB Configuration
USB Module Version 20

USB Devices:
1 prive, 1 Keyboard

++: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.

USB Devices
Display all detected USB devices.
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4.5 Chipset Menu

The Chipset menu allows users to change the advanced chipset settings. You can select any
of the items in the left frame of the screen to go to the sub menus:

» System Agent (SA) Configuration
» PCH-10 Configuration

For items marked with “»”, please press <Enter> for more options.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Main  Advanced ORI Security Boot Save & EXit

System Agent (SA) Parameters
» PCH-I0 Configuration

+«: Select Screen

1l: select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.
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e System Agent (SA) Configuration

This screen allows users to configure System Agent (SA) parameters. For items marked
with “»” please press <Enter> for more options.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Chipset

SA PCIe Code Version 7.0.46.80

Graphics Configuration
vT-d Supported

» Memory Configuration

++«: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

Graphics Configuration
Open sub menu for parameters related to graphics configuration.

Memory Configuration
Open sub menu for information related to system memory.
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e Graphics Configuration

Aptio Setup utility - cCopyright (C) 2018 American Megatrends, Inc.

Chipset

Graphics Configuration

LVDS Panel Type

[1280x768 18Bit]

Primary IGFX Boot Display
AUTO
HDMI
DP1(uUp)
DP2 (Down)
LVDS

Select the video Device which
will be activated during POST.
This has no effect if external
graphics present.

Secondary boot display
selection will appear based on
your selection.

VGA modes will be supported
only on primary display.

Sselect Screen
1l: Select Item
Enter: Select
+/-: Change Opt.
Fl: General Help

LN

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2018 American Megatrends, Inc.

Primary IGFX Boot Display

Select the video device which will be activated during POST (Power-On Self Test). The
default is Auto.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Chipset

Graphics cConfiguration

Secondary IGFX Boot Display
LVDS Panel Type

[oP1(up)]

[1280x768 18Bit]

Primary IGFX Boot Display
AUTO
HDMI
DP1(uUp)
DP2 (Down)
LVDS

Select the video Device which
will be activated during POST.
This has no effect if external
graphics present.

Secondary boot display
selection will appear based on
your selection.

VGA modes will be supported
only on primary display.

Select Screen
tl: select Item
Enter: Select

: Change opt.
: General Help

e

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.

Secondary IGFX Boot Display
After selecting other than “AUTO” on “Primary IGFX Boot Display”, the Secondary IGFX
Boot Display will show up and the options are Disabled, HDMI and VGA.
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Aptio Setup Utility - C ght (C) 2018 American Megatrends, Inc.
Chipset
Graphics configuration select LCD panel used by DP
Primary IGFX Boot Display [HDMI] Device by selecting the

Secondary IGFX Boot Display [pP1(up)]

LVDS Panel Type
800x600 18Bit
1024x768 18Bit
1024x768 24Bit
1280x768 18Bit
1280x800 18Bit
1280x960 18Bit
1280x1024 48Bit
1366x768 18Bit
1366x768 24Bit =«: Select Screen
1440x900 48Bit tl: Select Item
1440x1050 48Bit Enter: Select
1600x900 48Bit +/-: change opt.
1680x1050 48Bit Fl: General Help
1600x1200 48Bit F2: Previous values

1920x1080  48Bit F3: Optimized Defaults
1920x1200 48Bit F4: Save & Exit

ESC: Exit

appropriate setup item.

version 2.20.1271. cCopyright (C) 2018 American Megatrends, Inc.

LVDS Panel Type
Select the appropriate LVDS panel resolution; see the selection options in image above.

e Memory Configuration
This screen shows the system memory information.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Chipset

Memory Configuration

Memory RC Version 0.7.1.65
Memory Size 4096 MB
channel 0 slot 0 populated & Enabled
Size 4096 MB (DDR4)
Number of Ranks 1
Manufacturer Kingston
channel 1 slot 0 Not Populated / Disabled

++: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2018 American Megatrends, Inc.
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e PCH-10 Configuration
This screen allows you to set PCH parameters.

Aptio Setup utility - Copyright (C) 2018 American Megatrends, Inc.

Chipset

Enable/Disable onboard NIC.

PCH LAN Controller
Enabled

Disabled

++: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2018 American Megatrends, Inc.

PCH LAN Controller
Enable or disable onboard PCH LAN controller.

wake on LAN Enable [Enabled]

PCH LAN Controller
Enabled

Disabled

Wake on LAN

After enabling PCH LAN Controller, enabling or disabling integrated LAN to wake the
system.
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4.6 Security Menu

The Security menu allows users to change the security settings for the system.

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Main Advanced Chipset EHIIak4M Boot Save & Exit

Password Description Set Setup Administrator
pPassword

If ONLY the Administrator's password is set,
then this only 1imits access to Setup and is
only asked for when entering Setup.

If ONLY the uUser's password is set, then this
is a power on password and must be entered to
boot or enter Setup. In Setup the user will
have Administrator rights.

The password length must be

in the following range:

Minimum Tength 3
Maximum length 20

++«: Select Screen

1]: Select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

User Password

Version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

e Setup Administrator Password
Set setup administrator password.

e User Password
Set user password.
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4.7 Boot Menu

The Boot menu allows users to change boot options of the system.

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Main Advanced Chipset Security Save & Exit
Boot Configuration Number of seconds to wait for
setup activation key.
65535(0XFFFF) means indefinite
Bootup Numlock State [on] waiting.
Quiet Boot [Disabled]
Launch UEFI PXE OpROM policy [Disabled]

Boot Option Priorities

Boot Option #1 [UEFI:
JetFlashTranscend 16GB
1100, Partition 1]

++«: Select Screen

1]: Select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

Boot Mode [UEFI Mode]

Version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

e Setup Prompt Timeout
Number of seconds to wait for setup activation key. 65535(0xFFFF) means indefinite
waiting.

e Bootup NumLock State
Use this item to select the power-on state for the keyboard NumLock.

e Quiet Boot
Select to display either POST output messages or a splash screen during boot-up.
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Main  Advanced Chipset Security [ELLI# Save & Exit

Boot Configuration

Setup Prompt Timeout 3

Bootup Numlock State [on]

Quiet Boot [Disabled]
PXE LAN Select [LAN1]

Boot Option Priorities

Boot Option #1 Launch UEFI PXE OpROM policy
Disabled
Enabled

Boot Mode

e Launch UEFI PXE OpROM policy
Control the execution of UEFI PXE OpROM. When enabled, you may select LAN1 or
LANZ2 as PXE LAN port.

e Boot Option Priorities
These are settings for boot priority. Specify the boot device priority sequence from the
available devices.

e Boot Mode
Use this option for boot mode settings.
- UEFI Boot: Select support to boot any UEFI-capable OS.
- Legacy Boot: Select support to boot non UEFI-capable OS that expects a legacy BIOS
interface.
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4.8 Save & Exit Menu

The Save & Exit menu allows users to load your system configuration with optimal or fail-safe
default values.

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Main Advanced Chipset Security Boot [REEVERCESSES

Save Options Exit system setup after saving
the changes.
Discard Changes and Exit

save Changes and Reset
Discard changes and Reset

Save Changes
Discard changes

Default Options
Restore Defaults
Save as User Defaults
Restore User Defaults

-»+«: Select Screen

1]l: Select Item

Enter: Select

+/-: Change oOpt.

Fl: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit

Boot Override

UEFI: Built-in EFI Shell

UEFI: Utl1l63 TS1GJFV10 0.00, Partition 1
uUtl63 TS1GIFV10 0.00

Version 2.20.1271. cCopyright (C) 2018 American Megatrends, Inc.

e Save Changes and Exit
When you have completed the system configuration changes, select this option to leave
Setup and return to Main Menu. Select Save Changes and Exit from the Save & Exit menu
and press <Enter>. Select Yes to save changes and exit.

e Discard Changes and Exit
Select this option to quit Setup without making any permanent changes to the system
configuration and return to Main Menu. Select Discard Changes and Exit from the Save &
Exit menu and press <Enter>. Select Yes to discard changes and exit.

e Save Changes and Reset
When you have completed the system configuration changes, select this option to leave
Setup and reboot the computer so the new system configuration parameters can take
effect. Select Save Changes and Reset from the Save & Exit menu and press <Enter>.
Select Yes to save changes and reset.

e Discard Changes and Reset
Select this option to quit Setup without making any permanent changes to the system
configuration and reboot the computer. Select Discard Changes and Reset from the Save
& Exit menu and press <Enter>. Select Yes to discard changes and reset.

e Save Changes
When you have completed the system configuration changes, select this option to save
changes. Select Save Changes from the Save & Exit menu and press <Enter>. Select Yes
to save changes.
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Discard Changes

Select this option to quit Setup without making any permanent changes to the system
configuration. Select Discard Changes from the Save & Exit menu and press <Enter>.
Select Yes to discard changes.

Restore Defaults
It automatically sets all Setup options to a complete set of default settings when you select
this option. Select Restore Defaults from the Save & Exit menu and press <Enter>.

Save as User Defaults
Select this option to save system configuration changes done so far as User Defaults.
Select Save as User Defaults from the Save & Exit menu and press <Enter>.

Restore User Defaults
It automatically sets all Setup options to a complete set of User Defaults when you select
this option. Select Restore User Defaults from the Save & Exit menu and press <Enter>.

Boot Override
Select a drive to immediately boot that device regardless of the current boot order.

52
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Appendix A
Watchdog Timer

A.l About Watchdog Timer

Software stability is major issue in most application. Some embedded systems are not
watched by human for 24 hours. It is usually too slow to wait for someone to reboot when
computer hangs. The systems need to be able to reset automatically when things go wrong.
The watchdog timer gives us solution.

The watchdog timer is a counter that triggers a system reset when it counts down to zero from
a preset value. The software starts counter with an initial value and must reset it periodically. If
the counter ever reaches zero which means the software has crashed, the system will reboot.

A.2 Sample Program

Enter ADU, and press <F4> to select the superior ITE

PORT setting 002E, 002F

Address 07h setting 07 GPIO

Address 72h to set the countdown, for example Sec: CO, Min: 40
Address 73h set the countdown time, for example 10sec: 0A

agrwNE
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Appendix B
Configuring SATA for RAID

B.1 Configuring SATA Hard Drive(s) for RAID Function

Before you begin the SATA configuration, please prepare:

e Two SATA hard drives (to ensure optimal performance, it is recommended that you use
two hard drives with identical model and capacity). If you do not want to create RAID with
the SATA controller, you may prepare only one hard drive.

Please follow up the steps below to configure SATA hard drive(s):

1. Install SATA hard drive(s) in your system.
2. Enter the BIOS Setup to configure SATA controller mode and boot sequence.
3. Configure RAID by the RAID BIOS.

1. Installing SATA hard drive(s) in your system.

Connect one end of the SATA signal cable to the rear of the SATA hard drive, and the other end
to available SATA port(s) on the board. Then, connect the power connector of power supply to
the hard drive.

2. Configuring SATA controller mode and boot sequence by the BIOS Setup.
You have to make sure whether the SATA controller is configured correctly by system BIOS
Setup and set up BIOS boot sequence for the SATA hard drive(s).
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2.1. Turn on your system, and then press the <Del> button to enter BIOS Setup during running
POST (Power-On Self Test). If you want to create RAID, just go to the Advanced Settings
menu/SATA and RST Configuration, select the “SATA Mode Selection”, and press <Enter>

for more options.

Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced

SATA And RST Configuration

SATA Controller(s)

Serial ATA Port 0 (mSATA)

[Enabled]

HAGIWARA LFDMS (120.0GB)

Serial ATA Port 1 Empty
Serial ATA Port 2 ST500DM002-1sB (500.1GB)
Serial ATA Port 3 Empty

Determines how SATA
controller(s) operate.

++: Select Screen

1l: Select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2019 American Megatrends, Inc.

A list of options appears, please select “Intel RST Premium With Intel Optane System

Acceleration”.

Aptio Setup Utility - Copyright (C) 2019 American

Advanced

Megatrends, Inc.

SATA And RST Configuration

SATA controller(s)

Serial ATA Port 0 (mMSATA)

AHCI

Intel RST

[Enabled]

HAGIWARA LFDMS (120.0GB)

serial ATA port 1 Empty
Serial ATA Port 2 ST500DM002-1SB (500.1GB)
serial ATA Port 3 Empty

SATA Mode Selection

Determines how SATA
controller(s) operate.

premium with Intel Optane System Acceleration

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2019 American Megatrends, Inc.
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2.2. Set DVD-ROM for First Boot Option under the Boot Settings menu to boot DVD-ROM after
system restarts.

3. Configuring RAID.

3.1. Configure a RAID array. If you want to create a RAID array, select the Intel(R) Rapid
Storage Technology option and press <Enter>.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced
SATA And RST Configuration This formset allows the user
to manage RAID volumes on the
SATA controller(s) [Enabled] Inte1(R) RAID cController
SATA Mode Selection [Intel RST Premium

with Intel Optane
System Acceleration]

» Intel(R) Ethernet Connection (7) I219-LM - 88:88:88:88:87:88

Serial ATA Port 0 (mMSATA) HAGIWARA LFDMS (120.0GB)
serial ATA Port 1 Empty
Serial ATA Port 2 ST500DM002-1SB (500.1GB)
Serial ATA Port 3 Empty

=»«: Select Screen

T1: select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
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3.2. After entering the Create RAID Volume screen, you can type the disk array name with
1~16 letters or less (letters cannot be special characters) in the item “Name”.

Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced

Create RAID Volume Enter a unique volume name
that has no special characters
and is 16 characters or Tess.
RAID Level: [RAIDO (Stripe)]

Select Disks:

SATA 0.0, HAGIWARA [x]
LFDMSS-120GD (AOOAH)

FAM01-0017N00120, 111.7GB

SATA 0.2, ST500DM002-1SB10A [x]
ZA400VCP, 465.7GB

Name:
. | RN | ++: Select Screen
Capacity (MB):

Strip Size:
tl: select Item
Enter: Select
+/-: Change Opt.
Fl: General Help
F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit
ESC: Exit

» Create Volume

version 2.20.1271. copyright (C) 2019 American Megatrends, Inc.

3.3. Then select a RAID level. There are three RAID levels: RAIDO (Stripe), RAID1 (Mirror) and
Recovery. The RAID level option list varies according to the number of connected storage
devices. For example, it can support RAIDO, RAID1, RAID5 or RAID10 if 4 storages
devices are connected to the system.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced

Create RAID Volume select RAID Level

Name volumel

Select Disks:

SATA 0.0, HAGIWARA [x]
LFDMSS-120GD (AOOAH)

FAM01-0017N00120, 111.7GB

SATA 0.2, ST500DM002-1SB10A [x]

ZA400vCP, 465.7GB RAID Level:

RAIDO (Stripe)
RAID1 (Mirror) =»«: Select Screen
Recovery Tl: Sselect Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: save & Exit

ESC: Exit

Strip Size:
Capacity (MB):

» Create Volume

version 2.20.1271. copyright (C) 2019 American Megatrends, Inc.
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Don’t forget to Select Disks by typing “X” as indicated in image below.

Aptio Setup utility - cCopyright (C) 2019 American Megatrends, Inc.

Advanced

Create RAID Volume

Name
RAID Level:

select Disks:

» Create Volume

Select at Teast two disks

0.0, HAGIWARA LFDMSS-1

volumel
[RAIDO (Stripe)]

(AOOAH) FAMO1-

X - to Select Disk

017N00120, 111.7GB

1l: Select Item
Enter: Select
+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2019 American Megatrends, Inc.

size can be 4KB to 128KB.

Aptio Setup utility - cCopyright (C) 2019 American Megatrends, Inc.

3.4. Set the stripe block size. The KB is the standard unit of stripe block size. The stripe block

Advanced

Create RAID Volume

Name
RAID Level:

select Disks:

SATA 0.0, HAGIWARA
LFDMSS-120GD (AOOAH)
FAM01-0017N00120, 111.7GB
SATA 0.2, ST500DM002-1SB10A
ZA400VCP, 465.7GB

Capacity (MB):

» Create Volume

volumel
[RAIDO (Stripe)]

[x1

[x]

228942

Strip size help

++: Select Screen

1l: Select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2019 American Megatrends, Inc.
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3.5. After the setting, proceed to next step for the array capacity setting.

Aptio Setup utility - cCopyright (C) 2019 American Megatrends, Inc.

Advanced
Create RAID Volume Capacity in MB
Name volumel
RAID Level: [RAIDO (Stripe)]

select Disks:

SATA 0.0, HAGIWARA [Xx]
LFDMSS-120GD (AOOAH)

FAM01-0017N00120, 111.7GB

SATA 0.2, ST500DM002-1SB10A [x]
ZA400VCP, 465.7GB

Strip Size: [64KB]

228942

++: Select Screen

1l: Select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

» Create Volume

version 2.20.1271. cCopyright (C) 2019 American Megatrends, Inc.

3.6. After setting all the items on the screen, select Create Volume to start creating the RAID

array.
Aptio Setup utility - cCopyright (C) 2019 American Megatrends, Inc.
Advanced
Create RAID Volume Create a volume with the
settings specified above
Name volumel
RAID Level: [RAIDO (Stripe)]

select Disks:

SATA 0.0, HAGIWARA [Xx]
LFDMSS-120GD (AOOAH)

FAM01-0017N00120, 111.7GB

SATA 0.2, ST500DM002-1SB10A [x]
ZA400VCP, 465.7GB

Strip Size: [64KB]

: Select Screen
Capacity (MB): 228942 o

1l: Select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2019 American Megatrends, Inc.
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After the creation is completed, you can see detailed information about the RAID Array in the
following screen, including disk name, RAID level, disk block size and disk capacity, etc.

Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced

Intel(R) RST 16.5.0.53439 RAID Driver Select to see more information
about the RAID volume

RAID Volumes:

++: Select Screen

tl: select Item

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. copyright (C) 2019 American Megatrends, Inc.

Delete RAID volume

If you want to delete a RAID volume, select the Delete option and follow on-screen
instructions.

Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced

RAID VOLUME INFO

Volume Actions

Name: Volumel
RAID Level: RAIDO (Stripe)
Stripe Size: 64KB
Size: 223.6GB
Status: Normal
Bootable: Yes
> SATA 0.0, HAGIWARA LFDMSS-120GD(AOOAH) FAMOL-0017N00120, J=i select screen
tl: select Item
Ll 7l Enter: Select
» SATA 0.2, ST500DM002-1SB10A ZA400VCP, 465.7GB

+/-: Change Opt.

Fl: General Help

F2: Previous Vvalues
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. cCopyright (C) 2019 American Megatrends, Inc.

Save and exit the BIOS Setup. Now, you can proceed to install a SATA driver controller and the
operating system.
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Appendix C
IAMT Settings

Utilizing built-in pIatform capabilities and popular third- party management and security
applications, the Intel® Active Management Technology (Intel IAMT) has significantly lowered
a major barrier to IT management efficiency, helping IT professionals discover, repair and
better protect their networked computing assets.

In order to utilize Intel® IAMT you must enter the ME BIOS (<Ctrl + P> during system startup),
change the ME BIOS password, and then select * ‘Intel® IAMT” as the manageability feature.

C.1 Entering MEBx

1. You must go to BIOS to enable iAMT function.
2. Exit from BIOS after starting iAMT, and press <Ctrl + P> to enter MEBXx Setting.

It is advised to press <Ctrl + P> before the screen pops out.

Note

C.2 Set and Change Password

1. You will be asked to set a password when first logging in. The default password is “admin”.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(C) 2003-12 Intel Corporation. All Rights Reserved.

MAIN MENU

MEBX Lug‘ln

> Inte ME General Settings

> Intel (R) Standard Manageability Configuration
MEBX EXit

Intel(R) ME Password

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit
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2. You will be asked to change the password before setting ME.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
copyright(c) 2003-12 Intel cCorporation. All Rights Reserved.

MAIN MENU

MEEX Login
R) ME General Settings
> Intel(R) Standard Manageability Configuration
MEBX Exit

Intel(R) ME Password

Intel(R) ME Password

[11] = Move Highlight [Enter] = select Entry [Esc] = E

3. You must confirm your new password while revising. The new password must consist of
eight characters, including at least:

One upper case

One lower case

One number

One special symbol, suchas! ~ $ or ; > (~ " , excepted)

The default value demonstrates an example of a valid password: !!111qqQQ
Underline ( _ ) and space are valid characters for password, but they won’t make higher
complexity.
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C.3 IAMT Settings

Select Intel® iIAMT configuration and press <Enter>.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(C) 2003-12 Intel Corporation. All Rights Reserved.

MAIN MENU

MEBX EX1t

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit

1. Select Network Setup to configure iIAMT.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(C) 2003-12 Intel Corporation. All Rights Reserved.

INTEL (R} STANDARD MANAGEABILITY CONFIGURATION

Manageability Feature Selection
> S50L/IDER
> User Consent

Password Policy <Anytimes>

> Network Setup

Activate Network Access

Unconfigure Network Access <Full Unprovision>
> Remote Setup And Configuration
> Power Control

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit
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2. Select TCP/IP to get into Network interface and set it to Enabled. Get into DHCP Mode
and set it to Disabled.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
copyright(c) 2003-12 Intel cCorporation. All Rights Reserved.

)} ME NETWORK SETUP

Intel(R) ME Network Mame Settings

[11] = Move Highlight [Enter] = select Entry [Esc] = Exit

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(C) 2003-12 Intel Corporation. All Rights Reserved.

WIRED LAN IPV4 CONFIGURATION
DHCP Mode cEnabled>

Enable/Disable IPV4 DHCP Mode

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit
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3. If DHCP Mode is disabled, set the following settings:

e |P address
e Subnet mask

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
copyright(c) 2003-12 Intel cCorporation. All Rights Reserved.

WIRED LAN IPV4 CONFIGURATION

DHCP Mode <Disabled>
IPV4 Address 10.1.40.214

Subnet Mask Address
pDefault Gateway Address
Preferred DNS Address
Alternate DNS Address

subnet mask (e.g. 255.2

P55.255,255,0.. )

ter> = Complete Ent [Esc] = Dpiscard changes

4. Go back to Intel® iIAMT Configuration, then select Activate Network Access and press

<Enter>.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(C) 2003-12 Intel Corporation. All Rights Reserved.

INTEL (R} STANDARD MANAGEABILITY CONFIGURATION

Manageability Feature Selection <Enabled>
> SOL/IDER
> User Consent

Password Policy <Anytime>

> Network Setup

Activate Network Access
Unconfigure Network Access
> Remote Setup And Configurati

> Power Control

Activates the current network settings
and opens the ME network interface
Continue: (¥Y/N)

[11] = Move Highlight [Enter] = Select Entry [Esc] = Ex

5. Exit from MEBXx after completing the IAMT settings.
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C4 IAMT Web Console

1. On a web browser, type http://(IP ADDRESS):16992, which connects to iAMT Web.

Example: http://10.1.40.214:16992

»

6;:: = @] http:ifL0.1,40.214:18952jlogon. htm

[ | #2] X 2 -
wr l@lntel@ Active Management Technology lil Bir B &= - o EEE - TR - T
Intel® Active Management Technology i'n/tED
Log On
Log on to Intel® Active Management Technology on this computer.
‘ Log On_._
[5Gl L 100% T
2. Tolog on, you will be required to type in username and password for access to the Web.
USER: admin (default value)
PASS: (MEBx password)
68
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3. Enter the iIAMT Web.

xhtm
BEE RHEO BRO HWEREQ IAD HHE®
@ e J Bois- e 0-2-H 8 ¢ 68 B @8- 98- 8- +
. BEOBE | o INTELSOFTWARELICEN.. = lntllogin(}) & PICOS2IPuject @ THC MM wo el AT  IBBE.. 2 FORENDIEMWebFov . o Intl Embedded Atom Proces.. = Intl Login
@ Intel® Standat Manageability B - e #EO- R2HG- TRQ- @- 7

Intel® Standard Manageability

Computer:

System Status System Status
Hardware Information
System Power On
Processor
Neiioh 1P address 10.1.40.214
Disk IPvG address Disabled
Evtiog System 1D 03000200-0400-0500-0006-000700080009
Remote Control
Power Policies Date 71712013
Network Settings Time 9:59 am

1P6 Network Settings

System Name Settings Refresh |

User Accounts

Copyright ® 20052013 Intel Corporation. All Rights Reserved. Intel® Standard Manageability firmware version: 8.0.3-build 1347

T e e [EARIEN T

@'E\v ] hit:410.1.40.2141599 2bemote [ [[or vasoo! E
BREE #BE WRO FMEFQW IAD HB®
* @t (e ot 0D 02 0 8- 98- Ea- 0l - t

L BRBE |{5 & INTEL SOFTWARE LICEN... & IntelLogin (3) & PICOBZ2Project 2 THC SMER#H oo Intel AR  SBIIE.. 2 EEICENDER WebFlow .. 2 Intel Embedded Atom Proces... ) Intel Login
@ 1te1® Standard Manageabilty B - m - @EO- E2EQ- IEO- @- 7

Intel® Standard Manageability

Computer:

System Status Remote Control
Hardvare Information

System

Processor Power state: On

Hemory ; S

Disk Senda commann to this computer:
Event Log & Tumn power off* Select a boot option:
Remote Control 5 Normal boot
Powser Policies € Cycle power off and on
Network Settings € Reset Boot from local hard drive
1PV6 Network Settings  Graceful Shutdown*
System Name Settings
User Accounts

*Caution: These i lication data loss.

Send Command

< Ivll|

L 2 Faslisiss =2
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5.  When you have finished using the iIAMT Web console, close the Web browser.
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Appendix D
TPM Settings

1. Setup BitLocker Drive Encryption main storage. Press <Win + R> and type “Control Panel”,
then select BitLocker Drive Encryption.

I Run *

Type the name of a program, folder, docurnent, or Internet
resource, and Windows will open it for you.

Open: | ccrntrol| i3

Cancel Browse...

All Control Panel ltems - [m] X
L > Control Panel » All Control Panel ltems » v O Search Control Panel yel
Adjust your computer’s settings View by:  Small icons ¥
&1 Administrative Tools [7g AutoPlay \85 Backup and Restore (Windows 7)
| % BitLocker Drive Encryption | Kl Color Management [@ Credential Manager
7 Date and Time ['-o' Default Programs & Device Manager
e Devices and Printers \@' Ease of Access Center ] File Explorer Options
& File History Flash Player (32-bit) A Fonts
(13 HomeGroup &= Indexing Options f Infrared
@ Intel® Graphics Settings '—i Internet Options | Java
E= Keyboard €& Language ® Mouse
§ Network and Sharing Center / Pen and Touch =] Phone and Modem
% Power Options &) Programs and Features @ Recovery
o] Region ™3 RemoteApp and Desktop Connections | o Security and Maintenance
[0} SiSoftware Sandra iy Sound 15' Speech Recognition
& Storage Spaces @ Sync Center D System
g Tablet PC Settings & Taskbar and Navigation [ Troubleshooting
82, User Accounts P Windows Defender Firewall ;’i Windows Mobility Center
;:: Windows To Go [ Work Folders

TPM Settings 71



MANO520 Mini ITX Motherboard

B BitLocker Drive Encryption - [m] X
yp

&« v T % > Control Panel > All Control Panel ltems > BitLocker Drive Encryption v ®

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

Windows (C:) BitLocker off

G Turn on BitLocker

Jii

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

€ TPM Administration
& Disk Management

Privacy statement

2. Insert an external storage device, for example USB Storage. Back up BitLocker recovery
key in a new file and save it to the USB Storage.

« 2 B « All Control Panelltems > BitLocker Drive Encruation | | Search Control Panel

Contr| & Save BitLocker recovery key as

B BitLocker Drive Encryption (C))

€« 'I’]‘ s > 16GB (D) »

How do you want to back up your recovery key? Organize v New folder

& Pictures A Name
A recovery key can be used to access your files and folders if you're having prol HD Tune Pro 3.3 £l 22 25 File folder
It's a good idea to have more than one and keep each in a safe place otherthan  J) Music LOCALE File folder
B videos PASSMARK BurninTest Pro 4.0 2PM  File folder
—> Save to your Microsoft account # sBesdsd A Filefolder
@ OneDrive

[ This PC

—> Print the recov . 1668 (D)

¥ Network 3

v o<

File name: | BitLocker Recovery Key F309F878-040F-4ATE-AGAC-2FGDE29A3DDT

How can | find my recovery key later? Save o5 type TEXTIES 0]

Seeall

G PMY A Hide Folders Cancel
& Disk Management

Privacy statement

O Type here to search
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3. Please follow the steps below to encrypt your storage device:

X
<« &l BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I
(O Encrypt entire drive (slower but best for PCs and drives already in use)
X

<« %gl BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will enly be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

I (® New encryption mode (best for fixed drives on this device) I 1

(O Compatible mode (best for drives that can be moved from this device)

Cancel
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&« f[hgl BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive,

You can keep working while the drive is being encrypted, although your PC might run maore slowly.

[]Run BitLocker system check

The systermn check ensures that BitLocker can read the recovery and encryption keys correctly befare
encrypting the drive.

BitLocker will restart your computer before encrypting.

MNote: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key,

Start encrypting Cancel

Now, the system prompts that the operating system drive encryption is in progress, and
the encryption progress is checked.

-l -NCH RoHE W |

RecycleBin  30Mark 11 i i L .. USB2tester....
« 4 fBe > ControlPanel > All Control Panelltems > BitLocker Drive Encryption

g,‘&mr B ot view Toois
s Control Panel Home

T IDNarce BitLocker Drive Encryption

Test_result...

Help p files and folders from access by protecting your drives with BitLocker.

m @ For your security, ged by your system

hw64.551 CINEBENCH Qu Operating system drive
S

HDD Test

: . [ Fixed data drives

saneng; Jpert  Intd Removable data drives - BitLocker To Go

Lo

saneng2016.. Lukmark  Int BuminTest...
01z [

Windows (C) BitLocker Encrypting

- ]
$EHELAlina -
..

BurninTest
¥ Profession...
D: BitLocker off

& TPM Administration

: o Encryption in progress
y
£ . © Disk Management 1 ﬁ» Encryption of C: by B r D
Cry : —

Privacy statement
... usb3loopdr... P

QO Type here to search
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Select and click the icon in the lower right corner to complete the encryption.

9

RecycleBin  3DMark 11

1 fe > Control Panel > All Control Panel ltems » BitLocker Drive Encryption

BitLocker Drive Encryption

30Markos Help protect your files and folders from unauthorized access by protecting your drives with BitLocker. Tetresuit

i'% Q Control Panel Home
o

BurninTest

@ For your security, some settings are managed by your system administrator.

m m Operating system drive

hwb4 551 CINEBENCH Qu > 3 5
R10 Dri Windows (C)) BitLocker Encrypting

& Back up your recovery key
. @ Tum off BitLocker 'E&

HDD Test BEEEAlina -
. ; Cover T...
Fixed data drives

Removable data drives - BitLocker To Go
BurninTest
rofession

saneng2016.. 3 3DMark6._.. BurninTest

D: BitLocker off

7:49PM =)

AB D) e

cycleBin  3DMark 11

4 B¢ > Control Panel > All Control Panel ltems > BitLocker Drive Encryption

BitLocker Drive Encryption

b
[\ Control Panel Home
ol

BuminTest  3DMark06 Help protect your files and folders from unauthorized access by protecting your drives with BitLocker Test_result..

@ Foryour security, some settings are managed by your system administrator.

Operating system drive

hwt4_551 CINEBENCH Qu| > = 5
RO Df Windows (C) BitLocker Encrypting

- | Be BitLocker Drive Encryption

) £ .
MonitorTest  HDD Te: :}{ Encrypting..
Fixed data drives Drive C: 20.4% Completed
—

Removable data drives
BurninTest
Profession.

D: BitLocker off
A e Bitlocker

BurninTest...

CrystalDisk... usb3loopdr.. mark06

750PM
O Type here to search = AW D e B
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A ccess by peatecting yourdaves wth Bl ocks
© T yeur sy, sceme setings are maraged by your e sdinitar

BitLocke: Do Encyption

Operating system drl

& Encryption of C:is comple.

%

Fined dats drives

Removable ata drives - Bitl ocker To Go

TRANSCEND (E) BitLock

[l O Type here ta search

4. Confirm the completion of encryption.

B BitLocker Drive Encryption - m} X
&« v 1 5@@ > Control Panel > All Control Panel ltems > BitLocker Drive Encryption v ® Search yel
Control Panel H o 3 . o
SRS BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

o For your security, some settings are managed by your system administrator.

Operating system drive
Windows (C:) BitLocker on
9 Suspend protection

" g 9 Back up your recovery key
9 Turn off BitLocker

Jii

Fixed data drives

Removable data drives - BitLocker To Go

D: BitLocker off

9 TPM Administration
& Disk Management

Privacy statement
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5. Disable TPM function in BIOS Setup Utility.

Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced
TPM20 Device Found Enables or Disables BIOS
Firmware Version: 402.1 support for security device.
vendor: INTC 0.S. will not show Security

Device. TCG EFI protocol and
INT1A interface will not be
available.

++«: Select Screen

tl: Select Item

Enter: Select

+/-: Change Opt.

F1l: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

6. When the system is powered on and you see the following screen, it means the TPM
module function is working fine. Note that BitLocker cannot be executed if your system
does not have TPM function.

BitLocker recovery

Enter the recovery key for this drive

For more information on how to retrieve this key, go to
http://windows.microsoft.com/recoverykeyfaq from another PC or mobile device.

use the number keys or function keys F1-F10(use F10 for 0).

Recovery key ID: 995386D1-889B-4ADA-BA42-DCD3929AF074

Press Enter to continue
Press Esc for more recovery options
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Note

System with no TPM function support is as below:

1.

2.

TPM information is not found in Device Manager.

& Device Manager
File Action View Help

e D Em R

v M DESKTOP-7IPTQ7P

i Audio inputs and outputs

B Computer
e Disk drives
[ Display adapters
3 Firmware

@) Human Interface Devices
== |IDE ATA/ATAPI controllers

== Keyboards

@ Mice and other pointing devices

[ Monitors

5 Network adapters
E Portable Devices
@ Ports (COM & LPT)
7= Print queues

1 Processors

8 SD host adapters
B Software devices

i Sound, video and game controllers

S Storage controllers
= System devices

§ Universal Serial Bus controllers

When trying to turn on Bitlocker, the following error message shows up.

555' BitLocker Drive Encryption

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLo

Operating system drive

C: BitLocker off

-~

Fixed data drives

« v 1 _”ag > Control Panel > All Control Panel ltems > BitLocker Drive Encryption

& Turn on BitLocker

Removable data drives - BitLocker To Go

TRANSCEND (D:) BitLocker off
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‘-‘&Q’ BitLocker Drive Encryption (C:)

Starting BitLocker

0 This device can't use a Trusted Platform Module. Your administrator must set the "Allow BitLocker
without a compatible TPM" option in the “"Require additional authentication at startup” policy for 0S
volumes.

What are BitL ocker's system requirements?

Cancel
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