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Tpe6OBaHMH K BOOOHENMPOHNUAEMOCTU

Heobxoanmo obecneuynTb BOAOHENPOHWULAEMOCTb Kabenei B COOTBETCTBUMMU CO
cneayoLWmMMM UHCTPYKLUMAMKU. OTBETCTBEHHOCTb 33 NOBPEXAEHME YCTPOICTBA U3-3a
nonagaHus BoAbl MO MNPUYMHE HeHagnexawux mep no obecneyeHuto
BOAOHENPOHULAEMOCTU NONHOCTBIO JIOXKUTCA Ha NONb30BaTeNA.

W MPUMEYAHUE!
]

® [lepea Havanom paboTbl NOAKAOYUTE BCe HeoBXxoaumble Kabenu u obpexbTe
MeZiHble NPOBOAA ANA HEUCNO/b3yeMbIX Kabenen.

® lcnonb3yiiTe BOAOCTOMKYIO KNeWKylo NeHTy (nocTaBaserca C HEeKoTOPbIMU
NpoAyKTaMm) 4nA 3aWwmTbl Kabenei.

® lcnonb3yiiTe NPUHAANEXKHOCTU ANA  TMAPOU3ONALMM, 4TOGbI 3aWMUTUTL
ceTeBOW Kabenb. BbINOAHUTE OTAENbHYIO TMAPOU3ONALMIO Kabens nutaHus,
€C/IM OH He WCMOoNb3yeTcA. BbIMOAHATL rmapovsonaumio Buaeokabensa He
Tpebyertca.

1. WcnonbayiiTe WM3ONALUMOHHYIO NEeHTy (He BXOAMT B KOMMAEKT MOCTaBKMU) ANA
COeAMHUTENbHOM YacTn KaxAaoro Kabens.

CoeanHuTenbHas
vactb

2. BbinosnHuTe ruapousonaumio Kabenelr ¢ MOMOLLbIO BOZLOCTOMKOM KNnelKow
NEHTbI.
(1) MonHOCTbIO PacTAHMTE BOAOHENPOHULLAEMYIO NEHTY Ha 060MX KOHLAX.
(2) MnoTHO 06MOTalTE COEANHUTENBHYIO YACTb M KOHLbI Kabenei BOAOCTOWKOM
neHTOW. Bo Bpema 3TOro npouecca fNeHTa A0MKHA 6biTb NONHOCTbIO
pacTaHyTa.



(3) 3aTAHMTE NeHTYy Ha 060MX KOHLAX ANA NPefOTBPALLEHWA YTEUKM BOAbI.

%@fﬁ

3ataHyTH 3atAHyTL 3atAHyTb

|=> BopgocToikas neHta

3amoTaiiTe Hencnonb3yemble kabenu BMeCTe B OAMH My4OK

3. MocnepoBaTenbHO  ycTaHoOBUTE nocraBaAemble npuHagneXxXHoctm  ana
rMAPOU30NALMM HA CeTeBOM Kabenb.

NPEAYNPEXAEHUE!

CHayana HeobXxoAMMO YCTaHOBUTbL PE3NHOBOE KONbLO Ha MHTepdeic ceTeBoro
Kabens.

4. Ecnm y Kamepbl umeeTcA Kabenb MOCTOAHHOTO TOKa, KOTOpbId He 6yaer
MCNO/Ib30BaTbCA, BCTAaBbTE B MHTEPENC 3ar/TyLLKY.

WHTepdeiic NocTosHHOO ToKa

&

3arnywka

5. HeobnzaTtenbHbli Wwar. Mocne obecneyeHns rmaponsonaLmum nomectute kabenu s
BOZOHENPOHMLIAEMYIO pacnpeAenuTeNbHYI KOPobKy (NpuobpeTaeTca oTAeNbHO).

NPEAYNPEXAEHUE!

® KabenbHblii Pa3bem He JOMKEH OCTABATbCA HE3aLMLLEHHbIM. He fonycKaiiTe
BO34EMCTBUA BOADI.

® CobepuTe 1 3aKpenuTe YCTPOMUCTBO NOC/E AeMOHTaKa.
® [lomecTuTe aganTep NUTaHWUA B pacnpesenuTenbHyto KopobKy.




1 VYnakoBouHbIV N

B cnyuae NoBpekAeHUsA yNakoBKY M 06HaAPYKEHUA Hef0CTaun 06paTUTeCh K MECTHOMY
Avnepy. KOMNAEKT NpUHAANEKHOCTEN MOKET OTIMYATLCA B 3aBUCUMOCTM OT MOAE/N
Kamepbl; ANA NONYYeHUs AeTanbHOM MHbOPMaLMK CM. usgenve.

Ne HaumeHoBaHue Kon-so | EauHuua
1 Kamepa 1 T,
2 PykoBoaCTBO nonb3osatena 1 L.
3 KomnnekT npuHagnexHocteln 1 Komnnekt

MHC YKUUHU TEXHUKE 0e30MaCHOCTU

MOHTa¥ M AEMOHTaX YCTPOMCTBA M €ro KOMM/IEKTYIOWMX AO/KHbI BbINOSHATLCA
KBaAMGUUMPOBaAHHBIM NepcoHanom. [lepes yCTaHOBKOW M 3Kcnayataumen
YCTpPOicTBa HEo6XOAWMO O03HAKOMUTBCA CO BCEMM MPUBEAEHHBIMU  HUXKE
MHCTPYKLMAMM NO TEXHMKe 6e30nacHoCTy.

2.1 Mepbl npepocTOpOKHOCTM

Mcnonbayiite 610K NUTAHUA MAM UCTOYHUK NMUTaHWA POE, cOOTBETCTBYIOLWLMIA
Tpe6oBaHMAM. B NPOTUBHOM C/ly4ae YCTPOMCTBO MOMKET BbiTb MOBPEKAEHO.

ByAbTe OCTOPOXKHbI, YTOBbI HE 3anaykaTb M He MoLapanaTb KPbILWKY Kynona,
NOTOMY YTO 3TO MOMET CHU3UTb KayecTBO W306paxkeHWAa. He cHumaiiTe
3aLUUTHYIO NJIEHKY C KPbILWKW Kynoaa A0 3aBepLlleHnA YCTaHOBKN.

Y6eautecb, 4To Kabenb mexay 6/10KOM MUTAHUA U KamMepol He CAWLLKOM
A/MHHBIA.  Ype3mepHO AAWHHbIA Kabenb MOXeT NpMBECTM K MNajeHuto
HanpsXXeHWn Kamepbl U K cboam B ee pabote. Ecam TpebyeTcsa yanuHUTL kabenb
NUTaHWA, YAAUHWTE Kabenb mexay 6710KoOM NUTaHUA U CETbIO.

He crubaiite kabenn Bo BpPema YCTAaHOBKW, T. K. NNOXON KabenbHbI KOHTAKT
MOKET NPUBECTU K HEUCNPABHOCTY.

Py NOAKNIOYEHUM K BHELUHEMY MHTepEICY UCNONb3YITE UMEIOLLYIOCA KNeEMMY U
ybeauTech, 4To KabesbHbI HAKOHEYHWK (3aLLE/Ka UM 3a3KMM) UCNPABEH U NIOTHO
3aKpenneH. Cnegute, YTo6bl BO BpEMA YCTAHOBKM Kabenb He HAaTATUBAICA U UMeN
COOTBETCTBYIOLLMI 3anac A/ MHbI BO M36eKaHWe NAOXOro KOHTaKTa mopta uau
ocnabneHus KOHTaKTa BCAeACTBUE yaapa Uav BUGpaumu.
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® Bo Bpems TPAHCMOPTUPOBKU HEOBXOAMMO YAENATb 0coboe BHUMAHWe 3alyuTe
NPO3payHOi KPbIWKMK KYNona oT TpeHus, LuapanuH, NaTeH u T. 4. He cHumaiite
3alWMTHYIO NMJEHKY C KPbIWKW Kynosia A0 3aBeplieHUA MOHTaxa. CHumuTe
33LMTHYIO NNEHKY Nepes BKIKUYEHUEM YCTPOMCTBA.

® VY6eautecb, YTO MOTONOK AOCTATOMHO HAAEXKHbIW, UTOGbI BblAEpPKaTb Bec
Kamepbl. ECM BO Bpems YCTaHOBKM BO3MOKHO MoOMafaHue Mblau, CHAMUTE
KPbILWKY Kynona u y6epute ee B YMCTOE MeCTO. YCTAHOBMTE KPbILKY Kynosia
nocne ycTaHOBKM OCHOBAHUA.

®  CBAXXMTECH CO CNELMANNCTaMM ANA NOJYHeHNA MHGOPMALIMK O TeXOBCAYKMBAHUN.
He nbiTaiiTecb pa3obpaTb YCTPOICTBO CamoCToATesIbHO. KomnaHuA He HeceT
OTBETCTBEHHOCTM 33 HEWUCNpPaBHOCTM,  BO3HWKWKME B pesynbraTte
HEeCaHKLMOHUPOBAHHOTO PEMOHTA UM TEXHUYECKOTO OBC/YKMBAHUA.

2.2 TexHuueckoe obcnyxusaHue

® [lpy HaNMUMW NbIAM HA NepeaHel CTEKNAHHOW MOBEPXHOCTU OCTOPOXKHO
yAanuTe ee, UCnonb3ys 06e3XKMPEHHYI0 KUCTb AW PEe3UHOBbINM acnupaTop.

[ ] MPY HAaIMYUK KUPHBIX NATEH UM NbIIW Ha NEepeaHel CTeKNAHHOW NOBEPXHOCTU
OCTOPOXHO OYUCTUTE MNOBEPXHOCTb CTEeK/a OT LEeHTpa K Kpaam, MUCNoab3ya
AHTUCTaTUYECKME NepUaTKu UK 06e3XKMPEHHYIO TKaHb. EC/IM XMpPHOE NATHO uamn
Nblb YAQNUTb He YAAETCA, UCMOMb3yWTe aHTUCTAaTUYECKMe MepyaTku wuau
06€3)KMPEHHYI0 TKaHb, CMOYEHHblE MOMLWUM CPEACTBOM, M OCTOPOXKHO
O4YUCTUTE NOBEPXHOCTb CTEK/1a 40 UX NONHOIo yaAaneHua.

® [lpy OYMCTKE MOBEPXHOCTU MPO3PAYHOW KPbIWKM Kynona HE MCMonb3yiite
opraHuyecKkue pacTBOPUTENN, TaKMe Kak 6eH30M 1 CnupT.

BHewHWnn Bua,

3.1 Pasmepbi

BHELWHWA BMA M OTBETBUTENbHBIA Kabenb MOryT OT/IMYATbCA B 3aBUCMMOCTU OT
MOZENN Kamepbl.



Tun A

129mm
>

Tun B

3.2 MNopgknioueHune Kabeneii

BHeWHMIN BUA M OTBETBUTE/IbHLIA Kabeslb MOMyT OT/IMYATLCA B 3aBUCMMOCTM OT
MOZENN Kamepbl.



Tun A

Tun B

IP-ceTb
1. HwxkHee KonbLO 2. Kopnyc
3. MukpodoH 4. O6bekTuB
5. WHTepodeiic c 61O0KOM NUTaHUA 6. WHTepodeiic Ethernet
(12 B nocT. ToKa)




— NMPUMEYAHUE!
=

C NOMOLLBIO LWNWABKU HAXXMUTE U yAEpXKUBaiiTe KHOMKY copoca oKono 15 cekyHa,
4TO6bl BOCCTAHOBWTb CTaHAAPTHbIE 3aBOACKME HACTPOMKMW. BbINOAHWTE 3Ty
onepauuio B TeueHue 10 MUHYT NOCNE BK/IKOYEHWA YCTPOWCTBA, B MPOTMBHOM
cnyyae npwv cbpoce MOKeT NPOU3oNTH oWwn6bKa.

MoHTa)K Kamepbl

Kamepa morKeT KpenuTbca Kak Ha CTeHe, Tak U Ha NoTo/IKe. MOHTaXKHble KpenieHna
I'IpMOﬁpeTa}OTCR oTAenbHo. Huke noOKasaH npumep KpenieHna Ha MOTO/Ke.
MopAagoK KpenneHWA Ha CTeHe MOXOX Ha NOPAAOK KpenneHue Ha MOTo/MKe U
NO3TOMY 34eCb HE pacCMaTpuUBaeTCA.

Tun A
1. Mpunoxute WabnoH K NOTO/MKY, @ 3aTeM NPOCBEPAWUTE OTBEPCTUA TNYbUHOWM

30 mm (amameTtpom 6 nnm 6,5 mm) no WabnoHy.

2. BcraBbTe naacTukoBble alobenu.
(1) Mpocsepnute oTBEPCTUE, YTOBbI BbIBECTU KaBEAN YEPES NOTO/IOK.

(2) 3abeiite grobenn.




3. OTKpYyTUTE KpenesHbli BUHT U CHUMUTE Kopryc. OTKPYTUTE KPEMNEeXHbIiA BUHT U

noBepHUTE KOpPNyC B NO3MLUIO, MOKAa3aHHYKO Ha puUc. ©, uTobbl CHATD €ro.

Mogknioumte kabenb n
T W30/1MpYiiTe ero BOAOCTOMKOM
BcrasbTe KapTy Micro SD M30NALMOHHON NeHTOM
(ZononHuTENbHO) 3
MpuUKpenuTe HUXKHEe KONbLO K NOTONKY
CaMoHape3aloWrmmn BUHTaMn

5. YcraHoBWTe Kopnyc.

MpvBeanTe KOpnyc B NONOMEHME, MOKAa3aHHOE Ha WANOCTPALMMU  CBEPXY.
CoBMecCTUTe OTBEPCTME A/1A BUHTA B KOPMyCe C BbIXOAOM ANA OTBETBUTE/IbHOTO
kabens B OCHOBaHUM, aKKYpPaTHO NPUIOKMUTE KOPMNYC K OCHOBaHMIO U AN GpUKcaLmm
NnoBepHUTE KOPMYC MO YacoBOK CTPENKE WM NPOTUB HEE HE MeHee Yem Ha 8
rpasycos. B uensax o6ecneyeHns BbICOKOro KayecTsa nsobpaxeHus u apdeKkTUBHOM
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paboTbl OCBELLEeHWA NPOCAeAUTe 33 TEM, YTOBbI MO 3aBEePLUEHUN MOHTaXa MeTKa (cMm.
WNNCTPauuto BbllE) coBnagana c oTBepCcTMEM 4J17 BUHTA.

6. OTperynupyiiTe HanpasneHue HabaogeHuA. MoBepHUTE Kamepy B HYXKHOM

HanpaB/ieHWM 0630pa, a 3aTem 3aTAHWUTE BUHT.

Tun B

1. [MpukpenuTe HaKNelKy K notonky | 2. OTcoeauHWUTe Kopnyc OT
N BCTaBbTe N1ACTUKOBbIE ,D,I06811VI. NNaCTUHbI OCHOBaHUA C
COBMELLEHHBIMU METKaMMU.

MoHTaMHaR MeTKa

3. YcraHoBWUTE NNacTUHY OCHOBaHMA | 4. YcTaHoBUTe Kamepy.
1 Kamepy. Mogkntounte Kabenb, YctaHoBuTE  KOpnyc  no
obepHute ero MOHTa}KHOM MeTKe.

BOZOHENPOHULLAEMOW NEeHTOW W

/7)) Morrastan metka

npuKpenuTe Kynosn K MOTOAKY C

NOMOLLbIO LLIYPYMOB. 1

]

I ] MoHTaHan meTka




5. Ortperyaupyiite HanpasneHve | 6. 3aTAHUTE BUHTbI.
HabnoaeHus. NMoBepHUTe Kamepy
B HY)XHOM HanpasneHun o63opa,

a 3aTeM 3aTAHUTE BUHT.

[W NPUMEMAHUE!

=l
He n3meHsiiTe HanpasneHne o63opa C YPE3MEPHLIM YCUAUEM, KOTAQ BUHT
NOJIHOCTbIO 3aTAHYT. CHauana ocnabbTre BUHT.

® [11A HapyXHOWM YCTaHOBKM NpOMyCTUTE OTBETBUTENbHbIN Kabenb uepes
npopesb NAACTUHbI OCHOBAHUSA, @ 3aTEM 3aTAHUTE BUHT.

5 3an

[nA BBOAA YCTPOWCTBA B 9KCMNyaTaLMIO MOCAE €ro YCTAHOBKM MOAK/IIOUMTE OANH
KoHeL, 6710Ka NuUTaHuA (NpuobpeTaeTca OTAENbHO) K UCTOYHWMKY NWUTaHUA, a 3aTem
Lpyrovi KoHew, — K MHTepdeiicy NUTaHUA YCTPOMCTBaA.

6 [octyn K Kamepe

1. OTkpoiite Beb-6paysep, BBeAUTE B aApecHOM cTpoke IP-agpec ycTpoicTea, a

K

3aTem HaxmuTe Enter. IP-agpec no ymonyanuio: 192.168.1.13.
2. B[AManoroBom oKHe BXoAa BBEAWTE UMA NONb30BATENA U NAPO/Ib NO YMONYAHUIO

(admin/123456), a 3aTem HaxxmuTe Login.



— NPUMEYAHME!
=

® [poTtokon DHCP BKAOYEH NO ymonyaHuto. Ecnu B Balleit ceTu ncnonbasyerca
cepsep DHCP, kamepe MOXeT BbITb Ha3zHadeH IP-agpec, KoTopblit Heo6Xxo0AMMO
6yaeT Ucnonb3oBaTh ANA BXOAA B CUCTEMY.

® [lpu nepBom BXOAE B CUCTEMY MONET NoTpeboBaTbCA YCTAHOBWUTL MIArMH.
Cnepyiite yKasaHWAM Ha 3KpaHe ANA 3aBepLIEHUA YCTAaHOBKK, a 3aTeM CHoBa
OTKpoiTe 6pay3ep, 4Tobbl BOMTU B CUCTEMY.

® [lapo/ib N0 YMONYAHWIO NpeAHa3HAYeH TONbKO A1 NEPBOTO BXOAA B CUCTEMY.
[Ons obecneyeHnsa 6e30MacHOCTM U3MEHWUTE Naposib NOC/AE NEPBOrO BXOAA B
cucTemMy. HacToATeNbHO peKoMeHAyeTCA MpuAymaTb HAZEXHbId naponb,
cofepXalnii He mMeHee [EBATM CMMBOJIOB BCEX TPeX KaTeropuii: uuépebl,
6YKBbI U CneLuasbHble 3HaKu.

® Ecnv naposib 6bi1 USMEHEH, UCMONb3YIiTE 419 BXOAA HOBbIM Mapob.
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OTKa3 OT OTBETCTBEHHOCTU U npeaynpexaeHuma o

mepax 6e3sonacHoCcTH

3anBneHne 06 aBTOPCKMX NpaBax

© 2023, aBTOpCKME NpaBa NpuHagnexaT komnaHum Zhejiang Uniview Technologies Co., Ltd. Bce
npaBa 3allMLLeHbl.

HuKaKana 4acTb HaCTOALLErO PYKOBOACTBA HE MOXeT ObiTb CKOMMPOBaHa, BOCMPOW3BeJeHa,
nepesejeHa UK nepegaxa B Ato6oit popme nan NtobbimmK cpeacTBammn 6es npeBapUTENbHOMO
nucbMeHHoro cornacua komnanum Zhejiang Uniview Technologies Co., Ltd (aanee ynomuHaetcs
KaK «Uniview» uam «mbi»).

YcTpoiicTBO, oOnMcaHHOe B HacTOALLEM PYKOBOACTBE, MOMET COAepxaTb CobCTBEHHOe
nporpammHoe obecneveHne, npUHag Ly KOMMaHUM W ee AuueHsnapam. bes
paspelleHns Halleil KOMNaHUMU U ee IMLLEeH3MapOoB 3anpeLLAeTca KONMPOBaTb, PaCNPOCTPAHATD,
moanduLMpoBaTh, MpUCBaMBaTh, AEKOMNWAMPOBaTb, paclundpoBbiBaTb, NoABepraTtb
06paTHOMY MHMWUHUPWHIY, NPeAOCTaBiATb B apeHAy, nepejasaTb WM Cy6aMLEH3MPOBATbL
BblLIEYNOMAHYTOE NporpammHoe obecneyeHue B to6oit popme 1 NtobbIm cnocobom.

MoAaTBepKAeHME TOProBbIX MapoK

—_ . AN
u nV U n I O rC h ABNAKOTCA TOBAPHbIMU 3HAaKaMM UIN 3aPerncTpupoBaHHbI

MW TOBAPHbIMU 3HAKamMun Hameﬁ KOMMaHUW.

Bce Apyrve TOproBble MapKW, Ha3BaHWA KOMMAHW U HaUMEHOBAaHWA MPOAYKTOB,
YNOMAHYTbIE B HACTOALLEM PYKOBOACTBE, ABNAIOTCA COGCTBEHHOCTbIO COOTBETCTBYIOLLMX
BNAAENbLEB.

3anBneHune o cobnlogeHne IKCNOPTHOro 3aKOHOAATENbCTBA

Hawa Komnanusa cobnioaaeT NpUMeHMMbIe 3aKOHbI U NPaBKIa IKCMOPTHOTO KOHTPONS,
LelcTByloLLMe BO BCEM MUPe, B TOM uncie B Kutaiickoit HapoaHoit Pecnybauke n CLUA.
MbI TaksKe cobntofaem cOOTBETCTBYIOLLME NPABUIIA, KacaloLWMeCca IKCMOPTa, PesKcnopra
1 nepepayv o60pyA0BaHMA, NPOrPAMMHOrO 0becneyeHns 1 TEXHONOMMn. Mbl Npocum
Bac CTPOro cobt04aTb MeXAyHapoAHbIe SKCMOPTHbIE 3aKOHbI U NPaBUAa, NPUMEHUMble
K YCTPOICTBY, ONMMCAHHOMY B HACTOALLLEM PYKOBOACTBE.

YBefomneHue 0 KOHPUAEHLMANbHOCTU

Hawa KomnaHua cobnioAaeT COOTBETCTBYIOLME 33aKOHbI O KOHOUAEHLMANbHOCTU U
CTPEMUTCA  3alMWATb NEpPCOHanbHble [aHHble nosb3oBaTeneid. Bbl  MoxeTe
03HaKOMMTBLCA C MOJIHBIM TEKCTOM HaLei NOAUTUKU KOHGUAEHLMANbHOCTU Ha caiite
KOMMaHUM 1 y3HaTb, Kak Mbl 06pabaTbiBaem BalLy AMUHYO MHOPMaLMIo. [TOMHUTE, YTO
MCMNO/b30BaHME YCTPOICTBA, ONMUCAHHOTO B AAHHOM PYKOBOACTBE, Npeanonaraet cbop
NMYHOM MHOOPMALMKM, TaKOW Kak M306paXKeHns AL, OTneyaTku nanbLes, HOMEpPHble
3HaKW, aApeca 3/1EeKTPOHHOW NoYTbl, HOMepa TenedoHOB U AaHHble reonokaumn (GPS).
Mpw Mcnonb3oBaHMM yCTPoiicTBa cobtofaliTe MECTHbIE 3aKOHbI 1 Npasuna.

06 3Tom pyKoBoacTBe
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HacTosuiee pyKoBOACTBO NpefHa3HauYeHo ANA HECKOIbKMX MoZeneil yCTPONCTB, NosTomy
doTorpadpumn, unnlOCTpaLmMM, ONUCaHUA U T. A. MOTYT OTIMYATLCA OT (aKTUYECKOro
BHELUHEro BUAa Uaun GYHKLMIA KOHKPETHOTO U3AeNus.
HacTosiulee pyKOBOACTBO MNpefHasHayeHO A8 HECKONbKWX BEpPCUii NPOrpammHOro
obecneyeHna, NOITOMY MWANIOCTPALMM M OMUCAHUA MOTYT OTAMYATLCA OT PeasibHoro
rpaduyeckoro uHTepdeiica n GyHKLMIN NporpammHoro obecneyeHus.
® HecmoOTpA Ha BCe HalM YCWAMA, B STOM PYKOBOACTBE MOTYT ObiTb TeXHUYeckue uaun
TUnorpadckme ownbKM. Halla KomnaHMA He HeceT OTBETCTBEHHOCTY 3a Ntobble oWnbKK U
ocTas/ifieT 3a co60lt NpaBo U3MeHATb PYKOBOACTBO 6e3 NpeABapuTe/IbHOTO YBeJOMIEHUA.
Monb3oBaTesM HecyT MOJIHYIO OTBETCTBEHHOCTb 3a yuwlepb M y6bITKM, BO3HMKLWIME B
pesynbTaTe HapyLeHUI NPaBKA SKCTTyaTaLuu.
Mbl ocTaBnsem 3a coboit NpaBo M3MeHATb N6yt HbOPMaLMIO B 3TOM pyKoBoacTee 6e3
npefBapuTe/IbHOTO YBEAOMIEHUA. B cBA3M C OOGHOBNEHMEM BepcuM YCTPOWCTBA WU
HOPMaTMBHbIX TpebOoBaHWA COOTBETCTBYIOLWMX PErMOHOB [aHHOe PyKOBOACTBO OyaeT
NepuoaNYECcKU U3MEHATBCA.
OrpaHuyeHue OTBETCTBEHHOCTH
® YCTpOIACTBO, OMMCaHHOE B A@aHHOM PYKOBOACTBE, MPEAOCTaB/AETCA Ha YC/0BMAX «KaK
ecTby. Ecnm aTo He TpebyeTcsa AeiicTBYIOLMM 3aKOHOAATENbCTBOM, JaHHOE PYKOBOACTBO
npefHasHayeHo TONbKO 417 MHGOPMALMOHHBIX Lienield, a Bce yTBEPKAEHUA, CBEAEHUA U
peKomeHJauMn NpescTaBAAIOTCA 3[ecb 6e3 KaKUX-NMBOo ABHbIX UAMU MOAPasyMeBaemMbix
rapaHTMii B OTHOLIEHMM KayecTBa, COOTBETCTBMA YKa3aHHbIM LENAM, OTCYTCTBUA
HapyLUeHWi NpaB TPETbUX CTOPOH 1 BCEro NMpoyero.
® B TOi1 CTeneHun, B KOTOPOI 3TO AOMycKaeTcs AeMCTBYIOWMM 3aKOHOAATENBbCTBOM, 06LUan
OTBETCTBEHHOCTb HalUei KOMMaHWKM 3a Bce MOBPENAEHUA YCTPOICTBA, OMUCAHHOTO B
HaCTOALLEM PYKOBOACTBE, He MpeBbillaeT CYMMy, KOTOPYlO Bbl 3aniaTuiu 3a 370
YCTPOICTBO (33 WCKKOYEHMEM MNPesyCMOTPEHHbIX MPUMEHUMbIM 3aKOHOAATENbCTBOM
C/lyyaes, CBA3AHHbIX C TpaBMamu).
Monb3oBaTenIn HeCyT NOJIHYIO OTBETCTBEHHOCTb U HepyT Ha ceba Bce PUCKK, CBA3aHHbIE C
NOAKNIOYEHUEM YCTPOICTBA K MIHTEPHETY, BK/IO4aA, NOMUMO NPOYEro, PUCKM CeTeBbIX aTak,
B3/I0Ma CUCTEMbI U 3apakeHua BUPycaMu. Halla KOMMaHUA HaCTOATE/IbHO PeKoMeHayeT
Noab30BaTe/IAM MPUHATL BCE HEOBXOAWMbIE Mepbl ANA YCUAEHWA 3alUTbl CeTu,
YCTPOWACTBA, AaHHbIX W NNYHON MHPOpPMaLMK. KOMNaHWA He HeceT OTBETCTBEHHOCTH,
CBA3AHHOW C 3TUMM PUCKaMM, HO C TOTOBHOCTbIO NPEAOCTaBUT HEOBXOANMYIO NOALEPHKKY
Ansa obecneyeHns 6esonacHoOCTU.
® B TOi1 cTeneHu, B KOTOPOW 3TO He 3anpeLleHo AeiCTBYIOWMM 3aKOHOAaTeIbCTBOM, Halla
KOMNaHWA, ee COTPYAHMKM, JIMLEH3MApbl, AOYEPHWE KOMMNaHUM U GuANanbl He HecyT
OTBETCTBEHHOCTM 3a MOCNAEACTBUA UCMO/Ib30BaHUA UAM HEBO3MOXHOCTU MCMO/b30BaHMUA
NPOAYKTa UAM YTy, BKAIOYAA, MOMUMO MPOYEro, yryLieHHYI0 Bbirogy 1 ilobble Apyrie
KomMmepueckue yEbITKM, NOTePI0 AaHHbIX, PACXOAb! HA NMOKYMKY 3aMEHAIOLLMX TOBApPOB UK
YCNyr; maTepuanbHblit ylwepb, TpaBMupoBaHue, nepepbiBbl B paboTe, NoTepto Aen0BoM
uHopmaLmmn, a Takxe Niobble cneuuanbHble, MPAMblE, KOCBEHHble, CayvaiiHble,
nobouHble, MaTepuasbHble, CTPaxoBble, LWITpPapHble M BCMOMOraTesbHble Y6bITKM,
He3aBUCMMO OT WX MPUYUH U IOPUAMYECKOM KBanUdUKauuu npeTeHsuid, byab TO
HapylleHne YC/I0BUIA KOHTPaKTa, NpaBoHapylleHne, HenpeaymbilNeHHOe NpUYUHeHne
Bpefa (BKkNtouas HEBPEKHOCTb M Mpoyee), a TaKKe APYrue NPUUUHbI, He CBA3aHHbIE C
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MCMO/Mb30BaHMEM AAHHOMO MPOAYKTA, AaXe eCNu Halei KomnaHuu 6bi1o U3BECTHO O
BO3MOXHOCTW TaKoro yuepba (Kpome c/iyyaes, KOrga 310 MOXeT TpebosaTbes
NPUMEHWMbIM  3aKOHOAATENLCTBOM B CBA3M  C  TPaBMamu, CAy4aiHbIM - WM
[OMNONHUTE/bHBIM yLep6om).

CeTeBan 6e3onacHoCTb

PekomeHAyeTcA NPUHATL BCe HEO6X0AMMbIE MEPbI ANA NOBbLILWEHNA YPOBHA CETeBOM

6e30nacHOCTH BaLero ycTpoicTea.

HuKe nepeuncneHbl Heobxoaumble mepbl Ana obecneyeHus ceTeBoit 6esonacHOCTU

ycTpoiicTBa.
©® M3meHuTe Napo/ib N0 YMO/HaHMIO Ha 601ee HafeXHbIN: HaCTOATE/IbHO PeKOMeHayeTcs

M3MEHUTb Maposib MO YMONHAHUIO NOC/e NepBOro BXOAa B CUCTEMY Ha HOBbI HaZ@XHbIi

naposib, CoAepXalyuil He MeHee 9 CMMBOJIOB BCeX TPeX KaTeropuit: uuopbl, Byksbl u

creumanbHble 3Haku.

PerynfipHo 06HOBAAITE MPOLIMBKY: PEKOMEHAYETCA PeryispHo o6HOBAATb MPOLUMBKY

ycTpoiicTBa A0 nocnesHel BEpCUM ANA NOAAEPXKKM HOBbIX GYHKLMIA U NOBbILIEHUA YPOBHA

6esonacHocTh. [lnA NonyyeHUs NociefHelt BepCUM MPOLIMBKM NoceTuTe opuLManbHblit

Be6-CalfT Halel KOMNaHWM UK 06paTUTECh K MECTHOMY NPOAABLLY.

® [InA noBbilleHUA ceTeBOi 6e3omacHOCTM YCTPOICTBA cnefyiiTe NPUBEAEHHBIM HUXKe
peKomeHAALUAM.

©® PerynapHo MeHsiiTe Naposib: MeHAKTe Naponb YCTPOWCTBA Ha perynapHoil ocHoBe
XpaHuTe ero B 6e3omacHOM MecTe. YAOCTOBEpbTECh, YTO TO/NBLKO aBTOPU30BAHHbIN
N0/Ib30BaTe/Ib MOMKET MONYYUTb JOCTYN K YCTPOMCTBY.

©® Bkatounte HTTPS/SSL: ncnonb3yiite SSL-ceptudukat ans wudposarHus HTTP-coobLueHuit

1 obecrneyeHns 3almnTbl JaHHbIX.

Bkntounte punbrpaumio IP-agpecos: paspelunTe JOCTYN TONBKO C YKasaHHbIX IP-agpecos.

WUcnonb3yiiTe  MMHMManbHOE  YUC/IO  COMOCTaB/AEMbIX  MOPTOB:  HacTpouTe

MaplipyT3aTop Win 6paHamayap Takum o6pasom, YTOGbI OTKpbIBaTb MWUHUMAa/bHbIN

Habop NopToB A1A 06asbHON CETU U COXPaHATL TOSIbKO HEeOBX0AMMbIe CONOCTaBIeHUA

noptoB. HuKorga He KOHQUrypupyiiTe yCTpOWCTBO B KauecTBe Xocta DMZ u He

HacTpauBsaiiTe NoAHbIN KOHyC NAT.

OTKkAtounTe GYHKLMM aBTOMATUYECKOTO BXOAA M COXPAHEHWA MapoasA: ec/in K Ballemy

KOMMbIOTEPY MMEIOT JOCTYM HECKO/IbKO Mo/b3oBaTeNell, PeKOMEHAYETCA OTK/IIOUUTb 3TU

bYHKLMM, 4TOBbI NPeAoTBPaTUTL HECAaHKLIMOHMPOBAHHbII JOCTYN.

©® /iMA nonb3oBaTeNs M Naponb AO/MKHbI 6biTb YHUKANAbHbIMU: He MCMONb3yiTe MmMA

nonb3oBaTeNA U Napo/b Ballell COUManbHON ceTu, 6aHKa, y4eTHOW 3anucu 3NeKTPOHHON

NOYThI U T. [l. B KAYECTBE UMEHM M0/Ib30BaTe/IA U NapoiA A1A BaLLero ycTpoiicTaa. B cayyae

yTeukM MHPOPMaLMK 13 BalLel COLMaNbHOM ceTu, 6aHKa UK 3NEKTPOHHOI NOYThbI Balle

YCTPOMCTBO OKaeTcA Nog, yrpo3oil.

OrpaHuybTe NpaBa Nosb3oBaTeNeil: ec/in K Balleil cucTeme MMeIoT 0CTyN HEeCKObKO

nonb3oBaTesieil, PeKOMEHyeTCA NPejoCTaBUTb KaXAOMy N0Nb30BaTeNIO TONIbKO Te NpaBa,

KOTOpble ABNAKOTCA HeOﬁXO,D,VIMbIMVI.

® Otkntounte UPnP: korga dyHKumAa UPnP BK/OYEHa, MaplipyTU3aTop aBTOMAaTUYECKM
COMOCTaBNAET BHYTPEHHWE MOPTbI, @ CUCTEMa aBTOMATUYECKM MepeHanpaBiAeT AaHHble
NOpTOB, YTO MPUBOAUT K PUCKY YTEUYKM [JaHHbIX. Takum o6pasom, pekomeHzyeTca
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oTKAUKUTL UPNP, ecnun pexum conoctasieHns noptos HTTP 1 TCP 6bin BKKOYEH BPyUHYIO
Ha mMapLupyTu3aTtope.
MHoroaapecHblii: MHOroafpecHblit PeXum npefHasHavyeH A1A nepefayn BUAEO Ha
HECKO/IbKO YCTPOWACTB. EC/i Bbl HE UCMO/b3yeTe 3TOT PeXUM, PEKOMEHAYETCA OTKNIOUYUTD
MHOroaZipecHy'o nepesajy B CBOei ceTy.
MpoBepKa KypHaNOB: perynapHO NPOBepAiTe ypHanbl Ballero YCTPOWCTBA, YTOGbI
06HapYKUTb HECAHKLIMOHUPOBAHHbIN AOCTYN UAN NOA03PUTE/IbHBIE ONepaLum.
WUsonupyiite ceTb BMAEOHAbNIOAEHUA: U30ONALMA CETU BUAEOHABNIOAEHUA OT ApYyrux
CepBUCHbIX CeTeil MomoraeT NpefoOTBPaTUTb HECAHKLMOHMPOBAHHbIM  JOCTYNn K
YCTPOWCTBaM cUCTeMbl 6@30MaCHOCTU U3 APYTUX CeTeil.
©® dusnyeckan 3alUTa: XpaHUTE YCTPOMCTBO B 3aKPLITOM MOMELLEHUM AW WKady, YToObI
npefoTBPaTUTL HECaHKLIMOHMPOBAaHHbI GU3NYECKUI JOCTyr.
® SNMP: oTkntounte SNMP, ecnu Bbl He UcNosib3yeTe 3TOT NPOTOKoA. Ecam Bbl cnonb3yeTte
ero, pekomeHayetcs BbibpaTb Bepcuio SNMPv3.
NoapobHee
Bbl TaKkKe MoKeTe NoMy4YnTb JONONHUTENBHYIO MHPOPMaLUumto o 6esonacHocTy B LieHTpe
pearnpoBaHua Ha yrpo3bl 6€30nacHOCTM Ha Hawem odULMaNbHOM caiTe.
MNpeaynpekaeHna o mepax 6esonacHocTn
YCTPOWCTBO AO/IKHO  YCTaHaBAMBATLCA U OBCAYKMBATLCA  KBaAUOULMPOBAHHLIM
CNeLnanncTom ¢ HeobXoAMMbIMU 3HaHMAMM B 06nacTu cuctem BesonacHocTU. YTobbl
n3bexatb TpaBM W/MAM NOTepU WMMyLLECTBA, Nepes, HayanomM MCMOAb30BaHWA
YCTPOWCTBA BHMMATENbHO MNPOYMUTAKTE 3TO PYKOBOACTBO M ybeautecb, 4TO BCe
npumeHumble TpeboBaHUA cobNtOAEHDI.
XpaHeHue, TPaHCMOPTMPOBKa U MCNO/Ib30BaHMe
©® XpaHuTe M UCNONb3yiTe YCTPOWCTBO B Haj/ieXalleil cpese, KOTOpas oTBeyaeT BCeM
HeobxoAnMbIM TpeboBaHMAM, BKNIOUAA, TEMMNEPATYPY, BNAXKHOCTb, YPOBHMU 3ambl1eHHOCTH,
KOHLEHTPaLWK eKNX 1a30B, 3/IEKTPOMArHUTHOTO U3Nly4eHUe U T. 4.
® Y6eauTecb, UTO YCTPOMCTBO HAAEKHO YCTAHOB/EHO M PasMelleHO Ha MJIOCKOW
NOBEPXHOCTH, YTOObI NPeOTBPaTUTL €ro NajeHune.
® Ecnv He yKa3aHO MHOE, He YCTaHaB/IMBaiiTe yCTPOICTBA ApYr Ha Apyre.
® ObecneybTe XOPOLLYIO BEHTUAALMIO B paboueit cpege. He 3aKpbiBaiiTe BEHTUNALMOHHbIE
oTBepcTUA ycTpoicTea. OcTaBbTe JOCTaTOYHO CBOGOAHOMO MecTa /17 BEHTUAALMUN.
©® He fonycKaiiTe BO3AEMCTBUA HA YCTPOMCTBO NtOBbIX KUAKOCTEN.
® Y6eautecb, YTO WUCTOYHWMK NWUTaHMA obecneuynBaeT cTabunbHOe  HamnpsXeHue,
cooTBeTcTBylOlWEee TpebOoBaHMAM K MWUTaHWUIO YCTpoiicTBa. Y6eauTech, UTO BbIXogHas
MOLLHOCTb 6710Ka NUTaHMA npeBbilwaeT OO6LLYI0 MaKCUMa/ibHYl MOLLHOCTb BCEX
NOAK/IOUEHHbIX YCTPOMCTB.
® Y6eauTech, 4TO YCTPOMCTBO YCTAHOB/EHO Haj/iexallum obpasom nepes, nogKao4eHnem
€ro K UCTOYHUKY NUTAHUA.
® He ypanainte naomby c Kopnyca ycTpoictBa 6e3 npeaBapUTENbHOM KOHCYAbTauuu C
HalWKUMK cneuyuanmucTamu. He nbiTaiiTecb CamMOCTOATENbHO NPOBOAMTL TEXHUYECKoe
obcnyxkuBaHue ycTpoiictea. [na  BbinoNHeHMA TexobcnyxueaHua obpatutech K
KBa/IMOULMPOBAHHOMY CreLMaInCTY.
® [epes, nepemelleHNEM YCTPOCTBA BCETAa OTK/IIOYATE ero OT UCTOYHMKA NMUTaHWA.
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® [epes UCNONb30BaHUEM YCTPOICTBA Ha OTKPLITOM BO3AyXe MPUMMUTE COOTBETCTBYHOLLME

Mepbl M0 ero repmeTUsaLuu.
Tpe6oBaHUA K NUTaHUIO

® YcTaHaBAMBaTb M WCMO/b30BaTb YCTPOMCTBO HEOBXOAMMO B CTPOTOM COOTBETCTBUM C
MECTHbIMM NpaBUamMM TEXHUKM Ge3onacHoCTy.

® B kauecTBe afjantepa Ucnonbayite UL-cepTUdULMPOBAHHDIA MCTOYHUK NUTAHWA, KOTOPbIN
CoOTBeTCTBYET Tpe6oBaHMAM LPS (MCTOUHMK NUTaHWA OrPaHUYEHHOM MOLLHOCTH).

® /icnonb3yiiTe PEKOMEHAYeMbli LWHYP MUTaHWA B COOTBETCTBMM C YKasaHHbIMU
XapaKTepucTMKamu.

® Vicnonb3yitTe TONbKO NpuUaaraemblil K Ballemy yCTpoicTy agantep nuTaHuUA.

@ icnonb3yiiTe po3eTKy C 3aLMUTHLIM 3a3eMIEHUEM.

® 333eMuTe YCTPOICTBO Haanexalmm o6pasom, eciv OHO JONKHO 6bITb 3a3emIeHo.

16



AupekTusa EC no H )NAbTHOMY py /3neKTpomarHuTHoOM
COBMECTUMOCTH

[aHHoe usgenune cootsetcTeyeT TpebosaHuam AupekTtusbl EC 2014/35/EU
(E Nno HW3KOBONBLTHOMY 0b6opyaoBaHwio U [Aupektnebl EC 2014/30/EU no

SNeKTPOMArHnTHO 1 COBMECTUMOCTH.

Auvpektusa WEEE 2012/19/EU no yTUAM3aLMM OTXOAOB INEKTPUYECKOTO M
3N1IeKTPOHHOro o60pyaoBaHnA

U3penune, onncaHHoe B HacToALeM PYKOBOACTBE, OTBEYAET MNOJIOKEHNAM

ﬁ [JupekTnebl EC No yTMAMU3aALLMM OTXOA0B 3N1EKTPUYECKOTO U 3N1EKTPOHHOTO
s, obopyaosaHua (WEEE) M JOMKHO YTUAM3MPOBATLCA COOTBETCTBYHOLLMM
obpasom.
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