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TpeﬁOBaHVI K BOAOHENPOHULAEeMOCTU

H obecneunTs BO, b Kabeneli B COOTBETCTBUM CO C/IEAYIOWMMI
VHCTP! ol b 33 YCYDO“CTBE 13-3a nonagaHua BoAbl No
npu4ynHe HeHas, Mep no obeci U0 BO, T NONHOCTBIO IOXKUTCA

Ha nonb3osatens.

NPUMEYAHME!

® MNepes Hauyanom paboTbl noaxNlounTe BCe Heobxoanmble Kabenu u obpeskbTe MeaHble
npoBOoAA ANA HEUCMOb3yeMblX Kabeneit.

@ Vcnonb3yiiTe BOAOCTONKYIO KNENKYIO NIEHTY (MOCTaBAAETCA C HEKOTOPBIMM MPOAYKTaMu) ana
3awmThl Kabenen.

® Vicnonb3yiTe NPUHAANEKHOCTM ANA TMAPON3ONALMM, 4YTOBbI 3aWUTUTL CeTeBOM Kabesb.
BbiNONHMTE OTAENbHYIO TMAPOM3ONAUMIO Kabens NUTaHWA, eCNM OH He WCMONb3yeTca.
BbiNONHATb TMAPOM30ALMI0 BUAeOKabens He Tpebyetca.

1. Vicnonb3yiTe U30NALUMOHHYIO IEHTY (He BXOAMT B KOMM/IEKT NOCTaBKM) A/ COEANHUTEIbHOM
4acTv Kawaoro Kabens.

Coegmmrensian vacre

Vsonsunonnas nenta

2. BbINoNHWTE r’MAPOM30/IALMIO Kabeneil C MOMOLLbIO BOAOCTOMKOW KNEIKOWM NIEHTHI.
(1) MONHOCTBIO PacTAHUTE BOAOHENPOHWULAEMYHO IEHTY Ha 06OMX KOHLIAX.

(2) NnoTHO o6MOTaliTe COEANHUTENBHYIO YacTb U KOHLbI Kabeneit BOAOCTOKOI NeHToil. Bo
BPEMA 3TOT0 NPOLECCa /IEHTa A0/KHA BbiTb NOHOCTBIO PACTAHYTA.

(3) 3aTAHUTE NEHTY Ha 060MX KOHLAX /1A NPEAOTBPALLEHWUA YTEUKM BOABI.

ZamanyTs 3aTAnyT
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amanyms aanyms
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O6epHure HCnonb3yemble Kaben
oraensHo

=5 Bopocroiikan newta

3amoraiiTe Heucnons3yemsie kaGenn
BMecTe B 0AUH YUK

3.N TENbHO YC ANA T Ha
ceTeoit kabenb.
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@ NPEAYNPEXAEHUE!

CHavana 6. YCTaHOBUTD P KO/bLO Ha pdeiic ceTeBoro Kabens.

4. Ecnm y Kamepbl UMeeTcA Kabeslb NOCTOAHHOTO TOKa, KOTOPbIA He GyaeT Mcnonb3osaTbes,
BCTaBbTe B MHTEPdEIIC 3arNyLLIKy.

WHTepdeiic NOCTOAHHOTO TOKa

5l

3arnywka

5. Heobsa3aTenbHblii war. Mocne obecneueHns rmapousoNaLmum nomecture kabenm s
BOAO pac Y10 KOpOGKY (np A OTA/NBHO).

@ NPEAYNPEXAEHME!

® KabenbHblii pasbem He [IOMKEH OCTaBaTbCA He3awWMWeHHbIM. He fonyckaiite Boaeictana
BOAbI.

® CobepuTe W 3aKpenuTe YCTPOIACTBO NOC/NE AEMOHTANA.

@ MomecTiTe aganTep NUTaHUA B pacnpeenuTeNbHYI0 KOPOBKY.

YNaKoBOYHbINA IUC

B c/lyyae NoBpexAeHNA YNakoBKM 1 0BHapY)XeHUs HeAocTaumn 0bpaTuTeck K MeCTHOMY Aunepy.
KomnekTauma 3aBucuT OT MOAEAM YCTPONCTBA.

Ne HaumeHoBaHue Kon-so EavHnuya
1 Kamepa 1 wr.
2 PyKoBOACTBO Nonb3oBaTens 1 wr.
3 Komnnekt 1 Komnnekt
npUHaanekHocTel

2 WVHCTPYKUMM No TexHUKe 6e3onacHocT|

MoHTax 1 AEMOHTaX YCTpOﬁCTBa N ero KOMMNEKTYWMX [A0/KHbl  BbINONHATLCA
KBaNMGUUMPOBaHHBIM NepcoHanom. [llepes ycTaHOBKOWM M 3KcnayaTauuenn yCTPOWCTBA
HeOﬁXOAMMO 03HaKOMWUTbCA CO BCEMU HWXe WHCTpY no TexHuke
6esonacHocTy.

2.1 Mepbl NpefoOCTOPOKHOCTUN

® cnonb3ayiiTe afantep NUTaHUA UK YCTPONCTBO POE, cooTeTcTBYIOWMI Tpe6oBaHUAM. B
p cny4ae i MOXeT 6bITb No|
® Y6eputecb, 4To Kabenb mexay 6710KOM MUTAHWA W KaMepon He CAWWKOM ANMHHBIN.
YpesmepHO ANMHHBINA Kabeb MOXET NPMBECTU K NAafiCHMIO HANPAKEHUA Kamepbl U K
2




c6oam B ee pabote. Ecnm TpebyeTca yanuHUTb kKabenb NUTaHUA, yanuHUTe Kabenb mexay
6710KOM MUTAHMA 1 CETbIO.

® He crubaiite kabenn Bo BpemA YCTAHOBKM, T. K. MNOXOi KabeNbHblii KOHTAKT MOXeT
NPUBECTM K HEMCPABHOCTH.

® [lpy NOAKNIOYEHMM K BHELHEMY MHTepdeicy WCNoNb3yiTe WMEIOLLYIOCA KAemmy u
y6eanTtech, 4TO KabenbHbIii HAKOHEYHUK (3alWENKa MM 3aKUM) UCMpPaBeH U NAOTHO
3akpenneH. CneanTe, 4ToGbl BO BPEMA MOHTaxa Kabe/lb He HATATUBanCcA W UMen
cooteeTc # 3anac AMHbI B0 M36 NNIOXOrO KOHTAKTa NopTa uam ocnabneHns
KOHTaKTa BC/IeACTBIE YAapa nn Bubpaunm.

® Bo BpemA TPaHCMOPTUPOBKM HeobXoAUMO yaenaTb ocoboe BHUMaHWe 3aluTe
NPO3PaYHOI KPBILIKM KYNO/A OT TPEHNA, LAPANMH, NATEH U T. A, He cHUMaliTe 3awnTHyio
NAIEHKY C KPBILWKM KyNoNa A0 3aBePLeHUA MOHTaXa. CHUMMTE 3aLUTHYIO NIEHKY Nepes
BK/IIOYEHWMEM YCTPOIACTBA.

@ CBAXWTECb CO CMEuUanncTamu ana y o Texobc, . He
nbiTaiiTech b i TeNbHO. He  HeceT
oTgercT! 3a 8 HecaHKL HHOTO

PEMOHTa /1 TEXHUYECKOrO 0BCAYKUBAHMA.

2.2 TexHuyeckoe obcny:KmMBaHue

® [Ipn HaAMYMM NbIKM Ha nep " CT " PXHOCTU yaanute ee,
ucnonsaya VIO KUCTb MM i
® [Ipy HaAMYMM KMPHBIX MATEH MM MbIWM Ha ] ] p: ™

OCTOPOXHO O4YUCTUTE MOBEPXHOCTb CTeKNa OT UeHTpa K Kpaam, MWCNoNb3ya
AHTUCTATUYECKME NEePYATKU UM 0BE3KUPEHHYIO TKaHb. ECAN UPHOE NATHO MK NbiNb
YAANUTb HE YAAETCA, UCNONb3YITe aHTUCTaTUYECKME NepPYaTKU UK 06E3KUPEHHYIO TKaHb,
CMOY€HHble MOKLWKUM CPeaCTBOM, U OCTOPOXKHO OYMCTUTE NMOBEPXHOCTb CTEKNA A0 MX
NONHOTO yAaneHus.

® [lpn O4MCTKe Kamepbl He MCNONb3yiiTe 6eH3MH, CNUPT W Apyrhe opraHuYeckue
pacTsopuTtenu.

BHewwHuit Bupg,

BHEWWHWIA BUZ 1 OTBETBUTE/IbHDIN Kabe/ib MOTYT OT/IMYATLCA B 3aBUCMMOCTN OT MOAE/IM KaMepbl.
Tun A

L]

o

L]

o
1. NnacT1Ha ocHoBaHMA 2. Kopnyc
3. O6bekTHs 4. UndpakpacHblii cBeTOANOL,
5. CurHanusaums (AONOAHUTEbHO) 6. Ayauo (40NONHUTENBHO)
7. THe3po nutaHus (12 B nocT. Toka) 8. UnTepdoeiic Ethernet




Tun B

1. HuxHee Konbuo 2. Kopnyc

3. O6bekTHs 4. WndpakpacHblit cBeTOAMOA,
5. CurHanusaumus (AONONHUTENbHO) 6. Ayauo (BononHUTENBHO)
7. THe3go nuTaHus (12 B noct. Toka) 8. UnTepodeiic Ethernet

4 MoHTaX Kame

4.1 BctaBka KapTbl Micro SD (4ononHuTensHo)

B kamepax, noaaepxusatoumx KapTel micro SD, KapTy micro SD MOXHO BCTaBMTb, OTKPbIB
HWKHIOIO KpbIWKY Kamepbl. He nogkntoyaite kapty micro SD cpa3y nocne BcTasku. B
NPOTUBHOM C/y4ae Kamepa MW KapTa micro SD MOryT 6biTb NOBPEKAEHI.

4.2 MoHTax Ha cTeHe

Kamepa MOMKET KpenuTbCA Kak Ha CTeHe, TaK M Ha MOTO/Ke, MPU 3TOM KPOHLWTeiiHbI
npuobpeTaioTca 0TAeNbHO. Hie NoKasaH NpUMep KpenieHna Ha cteHe. Mopaaok KpenaeHua
Ha MOTO/IKe NOXOX Ha NOPAAOK KPensieHne Ha CTeHe 1 N03TOMY 34eCh He paccmaTpuBaeTca.



Tun A

1. MpuKpenuTe HakNeWKy K NOTONKY U BCTaBbTe 2. OTcoeauHMTe  KOpnyc OT NAACTUHbI
nnacTukosble gobenu. c
meTKamu.
MoHTaxHan meTka
MoTasHas meTka
3. YcTaHOBUTE NNACTUHY OCHOBAHWA M Kamepy. 4. YcraHosuTe Kamepy. YcraHosuTe

Mogkntounte  Kabenb, obepHute  ero
BOJOHENPOHNLLAEMOIi IEHTOM W NpUKpenuTe

KYMo/ K NOTO/IKY C NOMOWWBIO LWypPymnoB.

]

KOPYC N0 MOHTAXHO MeTKe.

MonTaxHas meTka

MoHTaMHas meTka

5. OTperyaupyiiTe Hanpaenexue HabaloAeHUA.
MoBepHuUTE KaMepy B HY)KHOM HanpaBeHUU

0630pa, a 3aTem 3aTAHUTE BUHT.

6. 3aTAHNTE BUHTBI.




Tun B

1. Mpu1KpenuTe HaKNeNiKy K NOTO/IKY W BCTaBbTe 2. CHUMUTE HUKHEee KO/bLo, NOBEepHYB

nnactukosble Ao6enu. €ro NPOTUB YaCOBOI CTPENKM.

===

3. Moakniounte Kabenb M 3akpenute Kynon 4. OTperynupyiiTe HanpasneHue
Kamepbl.

HabnogeHua.

5. YcTaHoBUTE HUKHEE KONbLO.

P
S 3akpois

a3 B HIKHEM KoAbLie
f—— -
=

[ocTtyn K Kamepe

Nepea Havanom pabotbl ybeauTech, uTo:

® Kamepa paboTaer Hap, obpasom n K cetu.

® Ha uc Bamu MK Bepcua Internet Explorer 7.0 nan
Bbiwe.

Y106bI HACTPOUTB AOCTYN K Kamepe Yepes UHTepHeT, Te C. 71

1. Otkpoiute 6paysep, Beeaute IP-agpec kamepbl 192.168.1.13 8 afApecHylo CTPOKy u
HaXmuTe Knasuwy Enter, 4ToBbl OTKPBIT CTPaHMLLY BXOAA.

2. BeauTe umA nosnb3osatesa u naponb (admin/123456 no ymonuaHuio), a 3aTem HaKMUTE
Login.



NPUMEYAHME!

® Mpotokon DHCP BkAto4eH no ymonuyaHuio. Ecan B Bawei cetn ucnonbsyerca cepsep DHCP,
Kamepe MOMeT BbiTb HasHaueH IP-agpec, KOTOPbI HEOBXOAMMO ByAeT MCnonb3oBaTh AnA
BXOAa B CUCTEMY.

® Mpu nepsBom BXoAe B CUCTEMy MOXET NoTPe6OBATLCA YCTaHOBMTL naarvH. Cneayiite
YKa3aHUAM Ha 3KpaHe /NA 3aBEPLIEHIA YCTaHOBKM, @ 3aTem CHOBa OTKpoiiTe Gpay3ep, YToBbI
BOWTU B cuCTEMY.

® Maponb MO yMONYaHWMIO NpeAHasHaueH TONbKO ANA MepBOro BXxoaa B cuctemy. [fna
obecnieyeHns 6e30NacHOCTU M3MEHWTe Maponb NOCAe NepBoro BXOAa B  cuCTemy.
HacroatenbHo pt yetca b " naposb, co, " He meHee 9
CMMBO/I0B BCEX TPeX KaTeropuii: uudpbi, Gyksbl 1 cneumanbHbie 3Haku.

@ Ec/m naposib Gbi1 M3MEHEH, UCNO/Ib3YITE ANIA BXOAA HOBbIN Napo/ib.

OTKas OT OTBETCTBEHHOCTM U npeaynpexaeHua o Mmepax

6e3onacHocTn

3anBneHne 06 aBTOPCKUX NpaBax

© 2023, aBTopcKue npasa npuHagexat komnanuu Zhejiang Uniview Technologies Co., Ltd. Bce npasa
3alWyLeHbl.

Hukakas yacTb HacToAwWwero PYKOBO/ACTBA HE MOXeT BbITb C
wnn nepegana 8 6ot Gopme man nobbiMu cpeacteamn 6e3 NpesBapUTENbHOTO MUCbMEHHOTO
cornacusa komnanum Zhejiang Uniview Technologies Co., Ltd (aanee ynomuHaertcs Kak «Uniview» unu

«MbI»).

yCTpOﬁCTEO, OnUCcaHHOe B HacCToALLEeM PYKOBOACTBE, MOXET coaepXkaTb cobcTBeHHOE nporpammHoe
oSecneHeHMe, npuHag, nee bes HaLwei KOMNaHun 1
ee A Tb, PacnpoCTPaHATb, MOANDULMPOBATb, MPUCBAUBATh,

b, 1BaTb, noAgepratb OGPAaTHOMY WHXMHMPUHTY, NPeOCTaBNATb B
apeHay, nepeaasatb UM Cy6MUEH3MPOBATH BbILIEYTIOMAHYTOE MPOTPaMMHoe obecrnieyenie 8 Nto6oi
dopme n nobbim cniocobom.

MoATBEPACHWE TOPrOBbIX MApPOK

—~~ . A~ I
U nV UI ”G rC ABNAIOTCA TOBAPHBIMW 3HAKaMW MM 3aPEruCTPUPOBaHHbBIMM

TOBAPHBIMM 3HAKAMM HALEH KOMMaHNM.
Bce Apyrve TOProBble MapKM, Ha3BaHMA KOMNAHW U HaMMEHOBaHWA NPOAYKTOB, YMOMAHYTbIE B
HACTOAWEM PYKOBOACTBE, ABNAIOTCA COBCTBEHHOCTHIO COOTBETCTBYIOWMX BAAAC/bLEB.
o

Hawa KomnaHuAa cob/110AaeT NPUMEHUMbIE 3aKOHbI M NPaBma IKCNOPTHOTO KOHTPONA, AeiicTBylowme
BO BCeM MUpe, B TOM uucne B Kutaiickoit HapopaHoii Pecnybauke u CLUA. Mbi Takke cobnioaaem
cooteer npasuna, Ta M nep HUA,
NPOrpamMmHoro obecnedeHns 1 TeXHONOrMiA. Mbl NPOCHM Bac CTPOro COB/IOAATL MEXAYHAPOAHbIE
3KCMOPTHBIE 3aKOHbI M PaBMAA, NPUMEHMMBIE K YCTPONCTBY, ONMCaHHOMY B HACTOALLLEM PYKOBOACTBE.

o cTH
Hawa Komnaus cO6MK0AaeT COOTBETCTBYIOWME 3aKOHbI O KOHGUAEHLMANLHOCTU U CTPEMUTCA
3aWMWaTh NEPCOHa/bHBIE AAHHbIE MO/b30BaTe/NEN. Bbl MOXKETE 03HAKOMUTLCA C MOHBIM TEKCTOM

HaLwwe NoAUTUKK o] TV Ha cailTe W y3HaTb, Kak Mbl obpabaTbiBaem Bally
SMYHYI0  MHGOPMaumio. TomHuTe, uTO  MC YCTpOiA 0 B A3HHOM
PYKOBOACTBE, npeanonaraet c6op ANMUHOM TaKo KaKk /WU, OTneYaTku




NanbLEB, HOMEPHbIE 3HAKW, aapeca 3N1eKTPOHHOM NOUTbI, HOMePa TeNedOHOB U AaHHbIE Fe0/I0KALMM

(GPS). Mpu Ucnonb3oBaHUK YCTPOIICTBA COBIOAAINTE MECTHbIE 3aKOHbI M NPaBuia.

06 sTom pyKoBoACTBE

® Hacrosiee PyKOBOACTBO MPEAHA3HAYeHO AN HECKONbKUX MOAENei YCTPOWCTB, Mo3TOMy
boTorpadum, UNNKCTPALMK, ONUCAHNA U T. . MOTYT OTAUYATLCA OT GAKTUHECKOTO BHELWHEro BUAA
MM GYHKUMI KOHKPETHOTO U3AENA.

® HacToAuiee pyKOBOACTBO NpeAHa3Ha4yeHo A/IA HECKObKWUX Bepcuil NPorpamMmMHoro obecneveHus,
MO3TOMY UANOCTPALIUM W ONUCAHUA MOTYT OTAIMYATBCA OT PEaNbHOro rpaguyeckoro uHTepdeiica u
GYHKUMIA NporpaMmmMHoro obecneyeHuma.

® HecmoTps Ha BCe HalM YCUAMUA, B 3TOM PYKOBOACTBE MOTYT BbITb TEXHUYECKME UAK TUnorpadckue
ownbku. Hawa KomNaHua He HeceT OTBETCTBEHHOCTM 3a /0Bble OWMBKM M OCTaBAAeT 3a coBoM
npaBo M3MeHATL 6es yBegomneHusa.

® [lonb30BaTe/IM HECYT MO/IHYIO OTBETCTBEHHOCTb 3a ywep6 u yBbiTKW, BO3HMKWME B pesynbrate
HapyLWeHMil NPaBuA IKCNAyaTauum.

® Mol octagnfem 3a coboi NpaBo M3MeHATb by

TeNIbHOTO B cean ¢ 06 Bepcun i WM HOPMATUBHBIX

Tpe60oBaHNii COOTBETCTBYIOWMX PETMOHOB AaHHOE PYKOBOACTBO BY/IeT NEPUOAMYECKM U3MEHATLCA.

OrpaH14eHNe OTBETCTBEHHOCTH

@ YCTPOICTBO, ONUCAHHOE B JaHHOM PYKOBOACTBE, NPEAOCTABAAETCA Ha YCAOBUAX «KaK ecTby. Ecin
370 He TpeByeTcA A.NCTBYIOUIMM 3aKOHOAATE/ICTBOM, AAHHOE PYKOBOACTBO NPe/HA3HAYEHO TO/IbKO
ANA MH uenei, a sce y , CBE/IEHMA M PEKOMEH/AUMN NPeACTaBAAIOTCA
3pecy Ges 60 ABHBLIX WM rapaHTMii B8 OTHOWEHMW KauyecTsa,
COOTBETCTBUA YKa3aHHBIM LieNAM, OTCYTCTBMA HaPYLEHWI NPaB TPETbUX CTOPOH U BCEro NPOYero.

® B TOW CTeneHu, B KOTOPOW 3TO AOMYCKAeTCA AENCTBYIOWMM 3aKOHOAATeNbCTBOM, 06wWwas

b B 3TOM 6e3

Tb Hawen 3a BCe YCTpOAiCTBa, 0 B HacToAWeM
PYKOBOACTBE, He NPeBbILAET CyMMY, KOTOPYIO Bbl 3aN/IaTUAM 33 3TO YCTPOMCTBO (33 UCKNKONEHMeM
TPEHHBIX /IbCTBOM C/ly4aes, CBA3aHHbIX C TPaBMaMM).

® [lonb3oBaTeNM HeCyT MOJHYI0 OTBETCTBEHHOCTb M 6epyT Ha ceba BCe PUCKM, CBA3AHHbIE C
NOAK/IOYEHNEM YCTPOIICTBA K MHTEPHETY, BK/IIOYaA, TOMMMO NPOYETo, PUCKM CETEBbIX aTak, B310MA
CUCTEMbI M 3apaeHMA BUPyCamu. Halua KOMNaHWA HACTOATE/ILHO PEKOMEHZYeT NoNb3oBaTenim
NPUHATL BCE HEOBXOAMMbIE MEepbl ANA YCUAEHWA 3aLUMTbl CETU, YCTPOWCTBA, AAHHBIX U UYHOMR
MHGOPMALMK. KOMNAaHMA He HEceT OTBETCTBEHHOCTM, CBA3AHHONW C 3TUMM PUCKaMM, HO C
FOTOBHOCTbIO NPEAOCTaBUT HEOBXOAMMYIO NOAAEPXKKY AN obecneyeHun 6esonacHocTH.

® B TOW CTENEHW, B KOTOPOA 3TO HE 3anpeLieHo AeNCTBYIOWUM TeNbCTBOM, Hawa
ee cotpy 3 p v ¢ He HecyT OTBETCTBEHHOCTM 3a
N0CNeACTBIAA UCTIO/Ib30BAHMA MW HEBO3MOXHOCTY UCMONb30BAHNA NPOAYKTA MM YCAYTH, BKKOYAS,
NOMMMO NPOYEro, YNYLIEHHYIO BbIFOAY U Nto6ble Apyrie KOMMEPUECKUe YBbITKM, NOTEPH AaHHBIX,
pacxoabl Ha MOKYMKY 3aMeHAIOWMX TOBAPOB AW YCAYT; Ma 7 ywep6, T
nepepbiBbl B PaboTe, NOTepio AE/0BOI MHGOPMALMK, A TaKKe NoBble CneuuasbHbie, npambie,
KOCBEHHble, cayyait , N06OYHbIE, Ma CTpaxosble, WTpadHble U BCOMOraTenbHble
y6bITKM, HE3aBUCUMO OT UX MPUUUH U 1OP KoM p 1, 6yap TO Hapy
YCNOBUIA KOHTpaKTa, np: py , np! spega (
HEBPeXHOCTb W MpoYee), a TakiKe APYTMe MPUUMHBI, HE CBA3AHHbIE C UCTO/Ib30BAHMEM AaHHOTO
NPO/yKTa, Aae eCA Halel KOMNaHMK GbII0 M3BECTHO O BO3MOXHOCTM Takoro yuwep6a (kpome
C/ly4aes, KOrAa 3TO MOXET TPeGOBaTLCA MPUMEHNMbIM 3aKOHOAATENLCTBOM B CBA3M C TPAaBMaMM,
CY4aIHBIM MW AONONHUTENBHBIM Yilep6om).

CeTeBan 6esonacHocTb

NPUHATL BCe 6! mepb! gna YPOBHA ceTeBoii GesonacHocTn
Bawero ycrpoiicTsa.
Huke nepeuncneHbl HeO6XoAMMbIE Mepb! A1 obecneyeHnn ceteBoit 6e30nacHoCTH yCTpoiicTea.




napons noy Ha 6onee iA: HACTOATE/IbHO PEKOMEH/IYETCA N3MEHUTD
Naposib N0 yMO/IMAHMIO NOC/IE NEPBOTO BXOAA B CUCTEMY Ha HOBBIN HaAEXKHbIN NapO/ib, COAEPKALLNI
He MeHee 9 CUMBO/IOB BCEX TPEX KAaTeropuii: Uudpbl, GyKsbl 1 CieumanbHble 3HaKM.
PerynapHo W pt yeTcs perysiapHo 06HOBAATL NPOLWMWBKY YCTPOICTBA
[0 NocneAHel BEPCUN ANA NOAAEPKKM HOBBIX GYHKLMIA M NOBbILWEHNA YPOBHA GesonacHocTu. fna
noy4YeHnn nocnesHeit BepCMn NPOLIMBKIU NOCETUTE ObULMANbHbIN BEB-CANT HALWeH KOMNaHUU UK
0BpaTUTeCh K MECTHOMY NPOAaBLY.
ANA  noBbIWEHNA  CeTeBOI HuKe
PpeKomeHAaLMAM.
PerynsipHo MeHsiiTe Naponb: MeHATe Napo/ib YCTPONCTBA Ha PeryNApHON OCHOBE 1 XpaHuTe ero B
6e30MacHOM mecTe. YA0CTOBEPLTECh, YTO TO/IbKO aBTOPU30BaHHbIN MO/Ib30BATE/Ib MOXKET MONYYMUTL
AOCTYN K YCTPOACTBY.
Bkntounte HTTPS/SSL: ucnonbayitte SSL-cepTudukat ana wudposanus HTTP-coobuieHuit u
0BecneyeHnn 3almTbl AaHHBIX.

[ IP- paspelumnTe AOCTYN TONbKO C yKa3aHHbIX IP-aapecos.
Ve i uncno NOPTOB: HACTPOIiTE MapwWpyTU3aTOp MM
BpaHamaysp Takum 06pasom, 4Tobbl OTKPbLIBATL MUHMMANbHbINA HaBop NopToB AnA rnobanbHoO
CETU W COXPaHATb TONILKO HEOBXOAMMbIE COMOCTAaBAEHWA NOPTOB. HWKOrAa He KoHGUrypupymte
YCTPOICTBO B KayecTse xocta DMZ 1 He HacTpauBaiiTe NonHbIA KoHyc NAT.
o BXoAa M NaponsA: eC/ K Bawwemy KOMMbloTepy
MMEIOT [0CTYN HECKO/IbKO MO/b30BaTesNel, PEKOMEHAYETCA OTKMIOUUTL 3T (GYHKUMM, YTOBbI
Npe/0TBPATUTL HECAHKLIMOHNPOBAHHBI AOCTYN.
WMa nonb3oBaTens v Napob AO/MKHDI GbITb YHUKALHBIMM: He UCTIONb3YiiTe MMA NO/Ib30BaTENA U
naponib Bawweit counanbHoil cetn, 6aHKa, yHETHOM 3aNUCK INEKTPOHHOI MOYTLI U T. A, B KayecTse
MIMeHY NO/b30BaTeNA M NapOA ANIA BALWETO YCTPOMCTBA. B cayyae yTeukn uHGopmaumn u3 sawei
COUMANbHON ceT, GaHKa UM 3NEKTPOHHOI NOUTLI Ballle YCTPOCTBO OKAKETCA NOZ yrpO30ii.
Orp: npasa : ecan K Baweit cucTeMe MMEIOT AOCTYN  HECKONbKO
nonb3oBaTenel, PEKOMEH/YETCA NPEOCTaBUTb KaX/IAOMY N0/1b30BATENNO TO/IKO Te Npasa, KoTopbie
ABNAOTCA HEOBXOAMMbIMU.
Otknoumute UPNP: koraa dyHKkuma UPnP BK/OYEHA, MapLlipyTU3aTOp aBTOMATUYeCKM conocTaBnaeT
BHYTPEHHME NOPTbI, @ CUCTEMa AaBTOMATUYECKM NEPeHanpaBAAeT aHHbIe NOPTOB, 4TO NPUBOANT K
PUCKY YTEYKM AaHHbIX. Takum 06pasom, pekomeHayeTcs OTKauuTe UPNP, ecim pexum
conoctasneHua noptos HTTP 1 TCP 6bin BKAIOUEH BPYYHYIO Ha MapLupyTu3aTope.
MHOroaApecHbI: MHOTOAAPECHbI PEXMM NpefHasHaueH ANA Nepesaun BUAEO Ha HECKONbKO
YCTpOiACTB. ECAM BbI HE WCMO/b3yeTe 3TOT PEXMM, PEKOMEHAYETCA OTK/IOYMTb MHOTOaAPECHYI0
nepejauyy B CBOeit cetu.
n perynapHo iTe Xypl BalWero yCTPOWCTBa, YTO6bl 06HAPYKUTL
HECaHKLMOHWPOBAHHBI AOCTYN UM NOA03PUTE/bHBIE ONEPaLyK.

cetb ceTn BuAeoHab. OT APYTMX CEPBUCHBIX

ceTeli NOMOraeT NpefOTBPATUTL HECAHKUMOHMPOBAHHBIA [OCTYN K YCTPOWCTBAM  CUCTEMbI
6e30MacHOCTU U3 APYTUX CeTeil.
®usnueckan 3aWMTa: XpaHUTE YCTPOMCTBO B 3aKPLITOM MOMEWEHUM UM WKady, 4TOGbI
NpeAoTBPATUTL HECAHKLMOHUPOBAHHDIN GU3NYECKMI 4OCTYN.
SNMP: otkntounte SNMP, ecnm Bbl He Mcnonb3yeTe 3TOT NpoTokon. Ecam Bbl ucnonb3yete ero,
pekomeHayeTca BbibpaTb Bepcuio SNMPv3.

Moppo6Hee
Bbl Takxe moxete Nnony4yuTb  AONONHUTENbHYIO MH¢OPM3L\I4)O o GesonacHocTM B Llempe
pearMposaHua Ha yrpo3bl 6830MNacHOCTH Ha Hawem opuLMaNbHOM canTe.

n

0 mepax

YCTPOWCTBO [O/KHO YCTAHAB/MBATLCA U OBC/YKMBATLCA cn c
HeobxoAMMbIMM 3HaHNAMM B 06/1acTH cucTem GesonacHocTH. YToBbl n3bexatb Tpasm u/uau notepu




MMYLLECTBA, Nepe/, HaYaloM UCMO/Ib30BaHMA YCTPOICTBA BHUMATENbHO NPOYUTAIITE 3TO PYKOBOACTBO

v ybeautecs, 4To BCE NP TpebosaHus cob,
]
® XpaHuTe 1 uc iiTe yCTPOIiCTBO B 7 Cpefie, KOTOpas OTBEYAET BCEM HEOBXOANMbIM
T BKAIOYaA, paTypy, BAAKHOCTb, YPOBHM 3aMbNEHHOCTH, KOHLEHTPALMM eaKNX

ra30B, 3/1EKTPOMArHUTHOIO M3/lyYEHNE U T. 4.
Y6eanTecs, YTO YCTPOWCTBO HAAEKHO YCTAHOB/IEHO M Pa3MELLEHO Ha NIOCKOM NOBEPXHOCTH, YTOBbI
Npe/oTBPaTUTH €ro NajeHue.

EC/v He yKa3aHo MHOe, He YCTaHaB/MBaIATe YCTPOIICTBA APYT Ha ApyTe.

O6ecneybTe XOpOLLYIO BEHTUAALMIO B paboueil cpese. He 3aKkpbiBaiiTe BEHTUAALMOHHbBIE OTBEPCTUA
ycTpoiictea. OcTaBbTe AOCTAaTOMHO CBOBOAHOTO MECTa /1A BEHTUAALMM.

He ponyckaiite Bo34eicTBMA Ha YCTPOUCTBO NOBbLIX KUAKOCTEA.

Y6eautech, YTO UCTOYHMK MUTaHWA obecneunsaer CTabuibHOE HanpsAXKeHWe, COOTBETCTBylOLWee
TpeBoBaHMAM K MUTAHMIO YCTPOWCTBA. YBeauTech, YTO BLIXOAHAA MOWHOCTb G1OKA MUTaHWA
npesbILaeT 06Uy MAaKCUMAZbHYIO MOLLHOCTb BCEX MOAK/IOYEHHbIX YCTPOMCTB.

Y6eanTech, UTO YCTPOICTBO YCTAHOBNEHO HaANeXaumum o6pasom nepes MOAKNIOYEHMEM ero K
MCTOMHUKY NUTaHMA.

He ypansitte nnomby c Kopryca ycTpoiictea 6e3 MpeABapuTENbHON KOHCY/IBTAUMM C HAWMMM
cneumanuctamu. He nbiTaiiTecb CamMOCTOATENbHO NPOBOAMTL TeXHUUecKoe OBCNyKMBaHME
yctpoiictea.  [1A  BbINOAHEHUA K ¢ HHOMY
cneumanucty.

Mepep nepemeleHneM yCTPOIACTBA BCEraa OTKKOMANTE €ro OT MCTOMHMKA NUTaHMA.

Mepes MCNONb30BaHMEM YCTPOMCTBA Ha OTKPLITOM BO3ZlyXe NPUMMTE COOTBETCTBYIOWME MEpbI MO
ero repmeTMsauum.

Tpe6oBanusa K nuTaHni0

YcTaHaBMBaTh M MCNONb30BATb YCTPOUCTBO HEOBXOAMMO B8 CTPOTOM COOTBETCTBUM C MECTHBIMK
npaBuUNamMm TexHUKM 6e30nacHoCTy.

B KavectBe ajantepa ucnonb3yiite UL-cepTUGMUMPOBAHHBIA WCTOYHUK MUTAHWA, KOTOPbIM
cooTBeTcTBYeT TPe60BaHNAM LPS (MCTOUHUK NUTaHNA OrPaHMYEHHOI MOLHOCTH).

Mcnonbayiite pekoMeHyemblii WHYP NUTaHNA B COOTBETCTBUM C YKA3aHHbIMI XapaKTEPUCTUKAMMU.
Wcnonbayiite TONbKO NpUAAraemblii K Bawemy yCTpOMCTBY agantep NuMTaHua.

Ucnonb3yiite poseTky C 3alMTHBIM 3a3eMIEHNEM.

yCTpOiAcTBO 06pasom, ecv OHO JOMKHO BbITb 333eMNEHO.
EC no p! / HUTHOM

[anHoe nsaenue cootsetctayeT TpeGosaHnam [upektusbl EC 2014/35/EU no
( € HU3KOBONLTHOMY O6opyaosaHuio 1 [upektusbl EC  2014/30/EU  no

3/1€KTPOMATHUTHOI COBMECTUMOCTH.
[Avpextnea WEEE 2012/19/EU no y 0oTX0A08B P "
o6opyaosaHua

W3penve, onucaHHoe B HACTOALLEM PYKOBOACTBE, OTBEYAET MONOKEHUAM
K AvpekTusbl EC N0 yTMAM3aUMM OTXOZ0B NEKTPUYECKOTO U INEKTPOHHOTO
cano obopynosanua (WEEE) u pomkHO v TbCA COOTBETCTBY

obpasom.
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