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TpeﬁOBaHVI K BOAOHENPOHULAEeMOCTU

H obecneunTs BO, b Kabeneli B COOTBETCTBUM CO C/IEAYIOWMMI
VHCTP! ol b 33 YCYDO“CTBE 13-3a nonagaHua BoAbl No
npu4ynHe HeHas, Mep no obeci U0 BO, T NONHOCTBIO IOXKUTCA

Ha nonb3osatens.

NPUMEYAHME!

® MNepes Hauanom paboTbl noaxnlounTe BCe Heobxoanmble Kabenu M obpeskbTe MeaHble
npoBoAA AN1A HEUCMOb3yeMblX Kabeneit.

@ Vcnonb3yiiTe BOAOCTONKYIO KNENKYIO NIEHTY (MOCTaBAAETCA C HEKOTOPBIMM MPOAYKTaMu) ana
3awmThl Kabenen.

® Vicnonb3yiTe NPUHAANEKHOCTM ANA TMAPON3ONALMM, 4YTOBbI 3aWUTUTL CeTeBOM Kabesb.
BbiNONHMTE OTAENbHYIO TMAPOM3ONAUMIO Kabens NUTaHMA, eCNM OH He WCMONb3yeTca.
BbiNONHATb TMAPOM30ALMI0 BUAeOKabens He Tpebyetca.

1. Vicnonb3yiTe U30NALUMOHHYIO IEHTY (He BXOAMT B KOMM/IEKT NOCTaBKM) A/ COEANHUTEIbHOM
4acTv Kawaoro Kabens.

Coegmmrensian vacre

Vsonsunonnas nenta

2. BbINoNHWTE r’MAPOM30/IALMIO Kabeneil C MOMOLLbIO BOAOCTOMKOW KNEIKOWM NIEHTHI.
(1) MONHOCTBIO PacTAHUTE BOAOHENPOHWULAEMYHO IEHTY Ha 06OMX KOHLIAX.

(2) NnoTHO o6MOTaliTe COEANHUTENBHYIO YacTb U KOHLbI Kabeneit BOAOCTOKOI NeHToil. Bo
BPEMA 3TOT0 NPOLECCa /IEHTa A0/KHA BbiTb NOHOCTBIO PACTAHYTA.

(3) 3aTAHUTE NEHTY Ha 060MX KOHLAX /1A NPEAOTBPALLEHWUA YTEUKM BOABI.

ZamanyTs 3aTAnyT
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amanyms aanyms
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O6epHure HCnonb3yemble Kaben
oraensHo

=5 Bopocroiikan newta

3amoraiiTe Heucnons3yemsie kaGenn
BMecTe B 0AUH YUK

3.N TENbHO YC ANA T Ha
ceTeoit kabenb.
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@ NPEAYNPEXAEHUE!

CHavana 6. YCTaHOBUTD P KO/bLO Ha pdeiic ceTeBoro Kabens.

4. Ecnm y Kamepbl UMeeTcA Kabeslb NOCTOAHHOTO TOKa, KOTOPbIA He GyaeT Mcnonb3osaTbes,
BCTaBbTe B MHTEPdEIIC 3arNyLLIKy.

WHTepdeiic NOCTOAHHOTO TOKa

5l

3arnywka

5. Heobsa3aTenbHblii war. Mocne obecneueHns rmapousoNaLmum nomecture kabenm s
BOAO pac Y10 KOpOGKY (np A OTA/NBHO).

@ NPEAYNPEXAEHME!

® KabenbHblit pasbem He [OMKEH OCTaBaTbCA HesawWMeHHbIM. He fonyckaiite Boaeictana
BOAbI.

® CobepuTe W 3aKpenuTe YCTPOIACTBO NOC/NE AEMOHTANA.

@ MomecTiTe aganTep NUTaHUA B pacnpeenuTeNbHYI0 KOPOBKY.

YNaKoBOYHbINA IUC

B c/lyyae NoBpexAeHNA YNakoBKM 1 0BHapY)XeHUs HeAocTaumn 0bpaTuTeck K MeCTHOMY Aunepy.
KomnekTauma 3aBucuT OT MOAEAM YCTPONCTBA.

Ne HaumeHoBaHue Kon-so EavHnuya
1 Kamepa 1 wr.
2 PyKoBOACTBO Nonb3oBaTens 1 wr.
3 Komnnekt 1 Komnnekt
npUHaanekHocTel

2 WVHCTPYKUMM No TexHUKe 6e3onacHocT|

MoHTax 1 AEMOHTaX YCTpOﬁCTBa N ero KOMMNEKTYWMX [A0/KHbl  BbINONHATLCA
KBaNMGUUMPOBaHHBIM NepcoHanom. [llepes ycTaHOBKOWM M 3KcnayaTauuenn yCTPOWCTBA
HeOﬁXOAMMO 03HaKOMWUTbCA CO BCEMU HWXe WHCTpY no TexHuke
6esonacHocTy.

2.1 Mepbl NpefoOCTOPOKHOCTUN

® cnonb3ayiiTe afantep NUTaHUA UK YCTPONCTBO POE, cooTeTcTBYIOWMI Tpe6oBaHUAM. B
p cny4ae i MOXeT 6bITb No|




® ByapTe OCTOPOMKHbI, YTOBbI HE 3anaykaTb W He noLapanaTthb KPbIWKY Kynona, NoTomy 4To
3TO MOMET CHU3UTb KAYECTBO M306PaKeEHMA. He CHUMANTE 3aLMTHYIO MAIEHKY C KPbILIKM
Kynona 10 3aBepLIeHUA YCTaHOBKN.

® Y6eputech, 4to Kabenb mexay 6710KOM MUTAHWA W KaMepon He CAWWKOM ANMHHBIN.
YpesmepHO ANMHHBIN Kabeb MOXET NPMBECTU K NAaACHMIO HANPAKEHUA Kamepsl U K
c6oam 8 ee pabote. Ecnm TpebyeTca yANMHNTL Kabenb NUTaHUA, YANMHNTE Kabenb Mexay
6710KOM MUTAHMA U CETbIO.

® He crubaiite kabenn Bo BpemA YCTAHOBKM, T. K. MNOXOi KaBeNbHblii KOHTAKT MOXeT
NPUBECTM K HEMCMPABHOCTH.

® [Ipu NOAKNIOYEHWUM K BHELHeMy WHTepdeicy MCMONb3yiTe UMEIOLLIoCa Knemmy u
ybeaunTtech, 4TO KabenbHbIM HAKOHEYHUK (33LWENKa MM 3aKUM) UCMPABEH W MJIOTHO
3akpennieH. CneanTe, 4ToBbl BO BPEMA MOHTaxa Kabe/lb He HATATUBancA W UMen
COOTBETCTBYIOLLWI 3aNac A41HbI BO M36exaHK1e N10X0ro KOHTaKTa nopTa uau ocnabnequs
KOHTaKTa BC/IeACTBIE YAapa Mn 8Bubpaunm.

® Bo Bpema TPaHCMOPTUPOBKM HEO6XOAMMO yAenaTb 0coboe BHUMaHME 3auwuTe
NPO3PaYHOI KPBILIKM KYNO/A OT TPEHNA, LAPANMH, NATEH U T. A, He cHUMaliTe 3awnTHyio
NAEHKY C KPbILWKM KyNoNa A0 3aBepLieHUA MOHTaXa. CHUMMTE 3aLNTHYIO NIEHKY Nepes
BK/IIOYEHNEM YCTPOMCTBA.

@ Y6eauTech, 4TO NOTONOK AOCTAaTOMHO HAZEXKHbIN, YUTOGbI BblAEpKaTb BeC Kamepsl. Ecav Bo
BPEMA YCTaHOBKM BO3MOXKHO MONaAaHMe Mbi/iv, CHUMUTE KPbILLKY Kynona 1 y6epute ee 8
UNCTOE MeCTO. YCTaHOBMTE KPbILIKY KYNO/a MOC/e YCTAaHOBKM OCHOBAHMA.

® CBAXWTECH CO CMEUMANUCTaMKU ANA NoayyeHna MHGopmaumumn o TexobeaymusaHum. He
nbiTaiiTech b i TeNbHO. He  HeceT
OTBETCTBEHHOCTM 33 HEMCNPABHOCTH, BO! 8 HecaHKL oro
PEMOHTa M/ TEXHUYECKOTO OBCIY)KMBAHMA.

2.2 TexHuyeckoe obcny:KmMBaHue

® [Ipy HaAM4MM NbIK Ha nep " cTe 7 P> ™ yaanute ee,
vcnonbaya Y10 KMCTb M i
® [IpM HAaAMYMM KUPHBIX MATEH UAM MbIAW Ha o i 1) ™

OCTOPOXKHO ~OYMCTUTE MOBEPXHOCTb CTEKNa OT UEHTPa K KpaAm, WCMoNb3ys
AHTMCTATUYECKUE NePYATKM MM 0BE3KMPEHHYIO TKaHb. ECAN KUPHOE NATHO MAM Mbib
YAANUTb He YAAeTCA, UCTIONb3YIATE aHTUCTATUYECKUE NEPUaTKM MM 0BE3XKNPEHHYIO TKaHb,
CMOYEHHBIE MOIOWMM CPEACTBOM, M OCTOPOMHO OYMCTUTE MOBEPXHOCTL CTEKNA A0 MX
NO/IHOTO yaaneHua.

® [1Ipn 04NCTKE NOBEPXHOCTM NPO3PAYHOM KPBILKKM KYMoaa He UCMO/b3yiTe OpraHuyeckme
pacTsopuTeny, Takue Kak 6eH30N 1 CupT.

3.1 Pasmepbl

Ha pucyHKe HWke MOKasaHbl pasmepbl YCTPOMCTBA. BHEWHWI BUA MOXET oTanuatbea B
3aBUCHMOCTY OT MOAENM KaMepbl.




3.2 loakntoyeHue Kabenen

BHELHWI1 BUZA 1 OTBETBUTE/IbHBIN KaGe/lb MOTyT OT/IM4YATLCA B 3aBUCUMOCTH OT MOZE/IA Kamepbl.
Tun A

Virepderic

Cerenoit
wrepgeiic

Tun B

Wurepgeiic
nann

Ceresoit
wHTepgeic

Huxe nokasaH npumep Kamepbl ¢ MHdpakpacHoi NoacseTKoi. YTobbl y3HaTh 0 pakTiyeckom
BHELWHeM Buae, CM. U3aenve.

1. OTMeTbTe NONOXKEHNA OTBEPCTUIA. MpUKNeiiTe Ha NOTONOK NO3ULIMOHUPYIOLLYIO HaKNeKy
1 nponycTuTe KaGenu Yepes OTBepCTUE B NOTONKE.

¢

2. Npoceepaute oTBEpCTUA B CTeHe. Mcnonb3yiiTe cBepsio AnameTpom 6-6,5 mm, 4Tobbl
npocBepauTL  OTBEPCTUA [NY6MHO 30 MM B COOTBETCTBAM C  MONOKEHUAMM,
OTMeYEHHBIMM Ha HaKknelike.

¥

3. YcTaHOBMUTE NAACTUKOBbIE Al06eM MOA, 1. 3a6eiite B otBepcTuA
nnacTmaccosble AIOﬁEﬂM " YGEAMTECb B NJIOTHOCTM UX NOCAAKN.



I

4. YcraHosute Kamepy. MoakniounTe Bce Kabenm K Kamepe, BCTaBbTe CamoHapesalouwme
BMHTbI B HANpasAAloWMe OTBEPCTUA B OCHOBAHWM Kamepbl M MPUKPYTUTE Kamepy K
MOTO/IKY OTBEPTKOIA.

i

[}

5. OTperynupyiiTe Hanpaenexue Habnogenus obvekTusa (oTperynmposae 06beKTMB MO
BEPTUKA/M, 3aTAHMTE BUHTbI). OBBLEKTMB MOKHO NOBOPAYNBaTh MO FOPU3OHTANM, BPAWAA
€ro 0CHOBAHMe, KaK NOKa3aHo UMppoi @ Ha pucyHKe Hiwke. OCNabUB 3aNMHbIE BUHTbI,
0BBEKTMB MOXHO BPALATh N0 BEPTMKA/M, KaK NOKa3aHO UMppoil @ Ha puCyHKe Huke.

Ocrosanme .
obueruaa

Er

6. YcTaHOBMTE NPO3payHbIi KOPNYC Kynona. COBMeCTUTe OTBEPCTUA NOA BUHTbI B OCHOBAHMM
M 3aTAHUTE TPU BMHTA CO no kpato
Kynona ans pukcaumm.

po3p A KpbILWKK

=
=) =



OBPATUTE BHUMAHME!

@ BbiweynomAHYTbIN MPOUECC ABNAETCA CKPLITOW YCTaHOBKOI. Kabenu BbIBOAATCA C BepxHei
uacTu kamepbl. Kabenn CTATMBAIOTCA B XKIYT, 4TOGbI OHM He Melwanu ycTaHoBKe Kamepsl. Mpu
HapY)XHOW yCTaHOBKe OTBETBUTE/NbHbIE Kabenu BbIBOAATCA Yepes 6OKOBON Na3s Kamepbl.

Mocne ycTaHOBKM KPbIWKM Kynona NpoBepbTe 3aTAXKY TPeX BUHTOB CO 38e34006pasHbiMM
WANLaMKM NO KPalo KPbIWKN 1 y6eauTech, YTo Kamepa MIOTHO 3aKpbiTa. [ns nosyyerus
AONONHUTENbHOM MHGOPMaLMM CM. war 6.

[ocTtyn K Kamepe

Mepes Havanom pabotel ybeauTecs, 4to:

® Kamepa paboTaeT Haanexalmm o6pasom 1 NOAKNIOHEHA K CeTU.

® Ha uc Bamu MK Bepcua Internet Explorer 7.0 nan
Bbiwe.
Y106bI HACTPOUTBL AOCTYN K Kamepe Yepes UHTepHeT, e C. 71

1. OTkpoiite 6paysep, ssegute IP-agpec kamepbl 192.168.1.13 B aApecHyio CTPOKY M
HaXkmuTe Knasuwwy Enter, 4ToBbl OTKPbITH CTPAHWLY BXOAA.

2. BeeguTe ums nosb3osatens u naposb (admin/123456 no ymonyaHuio), a 3aTem HaxmuTe
Login.

NPUMEYAHME!

® Mpotokon DHCP skaloueH no ymonuaHuio. Ecan B Baweli cetn ucnonbayetca cepsep DHCP,
Kamepe MOMKeT BbiTb HasHaueH IP-agpec, KOTOPbI HEOBXOAMMO BYAET MCNoNb30BaTL ANA
BXO/1a B CUCTEMY.

Mpu nepsom BXoAe B CUCTEMy MOXeET MOTpe6oBaTbcA YCTaHOBUMTb maaruH. Cneayiite
YKa3saHWAM Ha 3KpaHe [/1A 3aBepleHna yCTaHOBKYW, a 3aTem CHOBa OTKDOﬁTe 6pay3ep, 4TO6bI
BOWTM B CUCTEMY.

Naponb no ymondaHwio npeAHasHayeH TOMbKO ANA Nepeoro Bxoaa B cuctemy. [na
obecneyenna 6e3onacHOCTM M3MeHUTe nNaposib NOCAe MepBOrO  BXOAA B  CUCTemy.

HacroaTenbHo p yetca b naponsb, co i He menee 9
CMMBO/IOB BCeX TPeX KaTeropuii: uudpbl, GyKBbl 1 cneuyanbHble 3HaKK.

® Ec/v naponb 6bin 3MEHEH, UCNONb3yiiTe A1A BXO/A HOBbIN Naposib.




OTKa3 OT OTBETCTBEHHOCTM W NpeaynpeAeHus o mepax

6e3onacHocTn

3anBneHne 06 aBTOPCKMX NpaBax

© 2023, aBTOpCKME NpaBa NpuHagexat komnanuu Zhejiang Uniview Technologies Co., Ltd. Bce npasa
3aWmweHbl.

HuKaKan 4acTb HACTOALLETO PYKOBOACTBA HE MOMKET 6biTh C
unn nepepaHa B Nto6oit dopme MM NOGbIMU CpeacTBaMM Ge3 NpeABapUTENbHOTO MUCbMEHHOTO
cornacusa komnanum Zhejiang Uniview Technologies Co., Ltd (aanee ynomuHaertcs kak «Uniview» uu

«mbI).
Yetpoii B H; PYKOBOACTBE, MOXeET coaepaTb CobCTBeHHOe NporpammHoe
obecneyeHme, nee Bes Halwei KOoMNaHU 1
ee A Tb, PaHATD, b, Tb,

b, 1BaTb, MoOABEPraTb OGPAaTHOMY WHXMHMPUHIY, NMPeAOCTaBNATb B
apenay, nepeaasatb UM Cy61MUEH3MPOBATH BbilEYNOMAHYTOE NPOrpammHoe obecneyenue 8 nto6oi
dpopme u nobbim cnocobom.

MoATBepKACHUE TOPrOBbIX MapPOK

~—~ . AN I
U nv Ul ”G rC ABNAIOTCA TOBAPHBIMM 3HAKaMU WM 3aPErnCTPUPOBAHHbBIMAK

TOBAPHbLIMM 3HaKaMM HaLlel KOMNaHNM.
Bce apyrve TOProBble MapKu, Ha3BaHMA KOMNAHM U HaMMEHOBaHWA NPOAYKTOB, YMOMAHYTbIE B
HACTOAWEM PYKOBOACTBE, ABNAIOTCA COBCTBEHHOCTbIO COOTBETCTBYIOWMX BNAJC/bLES.
0 cob. TBa
Hawa KkomnaHuAa cob/110AaeT NPUMEHMMbIE 3aKOHbI M NPaBma IKCNOPTHOTO KOHTPONA, AeiicTBylowme
BO BCEM Mupe, B TOM uncne B Kutaiickon HapoaHow Pecnybavke u CLUA. Mol Takke cobniogaem
cootBerc npasuna, A Ta n nep o60opyaoBaHMs,
NPOrpaMmHOro obecnedeHna 1 TexHONOrMiA. Mbl MPOCHM BaC CTPOrO COB/IOAATL MEXAYHAPOAHbIE
3KCMIOPTHbIE 3aKOHbI M NIPaBM/A, NPUMEHMMBIE K YCTPOMCTBY, ONUCaHHOMY B HACTOALLLEM PYKOBOACTBE.
o

Hawa Komnawus cO6MK0A@ET COOTBETCTBYIOWME 3aKOHbI O KOHGUAEHLUMANLHOCTU U CTPEMUTCA
3alMWaTh NepCoHabHble AaHHbIe No/b3oBaTesneil. Bbl MOXKETe 03HAKOMUTLCA C MOMHBIM TEKCTOM
Halweil NOANTUKN KOHG ! Ha caiiTe 1 y3HaTb, KaK Mbl 06pabatbiBaem Bawy
NnuHylo  MHbopmauumio. MOMHUTE, YTO  MCMO. M i 0 B A3HHOM
pyKoBOACTBE, npeanonaraet cbop AMYHON UHG TaKoM Kak WL, OTNeYaTkn
NanbLEB, HOMEPHbIE 3HAKW, aapeca 3N1eKTPOHHOM NOUTbI, HOMePa TeNedOHOB U AaHHbIE Fe0/I0KALMM
(GPS). Mpu ucnonb3oBaHMK YCTPOIICTBA COBIOAAINTE MECTHbIE 3aKOHbI M NPaBuAa.
06 sTom pyKkoBoACTBE
® H; B8O 0 ANA HECKONIbKUX MOAENEN YCTPOWCTB, MO3TOMY

boTorpadum, UNNKCTPALMK, ONUCAHNA U T. . MOTYT OTANYATLCA OT GAKTUHECKOTO BHELWHEro BUAA

1AM GYHKUMI KOHKPETHOTO U3aeNna.

® HacroAuee pyKOBOACTBO NPeAHasHAYeHO ANA HECKONbKMX BEPCUI1 NPOrpaMMHOro obecneyerus,
NO3TOMY WUANIOCTPALMM W ONUCAHNA MOTYT OTAIMYATLCA OT PeanbHOro rpaduyeckoro uHTepdeica u
GYHKUMII NPOrPaMMHOTO oGecneyeHus.

® HecmoTpA Ha BCe HalW YCUAMUA, B 3TOM PYKOBOACTBE MOTYT GbiTb TeXHUYECKUe Uau Tunorpadekme
ownbku. Hawa KomNaHua He HeceT OTBETCTBEHHOCTM 3a /0Bble OWMBKM M OCTaBAAeT 3a coBoM
npaso 6e3

® [lo1b30BaTe/IM HECYT MOMHYIO OTBETCTBEHHOCTb 3a ywep6 u ybBbiTKW, BO3HMKWME B pesynbrate
HapyLWeHMil NPaBuA IKCNyaTauum.

® Mol ocragnfem 3a co6oi NpaBo M3MeHATb by ¢ B 3TOM 6e3

TeNbHOrO B cBA3M C 06 Bepcumn i WA HOPMATUBHBIX
TpeboBaHMi1 COOTBETCTBYIOLIMX PEFUOHOB JaHHOE PYKOBOACTBO BYAET NEPUOAMUYECKN U3MEHATLCA.
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OrpaHu4eHNe OTBETCTBEHHOCTH
® YCTPOIACTBO, ONMCaHHOE B JAHHOM PYKOBOACTBE, NPEAOCTaBAALTCA Ha YCNOBUAX «KaKk ecTby». Ecan
370 He TpebyeTca AeNCTBYIOLIMM 3aKOHOAATEIbCTBOM, JAHHOE PYKOBOACTBO NPeHAa3HAaYEHO TONbKO
ANA MHO uenei, a sce y , CBEAAGHMA M PEKOMEHAAUMM NPeACTaBAAIOTCA
3pece 6es 60 ABHLIX WM rapaHTMii B OTHOWEHMM KauecTsa,
COOTBETCTBUA YKAa3aHHBIM LieNAIM, OTCYTCTBUA HAPYLEHW NPaB TPETbUX CTOPOH U BCEro NPOYero.
® B TOi CTeneHW, B KOTOPOW 3TO [OMNYyCKaeTcA AEWCTBYIOWMM 3aKOHOAATENbCTBOM, o06lwas
OTBETCTBEHHOCTb HALWE KOMMaHWK 3a Bce Mol ycTpoiicTea, 0 B HaCToALEM
PYKOBOACTBE, He NPeBbILWAET CYMMY, KOTOPYIO Bbl 3aN/IaTU/M 33 3TO YCTPOMCTBO (33 UCK/IOYEHMEM
Npe/lycMOTPEHHBIX IPUMEHUMbIM 3aKOHOAATE/IbCTBOM C/Iy4aeB, CBA3AHHBIX C TPABMamu).
Monb30BaTeNM HECYT MOMHYIO OTBETCTBEHHOCTb M GepyT Ha cebA BCe PUCKM, CBA3AHHbIE C
NOAK/IOYEHNEM YCTPOIACTBA K MHTEPHETY, BKAIOUan, NOMUMO NPOYEro, PUCKM CETEBbIX aTak, B3NOMA
cucTembl 1 Hawa HACTOATE/IbHO PEKOMEH/YET NONb30BaTENAM
NPUHATL BCe HEOBXOAMMbIE MEPbI A/1A YCUNEHMA 3alUMTbl CETH, YCTPOCTBA, AAHHBIX W INUHOM
vHpOpMaLMK. KOMNaHMA He HeceT OTBETCTBEHHOCTM, CBA3AHHOW C STUMM PUCKAMM, HO C
rOTOBHOCTBIO NPEAOCTABUT HEOBXOAMMYIO NOAACPHKKY ANA obecneyeHns GesonacHocTu.
® B TOi1 CTeneHu, B KOTOPOIA 3TO He 3aMpeLLeHo AeCTBYIOLMM 3aKOHOAATENbCTBOM, Hallia KOMNAHUs,
ee coTpy , nL p v ¢ He HECYT OTBETCTBEHHOCTM 3a
nocneACTBAA UCMONb30BAHMUA M HEBO3MOXHOCTY UCMIONb30BAHMUA NPOAYKTA MM YCAYTH, BKAKOYAA,
MOMMMO MPOYErD, YNYLEHHYIO BbITOAY U NtoBble Apyrie KOMMepYeckue yBbITKM, NOTepIo AaHHBIX,

pacxoabl Ha MOKYMKY 3aMeHAIOLMX TOBApOB UM YCAYT; Ma 7 ywep6, T

nepepbiBbl 8 paboTe, notepto Aen0BOW MHPOPMALWK, 3 Takke ntobble crneunanbHble, NPAmbIe,
KOCBEHHble, Cyyait , N060oYHbIE, Ma c wrpadHble U BCNOMOraTenbHble
Y6bITKM, HE3ABMUCUMO OT UX NMPUYUH U 0P KO p i, 6yap To Hapy
YC/I0BMIt  KOHTpaKTa, np py 3 np Bpeaa (skniodasn
HeBPeXHOCTb 1 NpoYee), a TaKiKe APYTMe NPUYMHBI, HE CBA3AHHBIE C UCMONb30BAHMEM AaHHOTO
NPOAYKTa, AAXKe ecan Halwen 6bi10 o Takoro ywepba (kpome

C/lyyaes, KOraa 3TO MOXET TPeGOBaTLCA NPUMEHNMBIM 3aKOHOAATENLCTBOM B CBA3M C TPAaBMaMM,
CNY43RHBIM UAK AOMONHUTENbHBIM YLep6om).

Cetesan 6e3onacHocTb
NpUHATL Bce MmepbI ana YPOBH#A ceTeBoi#i 6esonacHocTn
BalLero ycTpoicTea.
Huske nepeuncienbl HeO6XoaMMbie Mepbi AnA obecnedeHna ceTeBol 6e30nacHOCTH YCTPOMCTBa.
o naponb noy Ha 6onee #: HaCTOATENbHO PEKOMEHAYETCA N3MEHUTL
Napo/ib N0 yMO/IMAHMIO NOC/IE NEPBOTO BXOAA B CUCTEMY Ha HOBBIN HaAEXKHbIN NapO/ib, COAEPMKALLMI
He MeHee 9 CUMBO/IOB BCEX TPEX KAaTeropuii: Uudpbl, GyKsbl 1 CieumnanbHble 3HaKM.
PerynapHo 06HOBAATE NPOLIMBKY: PEKOMEHIYETCA PErynapHoO 06HOBAATL NPOLIMBKY YCTPOWCTBA
[0 NocneAHel BePCUN ANA NOAAEPKKM HOBBIX GYHKLMIA M NOBbILEHNA YPOBHA GesonacHocTu. fna
noy4YeHnn nocneaHeit BepCMn NPOLIMBKIU NOCETUTE ObULMANbHbIN BEB-CANT HALeH KOMNaHUU UK
0BpaTTeCh K MECTHOMY MPOAABLY.
® [1na noBbIWEHWUA CeTeBOW HUXe
PpeKomeHAaLMAM.
PerynsipHo MeHsiiTe Naponb: MeHATe Napo/ib YCTPOMCTBA Ha PEryNApHON OCHOBE U XpaHuTe ero B
6e30nacHOM MecTe. Y10CTOBEPLTECh, HTO TONbKO aBTOPU30BaHHbIN N0Nb30BATE/b MOMKET NONYYUTL
AOCTYN K YCTPOACTBY.
Bkntounte HTTPS/SSL: ucnonbayitte SSL-cepTudukat ana wudposanus HTTP-coobuieHuit u
oBecneyeHns 3aWmTbl AaHHBIX.
[ IP- paspelumnTe AOCTYN TONbKO C yKa3aHHbIX IP-aapecos.
® Ve i uncno NOPTOB: HACTPOIITE MapwWpyTU3aTOp MM
BpaHamaysp Takum o6pasom, 4Tobbl OTKPbLIBATL MUHMMANbHbINA Habop NOpToB AnA rnobanbHOI
CEeTU U COXPaHATb TONLKO HEOBXOAMMbIE COMOCTaBAEeHWA NOpToB. HWKOrAa He KoHGUrypupyite
YCTPOICTBO B KayecTse xocta DMZ 1 He HacTpauBaiiTe NonHbIA KoHyc NAT.
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e 0 by BX0Aa U Napons: ec/ K Balemy KOMnbloTepy

MMEIOT [OCTYN HECKO/bKO MO0/b30BaTe/Nel, PEKOMEHAYETCA OTKIOUUTL 3T GYHKUMM, YTOBbI

Npe/0TBPATUTL HECAHKLIMOHUPOBAHHBI AOCTYN.

WMa nonb3oBaTens u Napob AO0/MKHDI GbITb YHUKALHBIMM: He WCTIONb3YiiTe MMA NO/Ib30BaTENA U

naponib Baweil counanbHoil ceTm, 6aHKa, yYETHOM 3annCK 3NEKTPOHHOI MOYTLI U T. 4. B KayecTse

MMEHW NONb30BaTeNs W NAPO/A ANA BALIEro YCTPOIACTBa. B cayyae yTeukn uHdopmaumun s sawei

COUMANbHON CeTy, GaHKa UM 3NEKTPOHHOIA NOYTLI Balle YCTPOICTBO OKAXETCA NOA YrPO30ii.

® Orp: npasa W: ecnM K Bawei cucTemMe WMEKT JOCTYN  HECKONbKO
nonb3osaTeneil, peKOMeHAyeTCA NPeAoCTaBUTL KaA0MY NO/b30BATE/NHO TONbKO Te NPaBa, KoTopble
ABNAKOTCA HEOBXOAUMBIMU.

® Otknoumnte UPNP: koraa dyHKkuma UPnP BK/OYEHA, MapLlipyTU3aTop aBTOMATUYECKM conocTaBnaeT

BHYTPEHHME NMOPTHI, @ CUCTEMa aBTOMATUYECKM NEpeHanpasAAeT AaHHbIe NOPTOB, 4TO NPUBOANT K

PUCKY YTeUKM AaHHbIX. Takum 06pasom, pekomeHayeTca OTKAuYUTe UPNP, ecin pexum

conocTaBnenus noptos HTTP 1 TCP 6bin BKNKOYEH BPY4HYIO HAa MapLupyTU3aTope.

MHOroaApecHbI: MHOTOAAPECHbI PEXMM NPejHasHayeH ANA Nepesaun BUAEO Ha HECKONbKO

YCTpOiAcT8. ECAM BbI HE WCMO/b3yETe 3TOT PEXMM, PEKOMEHAYETCA OTK/IOYMTb MHOTOaAPECHYIO

nepesavy 8 cBoeii ceTu.

o 1| perynsipHo iTe kyp BALLEro yCTPOICTBa, YTOBbI OBHAPYKUTL
HECaHKLMOHMPOBAHHBI AOCTYN /M NOAO3PUTE/IbHBIE ONepaLyn.

() ite cetb ceTu BUAEOHaBII0AEHUA OT APYrX CEPBUCHBIX

ceTeli NOMOraeT NPeAOTBPATUTL HECAHKUMOHMPOBAHHBIA [AOCTYN K YCTPOWCTBAM  CUCTEMbI

6e30MacHOCTU U3 APYTUX ceTeil.

®u3nyeckan 3aWMTa: XpaHUTE YCTPOMCTBO B 3aKPLITOM MOMEWEHUM WM wKady, 4TOGbI

Npe/j0TBPaTUT HECAHKLIMOHMPOBAHHBIN GU3NUECKNit AOCTYN.

® SNMP: otknounte SNMP, ecnm Bbl He ucnonb3yeTte 3TOT Npotokon. Ecam Bbl ucnonbsyete ero,
pekomeHayeTca BbibpaTb Bepcuio SNMPv3.

Moppo6Hee

Bbl TaKKe MOXeTe MONY4UTb [AONONHUTENbHYIO WHdOpMaLmMio o 6esonacHocT B LleHtpe

pearMpoBaHua Ha yrpo3bl 6@30MNacHOCTH Ha Hawwem opuLManbHOM caiiTe.

n, 0 mepax

YCTPOWCTBO [O/KHO YCTAaHAB/MBATLCA M OBC/YMKMBATLCA KBAAMGUUMPOBAHHBIM CMELMANMCTOM C
HeoBX0AMMbIMM 3HaHWAMM B 061aCTH cucTem Be3onacHocTh. YTobbl 3bexaTb Tpasm u/uan notepn
MIMYLLECTBA, NEPes] Ha4aNoM UCMO/b30BAHNA YCTPONCTBA BHMMATE/IbHO NPOYNTANTE 3TO PYKOBOACTBO

v ybeauTecs, 4To BCe Np! Tpe6osaHua cob.
e
® XpaHuTe U uc iiTe yCTPOICTBO B i cpege, KoTopas oTBevaeT BCEM HeobXoaUMbIM
T BK/IOYAA, PaTyPy, BAAKHOCTb, YPOBHM 3aMbINIEHHOCTH, KOHUEHTPALMM AKX

ra308, 31EKTPOMArHUTHOTO M3lyYEHUE U T. .

Y6eauTech, YTO YCTPOIMCTBO HAAEKHO YCTAHOB/IEHO M Pa3MELLEHO Ha NIOCKON NOBEPXHOCTH, 4TO6bI

npeAoTBPaTUTL €10 NajeHue.

ECcnn He yKa3aHo MHOe, He YCTaHaBMBaiiTe yCTPOIACTBa APYT Ha Apyre.

OBecneybTe XopOWYK BEHTUAALMIO B paBoyeil cpese. He 3aKkpbiBaiiTe BEHTUAALMOHHbIE OTBEPCTUA

ycTpoiicTa. OcTaBbTe JOCTaTOHHO CBOBOAHOTO MECTa AN BEHTUAALMA.

® He iTe Bo3aeNCTBusA Ha ] N0BbIX KUAKOCTE.

Y6eauTech, YTO WUCTOUHUK MUTaHMA OBecneuMBaeT CTabu/bHOE HaNpAKeHWe, COOTBETCTBylOWEE

Tpe6oBaHMAM K MUTAHMIO YCTPOWCTBA. YBeauTech, YTO BLIXOAHAA MOWHOCTb G10Ka MUTaHWA

06LLyI0 MaKcl MOLLHOCTb BCEX YCTPOICTB.

Y6eauntech, uToO Vi i Hag, 06pasom nepes, MoAKIIOYEHUEM €ro K

MCTOUHMKY MUTaHMA.

® He ypansitte nnomby c Koprnyca yctpoictea 6e3 npeaBapuUTeNbHON KOHCYNbTaLWMM C HAWUMMKU
cneumnanuctamu. He nbiTaiiTecb CamMOCTOATENbHO MPOBOAWTL TeXHUUYECKoe O6Cay)MBaHMe




YCTpoicTBa. [nA  BbINOAHEHWA  Texobc. b K HHOMY
cneynanucty.

Mepen nepemeleHMem yCTPOIICTBA BCeraa OTK/IOHANATE ero OT UCTOUHMKA NUTaHUA.

Nepea Mcnonb3oBaHNeM yCTPOiCTBa Ha OTKPLITOM BO3AyXe NMPUMMTE COOTBETCTBYlOWME Mepbl Mo
ero repmeTMsaumm.

Tpe6oBaHUA K NUTAHUIO

YCTaHaB/MBaTh W UCMO/Ib30BATL YCTPOICTBO HEOBXOANMO B CTPOTOM COOTBETCTBMM C MECTHBIMM
npasunamu TexHUKN GesonacHoCTy.

B KavectBe ajantepa ucnonbyite UL-CepTUGMUMPOBAHHBIA WMCTOYHMK MUTaHWA, KOTOPbIM
cooTeeTcTeyeT Tpe6oBaHUAM LPS (MCTOYHWK NUTAHUA OrpaHUYEHHOM MOLLHOCTH).

Ucnonb3yiite pekoMeHayemblii WHYP NUTaHNA 8 COO cy Xapak

McnonbayiiTe TONbKO NpUAaraeMblii K Bawemy yCTPOACTBY afantep NUTaHus.

Ucnonb3yiite poseTky C 3aWMTHBIM 3a3eMIEHNEM.

ycTpoiicTeo 06pPa3soM, EC/M OHO OIKHO GbiTb 3a3eMAIEHO.
EC no /: HUTHOW
[NaHHoe usgenue cootsetcTeyeT TpeboBaHuam [upektussbl EC 2014/35/EU no
( € HU3KOBO/LTHOMY ~OBopysosaHMio M [upektebl EC  2014/30/EU  no
3NEKTPOMATHUTHOI COBMECTUMOCTH.
Aunpexktnsa WEEE 2012/19/EU no y 0oTX0A08 P KOro n
o6opyaosaHua
W3genve, onucaHHoe B HACTOALIEM PYKOBOACTBE, OTBEYAET NONOKEHUAM
E AvpekTnebl EC N0 yTMAM3AaUMM OTXOA0B 3NEKTPUYECKOTO U INEKTPOHHOTO
s obopyposanua (WEEE) u pomkHO v TbCA COOTBETC
obpaszom.
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