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TpeboBaHMA K BOAOHENPOHULLAEMOCTH

Heobxoanmo obecneuynTb BOAOHENPOHWULAEMOCTb Kabenei B COOTBETCTBUMMU CO
cneayoLWMMN UHCTPYKUMAMKU. OTBETCTBEHHOCTb 33 NOBPEXAEHME YCTPOIMCTBA U3-3a
nonagaHus BoAbl MO MNPUYMHE HeHag/exawux mep no obecneyeHuto
BOAOHENPOHULAEMOCTU NOSHOCTLIO JIOXKUTCA Ha NONb30BaTeNA.

I_: NPUMEYAHUE!
™ e Mepepn Hayanom paboTbl NoakNlouMTE BCe HeobXOaNMbIE Kabenu n obpexbTe
MefiHble NPOBOAA ANA HEUCNO/b3yeMbIX Kabenen.
® lcnonb3yiiTe BOAOCTOMKYIO KNeWKylo NeHTy (nocTaBasercs C HEKOTOPbIMU
NpoAyKTaMm) AnA 3aWwmTbl Kabenei.
® lcnonb3yiiTe NPUHAANEXHOCTU ANA  [MAPOU3OAALMM, YTOBbI 3aLMUTUTL
ceTeBOW Kabenb. BbINONHUTE OTAENbHYIO TMAPOU3ONALMIO Kabena nuTaHus,
€CNM OH He UCnonb3yeTca. BbINOAHATL rugpousonaumio Buaeokabena He
TpebyeTcs.

1. Wcnonb3yiTe M30NALMOHHYIO NEHTY (HE BXOAWUT B KOMMAEKT MOCTAaBKM) AnA
COEAMHUTENIbHOM YacTK KaxAoro Kabena.

CoepuuTensHan
wacTb

2. BbINONHUTE FTMAPOU30NALMIO Kabenew C MOMOLLbIO BOJOCTOMKOM KNEMKOMN NEHTDI.
(1) MoNHOCTbIO PacTAHUTE BOAOHENPOHULLAEMYIO NEHTY HA 06OMX KOHLAX.
(2) NMnoTHO 06MOTalTe COEAMHUTENBHYIO YacTb U KOHLbI Kabenei BOAOCTOMKOMN
NeHTOW. Bo Bpema 3TOro npouecca /NEHTa AOMKHA 6biTb NOMHOCTbIO

pacTaHyTa.
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3aTAHUTE NIEeHTY Ha 060ux KOHUAxX Ans npeaoTBpalleHns yTe4kn Boabl.



3arAnyTe, atAmyTe, SamanyTe
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&> Bopocroiikan nenta

3amoTaiiTe HENCNOb3yeMble KaBen BMECTe B OAUH MYNOK

3. MocneposatenbHO  YCTaHOBUTE — MOCTaBASiEMble  MPUHAANENKHOCTM  ANns
TMAPOU30NALMM HA CETEBOW Kabenb.

NPEAYNPEXAEHUE!

CHayana HeobXOAMMO YCTAaHOBWTb PE3MHOBOE KOJbLO Ha WHTepdeic ceTeBoro
Kabens.

4. Ecau y Kamepbl MmeeTcA Kabenb MNOCTOAHHOTO TOKa, KOTOpbIA He 6yaer
MCNO/Ib30BaTbCA, BCTABbTE B UHTEPdEIAC 3ar/TyLLUKY.

MHTepeiic nocTosHHoro Toka

R

3arywka
5. Heob6szaTenbHbiit war. Mocne obecneveHns ruapon3onaLmMm nomectute kabenm

B BOJAOHENPOHULIAEMYIO pacnpefenvTesibHyto  Kopobky (npuobpeTaeTca
OTAEeNbHO).

2\ NPEAYNPEXAEHUE!

® KabenbHblit pasbem He A0/IKEH OCTaBaTbCA He3alMLLeHHbIM. He gonyckaiiTe
BO34ENCTBUA BOAbI.

® CobepwTe U 3aKpenuTe yCTPOICTBO NOC/E AEMOHTaka.

® [lomecTuTe aAanTep NUTAHUA B pacnpeaenTesibHylo KOPOBKy.




1 YnakoBOYHbIN N

B cnyyae NOBPEXAEHMA YNaKOBKM U OBHapyXeHWa Hejoctaun obpatutech K
MeCTHOMY Aunepy. KomniekTauma 3aBUCUT OT MOAE/N YCTPOIACTBa.

Ne HaumeHoBaHue Kon-Bo EpuHuua
Kamepa 1 .
PykoBoacTtBO 1 Komnnekr
nosnb3osaTtens
Komnnekr 1 Komnnekr
npuHagnexkHocTein

MHCprKLI,MM TEXHUKE 0DE30MaCcHOCTH

MOHTaX WM LEMOHTaX YCTPOICTBA M €0 KOMMIEKTYIOLLMX LO/IKHBI BbIMONHATHCA
KBaNMGUUMPOBAHHBIM  nepcoHanom. [lepes  yCTaHOBKOWM W 3KcryaTauueit
YCTPOWCTBa HEObXOAMMO O3HAKOMMUTBCA CO BCEMMW MNPUBEAEHHBIMU  HUXKE
MHCTPYKLMAMM MO TEXHUKE 6E30MacHOCTU.

2.1 Mepbl NpeaoCTOPOKHOCTHU

McnonbsyiiTe agantep nuTaHMA WAM  ycTpoiicTBo POE, cooTBeTCTBYIOWMIA
Tpe6oBaHMAM. B NPOTUBHOM CNy4yae YCTPOMCTBO MOMKET BbiTb NOBPEXKAEHO.
By/AbTe OCTOPOXHbI, YTOGbI He 3anaykaTb M He nouapanaTb KPbILWKY Kynona,
NOTOMY YTO 3TO MOMET CHU3UTb KayecTBO W306paxeHwa. He cHumaiite
3aLUMTHYIO MIEHKY C KPbILIKK KYNosa 0 3aBepLUIeHUsA YCTaHOBKMU.

Ybeautecb, 4To Kabenb mexay 6/0KOM MUTAHUA U KamMepol He CAWLLKOM
ONMHHBIN.  Ype3mMepHO AJ/IMHHbIA  Kabenb MOMeT NPUBECTM K NaAeHuio
HanpseHWa Kamepbl 1 K cboam B ee pabote. Ecam TpebyeTca yanuHUTL Kabenb
NUTaHWA, YAAUHWTE Kabenb mexay 6710KoM NUTaHUA U CETbIO.

He crubaiite Kabenn Bo BpemMsa YCTAHOBKM, T. K. M/IOXOW KabesnbHbIli KOHTaKT
MOXXET NPUBECTU K HEMCMPABHOCTK.

MpV NOAKNIOYEHUM K BHEWHEMY WHTepdeiCcy MCMonb3yiTe UMetoLLyocs
Knemmy u ybeauTecb, UTO KabenbHbl HAaKOHEYHUK (3alénKa WUAM 3aXnm)
“cnpaseH M NAOTHO 3aKkpenneH. Cneaute, 4Tobbl BO Bpems MOHTaxa Kabenb He
HaTATMBANCA M MMEN COOTBETCTBYIOLIMIA 3anac A/MHbI BO U3bexaHne naoxoro
KOHTaKTa nopTa unu ocnabneHns KoHTaKTa BCAeAcTBUeE yAapa Uan Bubpauuu.
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® Bo Bpems TPAHCMOPTUPOBKU HEOBXOAMMO YAENATb 0coboe BHUMAHWe 3alyuTe
NPO3payHOi KPbIWKMK KYNona oT TpeHus, LuapanuH, NaTeH u T. 4. He cHumaiite
3alWMTHYIO NMJEHKY C KPbIWKW Kynosia A0 3aBeplieHUA MOHTaxa. CHumuTe
3aLLUMTHYIO NAEHKY Nepes, BKIYeHUeM yCTPOMCTBa.

® VY6eautecb, YTO MOTONOK AOCTAaTOMHO HAAEXKHbIM, UTOGbI BblAEpPKaTb Bec
Kamepbl. ECM BO Bpems YCTaHOBKM BO3MOMKHO MoOMafaHue Mbiau, CHAMUTE
KPbIWKY Kynona u ybepute ee B YMCTOE MECTO. YCTAHOBMTE KPbILWKY Kynosia
NOC/E YCTAaHOBKM OCHOBAHMA.

® (CBAaXWUTECb CO  CMeuManucTamum  Ana  NoaydeHus  MHbopmauuu o
TexobcnyKmBaHun. He nbiTaiiTech pa3obpaTb YCTPOMCTBO CaMOCTOATENbHO.
KomnaHua He HeceT OTBETCTBEHHOCTM 33 HEWUCNPaBHOCTH, BO3HUKWKE B
pesynbTaTe  HECAaHKLMOHWPOBAHHOMO  PEMOHTA UAN  TEXHUYECKOoro
06cnyKUBaHUA.

2.2 TexHuyecKoe obCayKMBaHUE

® [pyM HaAUuMKM NbIAW Ha NepefHei CTeKNAHHOM MOBEPXHOCTU OCTOPOXKHO
YAANUTE ee, UCNONb3yA 0BE3KUPEHHYIO KUCTb MM PE3UHOBBINM acnupaTop.

® [1py HAAMYUK XKUPHBIX NATEH UM NbIAU Ha NEepeHel CTeKNAHHOW NOBEPXHOCTH
OCTOPOXHO OYUCTUTE MOBEPXHOCTb CTEK/Ma OT LEHTPa K Kpasm, MCMonb3ys
AHTUCTAaTUYECKUE NepyaTKu i Oée3)KVIpeHHyIO TKaHb. Ecnun XUPHOE NATHO Unun
MbiNb YAANWTb He YAAeTcA, MCMONb3yiiTe aHTUCTaTUYeCcKUe NepyaTKu WAu
06€e3)KMPEHHYI0 TKaHb, CMOYEHHble MOIOWMM CPeACTBOM, U OCTOPOXKHO
OYUCTUTE NOBEPXHOCTb CTEKNA 0 UX MOSHOTO yAANEHUA.

® [lpy OYMCTKE MNOBEPXHOCTU MPO3PAYHOW KPbILWKM Kynona He MCnonbsyiite
opraHU4YecKne pacTBOPUTENM, Takue Kak 6eH30/1 1 cnupT.

3.1 Pasmepol

Ha pucyHKe HWXKe noKasaHbl pa3mepbl YCTPOWCTBA. BHeWwHMWit BuA MoKeT
OT/NINYATLCA B 3aBUCHMOCTU OT MOAE/IN KaMepbl.



>
>

110mm
(4.3")

3.2 MoaKknoyeHne Kabenei

BHewWwHWI1 BUA M OTBETBUTE/bHbIA Kabenb MOryT OT/AMYaTbCA B 3aBUCMMOCTM OT
MOAeNn Kamepbl.

J’ ' @ IP-ceTb
Apantep Ayavosxon

AyanoBbIXo,
nuTaHnAa vA A (3yKocHUmaTens)
(AnHammK)

W OBPATUTE BHUMAHMUE!
]

TexXHWYeCKMe XapaKTePUCTUKM CM. B OGHOBNIEHHOM NacnopTe Ussfenus.

4 MoHTaX Kamepbl

4.1 YctaHoBKa KapTbl Micro SD (gononHuTenbHo)

B kamepax, noaaepxusatoLLmx KapTbl micro SD, KapTy micro SD MOXHO BCTaBUTb,
OTKPbIB HUMKHIOIO KpPbILWKY Kamepbl. He nogkatovaiite kapTy micro SD cpasy nocne
BCTaBKMW. B NpoTUBHOM C/ly4ae Kamepa uam KapTa micro SD MoryT 6bITb NOBPEXAEHbI.



Micro SD gw

e
THe3zo ana Kame@-
4
z

4.2 MOHTaX Ha NOTOJIKe

KaMepa MOXKET KPenuTbCA KaK Ha CTEHE, TaK U Ha NOTO/IKe. MOHTaXKHble KpenneHua
npuobpeTatoTca oTAeNbHO. HUKe NoKasaH Npumep MOHTaXa Ha notoske. NMopagok
MOHTaa Ha CTeHE MOXOX Ha NOPAAOK MOHTaXa Ha MOTOJIKE U MO3TOMY 34€eCb He
paccmaTpuBaeTtcs.

1. Onpegenute NOMOMKEHUA OTBEPCTUIA HA MOTO/NIKE, NPOCBEPAUTE OTBEPCTUA, a
3aTeMm BCTaBbTe B HWX NJ1aCTMAccoBble A6enu ANR caMOoHapesatoLLmMxX BUHTOB.

@ MNpukneiite WabnoH ANA CBEPAEHUA OTBEPCTUN N
nposeauTe Kabenu yepes orBepcTue. Ucnonbsys
cBepno AnameTpom 6—6,5 mm, npocsepanTe oTBepCTUA
ry6uHO1 30 MM B TOYKaX, OTMEYEHHbIX Ha LaboHe.

@ 3abeiiTe B Hanpas/AOLWME OTBEPCTUSA NNACTMACCOBblE
Arobenu n ybegutech B NIOTHOCTU UX MOCAAKM.

2. MNoakntounTe Bce Kabenu W 3aKkpenuTe Kamepy Ha MOTONKE C MOMOLLbIO
CaMOHapes3akwWwmx BUHTOB.

3. Otperynupyiite HanpasaeHue HabnoaeHUs.

(1) OcnabbTe BUHTbI, 0603HaueHHble uMdpon @ Ha pucyHKe HuKe. MNosepHyB
06BbEKTUB B BEPTUKANbHOW NJIOCKOCTU, CHOBA 3aTAHUTE BUHTHI.

(2) BcraBbTe TOPLEBOI KAIOY B WKL, BUHTA, @ 3aTEM MOBEPHUTE KAIOY, YTO6bI
oTperynnposatb O6beKTUB, Kak nokasaHo uubpor @ Ha cnegytowem
pUCYHKe. ByabTe OCTOPOXKHbI Npu peryavposke obbektmea (0-360°).
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MoBOPOT 06BLEKTMBA C YPE3MEPHbIM YCUIMEM MOMKET MPUBECTU K ero
noBpexKAeHUto.

Tun A

@ OBPATUTE BHUMAHMUE!
™1 @ He pgonyckaiite nonagaHma NblAM Ha NPO3PayHYIO KPLILKY Kynoaa BO Bpems
YCTaHOBKM.
® Y6eanTech, YTO BUHTbI KPbILLKM Kynoa 3aTAHYTbI.

MpeablAyLMA NPOLLECC YCTAHOBKM ONMUCBIBAET CKPbITHIA MOHTaX, MPU BbINOHEHUU

KOTOPOro B MOTONKE CBEPNATCA OTBEPCTMA WM NpOKNaAbiBatoTca Kabenu. Mpu

HapY)XHOW YyCTaHOBKE Kabenn He CKPbIBAOTCA B CTEHE, a BbIBOAATCA uepes

oTBepcTue c60Ky pacnpesenuTenbHoi KopobKu, KoTopas NPMobpeTaeTca OTAENbHO.
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Ha ware 4 yctaHoBUTE CHayana pacnpeaenuTesnbHyo KOpobKy, a 3aTem NoaKAUUTe
BCe Kabesn 1 3aKpenuTe Kamepy Ha NOTOJIKE.

BuHTOBan npobka
KabenbHbiit BbIBOA,

=——== Pacnpepe/vtenbHas
Kopobka

Kamepa

Kpbiwka kynona

= OBPATUTE BHUMAHMUE!

Mocne noacoeavHeHWA W rMApousONAuMM Kabeneit cobepute UX B KIyT
BbINOJIHWATE PAa3BOAKY B pacnpesenuTenbHoit Kopobke.

[inA BBOAA YCTPOWMCTBA B 9KCMNyaTaLMIO NOCAE ero YCTaHOBKW MOAKIIOYUTE OAWH
KoHel, 6710Ka NUTaHuA (NprobpeTaeTca OTAENbHO) K UCTOYHUKY NWUTaHMUA, a 3aTem
Lpyrovi KoHew, — K MHTepdeiicy NUTaHMA yCTPOMCTBa.

6 [ocTtyn K Kamepe

1. Otkpoiite Be6-6paysep, BBeaUTE B afpecHOW CTpoKe IP-agpec ycTpoWcTsa, a
3aTem HaxkmuTe Enter. IP-agpec no ymonuanuio: 192.168.1.13.

2. B pananoroBom OKHe BxoAa BBEAMUTE MMA NOIb30BaTENA U NAPO/Ib MO YMONYAHUIO
(admin/123456), a 3aTem HaxxmuTe Login.




&4

NPUMEYAHMUE!

MNpotokon DHCP Bk/AlOY4eH no ymonyawuio. Eciv B Bawen cetn
ucnonbsyetcs cepsep DHCP, kamepe moxeT 6biTb HasHaueH |P-appec,
KOTOpPbI Heobxoanmo byaeT NCNoNb30BaTh A48 BXOAA B CUCTEMY.

Mpv NnepBOM BXOAE B CUCTEMY MOMKET NOTPE6OBATLCA YCTAaHOBUTL NAATMH.
Cnepyiite yKasaHUMAM Ha 3KpaHe ANA 3aBEpLUEHWA YCTAHOBKM, a 3aTem
CHOBa OTKpoWiTe 6pay3ep, YTobbl BOMTU B cUCTEMY.

Maponb No ymonuyaHuio npeAHasHayeH TONbKO ANA MepBOro BXoAa B
cuctemy. [na obecneyeHna 6e30MacHOCTM WM3MEHUTEe naposnb nocne
nepBoro BXoja B cucTemy. HacToAaTeNbHO peKkomeHayeTca npuaymaTb
HafeXHbI Naposib, coAepalmii He MeHee 9 CMMBONOB BCeEX Tpex
KaTeropmit: undpbl, BYKBbI U CneuyanbHble 3HaKK.

Ecnv naponb 6bin U3MEHeH, UCMONb3yITe AN BXOAA HOBbIW Naponb.




OTKa3 OT OTBETCTBEHHOCTU U npeaynpexaeHua o mepax 6e3onacHo

3anBneHne 06 aBTOPCKMX NpaBax

© 2023, aBTOpCKME MpaBa NpuHagnexaT komnaHum Zhejiang Uniview Technologies Co., Ltd. Bce
npasa 3alymLeHsl.

HMKaKan 4acTb HACTOALEro PYKOBOACTBA HE MOXET 6biTb CKOMMPOBaHa, BOCMPOU3BEAEHa,
nepeseAeHa UK nepesaxa B ntoboit opme nam NtobbiMU cpeacTBamu 63 NpeasapuUTeNbHOMO
nucbMeHHoro cornacua komnanum Zhejiang Uniview Technologies Co., Ltd (aanee ynomuHaetcs
Kak «Uniview» uan «mbi»).

YCTPOICTBO, OMWCaHHOE B HACTOALLEM PYKOBOACTBE, MOMET CoAepsaTb cobcTBeHHoe
nporpammHoe obecneyeHue, npUHaL Ly KOMNaHUM U ee /uueH3napam. bes
paspelleHuns Hallei KOMNaHWUK U ee INLEH3MAPOB 3aNpPeLLAETCA KONMMPOBATb, PACNPOCTPaHATb,
MOANPULMPOBATL,  MPUCBaMBaTh, AEKOMMWAMPOBaTb, paclundpoBbIBaTb, NOABEPraTb
06pPaTHOMY WHKWUHWUPUHTY, NPEefOCTaBATL B apeHay, nepefasatb WAWM CyGAULEH3MPOBaTL
BblLIEYNOMAHYTOE NporpammHoe obecneyeHne B to6oit popme 1 NtobbIm cnocobom.

MoaTeepAeHNE TOProBbIX MapoK

—_—~
U nV ABNAIOTCA TOBAPHLIMM 3HaKaMU UM 3aPErMCTPUPOBAHHbI
MW TOBAPHbIMK 3HAKamMun HaLLleﬁ KOMMaHUW.
Bce Apyrve TOprosble MapKW, Ha3BaHWA KOMMaHWI M HaUMEHOBAHWA MPO/AYKTOB,
YNOMAHYTbIE B HACTOALLEM PYKOBOACTBE, ABNAIOTCA COBCTBEHHOCTLIO COOTBETCTBYIOLMX
BNAAENbLEB.
3anABneHune o cobnl0AeHUE IKCNOPTHOTO 3aKOHOAATENbCTBA
Hawa KomnaHua cobatogaeT NPUMEHUMbIE 3aKOHbI 1 NPaBK/ia SKCMOPTHOTO KOHTPONSA,
AeiicTByloLLME BO BCEM MUPe, B TOM Yncne B Kutaiickoit HapoaHow Pecny6auke u CLUA.
Ml TaksKe cobntofaem COOTBETCTBYHOLLME NPABUAA, KaCaloLLMeCA SKCNOpTa, PesKenopTa
1 nepepaun 060pyaoBaHUsA, NPOrPaMMHOrO 06ecneyeHns 1 TeXHONOTMA. Mbl npocm
Bac CTPoro cobto4aTb MeXAyHapOoAHbIE SKCMOPTHbIE 3aKOHbI M NPaBUAA, MPUMEHVUMble
K YCTPOMCTBY, ONMCAHHOMY B HAaCTOALLEM PYKOBOACTBE.
YBeaomneHune o KOHGUAEHUMANLHOCTN
Hawa KomnaHuA cob/t0AaeT COOTBETCTBYIOLME 3aKOHbI O KOHOWUAEHLMANBHOCTU K
CTPeMWTCA  3aliMWATL  NEepCcOHasbHble JaHHble nosb3oBaTeneid. Bbl  moxeTe
03HAKOMWTBCA C MOMHBIM TEKCTOM HalLei MOAUTUKU KOHGUAEHLMANbHOCTU Ha caifTe
KOMMNaHUW U y3HaTb, KaK Mbl 06pabaTbiBaem Bally IM4HYI0 MHbOPMaLMIO. TOMHUTE, 4TO
MCMNO/b30BaHME YCTPOICTBA, ONMUCAHHOMO B AAHHOM PYKOBOACTBE, Npeanonaraet cbop
IMYHOM MHPOPMALIMK, TAaKOM KaK M306paXkeHna NnL, OTMEYaTKM NanbLes, HOMepHble
3HaKW, aZpeca 3/1eKTPOHHOMN MOYTbI, HOMepa TeslepOHOB 1 AaHHble reosokauuu (GPS).
Mpwv Mcnonb3oBaHWMM yCTpoiicTBa cobatofaliTe MecTHbIe 3aKOHbI U Npasuna.
06 3TOM pyKOBOACTBE

® HacTosuiee pyKOBOACTBO NpeAHA3HAYEHO A/1A HECKONbKUX MOAENEN YCTPOMCTB, NO3TOMY

doTtorpaduun, uanlCTpaLmMM, OMUCAHUA U T. A. MOTYT OTAMYATLCA OT (aKTUYECKoro
BHeLWHero suaa nau ¢yHKLIMI>‘1 KOHKpeTHOro usgenua.
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® Hacrosilllee PYKOBOACTBO MpPeAHAa3sHAYeHO [NA HECKONbKUX BEepcUil MporpammHoro
obecneyeHuns, MO3TOMY MANKOCTPALMM M OMUCAHWA MOTYT OT/IMYATLCA OT pPeanbHoOro
rpaduyeckoro uHTepdeiica n GyHKLMIN NporpammHoro obecneyeHus.
©® HecmoTpA Ha BCe HallM YCWAMA, B 3TOM PYKOBOACTBE MOTYT 6biTb TEXHWYECKME WU
Tunorpadckme ownbKM. Halla KomMnaHUA He HeceT OTBETCTBEHHOCTY 3a Ntobble oWNBKK U
ocTas/ifeT 3a coboll NpaBo U3MEHATb PYKOBOACTBO 6e3 NpeaBapuTe/IbHOTO YBeAOMIEHUS.
Monb3oBaTenM HecyT MOJIHYIO OTBETCTBEHHOCTb 3a yulepb W y6bITKM, BO3HMKLIME B
pesy/nbTaTe HapyLWeHW NPaBMA SKCMyaTaumm.
Mbi ocTaB/ifiem 3a coboii NpaBo M3MeHATb Nto6YIo MHPOPMaLMIO B 3TOM pyKoBoacTBe He3
npefBapuTe/IbHOTO YBEAOM/IEHUA. B cBA3M C OBGHOBNEHMEM BepcuM YCTPOWCTBA WU
HOPMaTMBHbIX TpebOBaHWA COOTBETCTBYIOWMX PErMOHOB [aHHOe PyKoBOACTBO OyaeT
NepUOANYECKM U3MEHATLCA.
OrpaHuyeHue OTBETCTBEHHOCTU
® YCTpOIACTBO, OMMCAHHOE B A@aHHOM PYKOBOACTBE, MPEAOCTaB/AETCA Ha YC/0BMAX «KaK
ectb». Ecnn 370 He TpebyeTca AeiCTBYIOLIMM 3aKOHOAATENbCTBOM, JaHHOE PYKOBOACTBO
npefHa3sHayeHo TONbKO A1A MHGOPMALMOHHbIX LieNield, a Bce yTBEPXKAEHUA, CBeAeHUA U
peKomeHJauMN NpecTaBNAOTCA 3[ecb 6e3 KakMX-NMBo ABHbIX WAKU MOAPasymeBaembix
rapaHTMii B OTHOLIEHMM KayecTBa, COOTBETCTBMA YKa3aHHbIM LENAM, OTCYTCTBUA
HapyLeHWit NpaB TPETbUX CTOPOH 1 BCEro NMpoyero.
® B TOI1 CTeneHu, B KOTOPOI 3TO JOMycKaeTcA AeiCTBYIOWMM 3aKOHOAATENbCTBOM, 06Lan
OTBETCTBEHHOCTb Halleil KOMNaHWKM 3a Bce MOBPEXAEHUA YCTPOICTBA, OMUCAHHOTO B
HaCTOALLEM PYKOBOACTBE, He MpeBbilaeT CYMMy, KOTOPylO Bbl 3aniaTuiu 3a 370
YCTPOMCTBO (33 WCKNIOYEHWEM MPeAYCMOTPEHHbIX MPUMEHUMbIM 3aKOHOAATENbCTBOM
C/lyyaes, CBA3aHHbIX C TPaBMamu).
Monb3oBaTenn HecyT NOJIHYIO OTBETCTBEHHOCTb U GepyT Ha cebs BCe PUCKM, CBA3AHHbIE C
NOAKNIOUYEHUEM YCTPOICTBA K MIHTEPHETY, BK/IO4aA, NOMUMO NPOYEro, PUCKM CeTeBbIX aTak,
B3/10Ma CUCTEMbI U 3apa*XeHUA BUpycamu. Hawa KomnaHuAa HacToATeNbHO pekomeHayeT
noNb30BaTe/IAM NPUHATL BCe HeOﬁXO,D,VIMbIe Mepbl  ANA  YyCUNEeHWUA 3aluTbl CeTH,
YCTPOICTBA, Aa@HHbIX U NIMYHON MHbOPMauLMK. KOMNaHUA He HeceT OTBETCTBEHHOCTH,
CBA3AHHOW C 3TUMM PUCKaMM, HO C TOTOBHOCTbIO MPEAOCTaBUT HEOBXOANMYIO NOALEPHKY
Ana obecneyeHns 6esonacHoCTU.
® B TOi1 cTeneHu, B KOTOPOW 3TO He 3anpeLleHo AeNCTBYIOWMM 3aKOHOAaTeIbCTBOM, Halla
KOMMNaHWA, ee COTPYAHUKW, JIMLEH3Napbl, AOYEPHWE KOMMaHUM U Quananbl He HecyT
OTBETCTBEHHOCTM 3a MOCNAEACTBUA UCMO/Ib30BaHUA UM HEBO3MOXXHOCTU MCMO/b30BaHMUA
NPOAYKTa UAM YCIYTU, BKAIOYAA, MOMUMO MPOYEro, yryLieHHYI0 Bbirogy U ilobble apyrue
KomMMepuecKue yObITKM, NOTePIO AaHHbIX, PACXOAbl Ha MOKYMKY 3aMEHAIOLLMX TOBapPOB UAU
YCNyr; maTepuanbHblii ylepb, TpaBMUpoBaHue, nepepbiBbl B paboTe, noTepto Ae/s0BoM
MHbopMaLmmK, a Takke iobble crneuuanbHble, MPAMble, KOCBEHHble, C/yvaiiHble,
nobouHble, MaTepuasbHble, CTPaxoBble, LWITpPapHble M BCrOMOraTesbHble Y6bITKM,
He33aBMCUMO OT MUX MPUYMH W OPUANYECKON KBanudUKaLMU npeTeHsuii, byap To
HapyLleHWe YCNIO0BMI KOHTPaKTa, NpaBoHapylleHWe, HenpeaymblileHHOe NpUYnMHeHne
BpeAa (BKAouas HeBPEXHOCTb M Npoyee), a TaKKe Apyrve NPUYMHbI, He CBA3aHHbIE C
MCNONb30BaHMEM AAHHOrO MPOAYKTa, Aa)e ecAu Hawel KoMnaHuu 6bino U3BecTHo o
BO3MOXHOCTM TaKoro yulepba (Kpome ciyyaes, KOrAa 370 MOxeT Tpe6osaTbea
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NPUMEHUMbIM ~ 3aKOHOAATENbCTBOM B CBA3M C  TpaBMamu, CAy4aiHbIM  WUau
AOMONHUTENBHBIM Ylllep6om).
CeTeBas 6e30nacHOCTb
PekomeHAayeTcA NPUHATL BCe Heo6Xo0AMMbIE Mepbl ANA NOBLILWEHNA YPOBHA CETeBOM
6e30nacHOCTH BaLero ycTpoicTea.
Huke nepeuncneHbl Heobxoaumble mepbl Ana obecneyeHusa ceTeBoil GesonacHocTU
ycTpoiicTBa.
©® M3meHnTe Naponb NO YMONYaHUIO Ha 6osiee HaAEKHbIN: HAaCTOATENbHO PEKOMEHyeTcA
M3MEHMUTb Maposib MO YMOYAHMIO NOC/E MepBOro BXOAa B CUCTEMY Ha HOBbIA HaZEKHbIA
naponb, coAepalimii He meHee 9 CMMBO/IOB BCEX Tpex KaTeropwuit: umdpbl, byksbl U
cneumanbHble 3Haku.
PerynApHo 06HOBNAITE NPOLWMBKY: PEKOMEHAYETCA PErynspHO OGHOBAATL MPOLIMBKY
YCTPOIACTBa A0 NOC/eAHe BEPCUM A/1A NOAAEPHKU HOBBIX GYHKLMI M MOBbILIEHNA YPOBHSA
6esonacHocTu. [lnA NonyyeHUs nociefHelt BEPCUM MPOLIMBKM NoceTuTe opULManbHbIN
Be6-CalfT Halel KOMNaHWU UK 06pPaTUTECH K MECTHOMY NPOAABLLY.
® /InA noBbilleHUA ceTeBOi 6e30omacHOCTM YCTPOIiCTBa cnefyiiTe NPUBEAEHHBIM HUKe
PeKomMeHAaLUAM.
PerynfipHo MeHsAiTe naponb: MeHsTe Maposib YCTPOICTBA Ha PErynapHoi ocHose U
XpaHuTe ero B 6e3omacHOM MecTe. YAOCTOBEpbTECh, YTO TO/NBKO aBTOPU30BAHHbIN
N0/Ib30BaTe/Ib MOXKET MONYYNUTb JOCTYN K YCTPOCTBY.
® Bratounte HTTPS/SSL: ucnonb3yiite SSL-ceptudukat ans wmdposauus HTTP-coobLieHuit
1 obecneyeHmns 3alnTbl 4aHHbIX.
Bkntounte punbrpaumio IP-agpecos: paspeLunte AOCTYN TO/bKO C yKasaHHbIX IP-aapecos.
WUcnonbsyiiTe  MMHMMaNbHOE  YMCNO  COMOCTABAAEMbIX  MOPTOB:  HACTpPOiiTe
MapLpyTusaTop unu bpaHamaysp Takum obpasom, UTODbl OTKPbIBaTb MUHUMA/bHbIN
Habop nopTos ANA rM06anbHON CETU U COXPAHATL TONbKO HEOBXOAUMbIE CONOCTaBAEHUA
noptoB. HuKorga He KOHQUrypupyiiTe yCTpOWCTBO B KauecTBe Xocta DMZ u He
HacTpauBsaiiTe NoAHbIN KOHyC NAT.
OTK/MtounTe GYHKLMW aBTOMaTUYECKOTO BXOAA M COXPAHEHWA Napof: ec/i K Ballemy
KOMMbIOTEPY MMEIOT [JOCTYN HECKO/IbKO MO/b30BaTeNell, PeKOMEH/YETCA OTK/IIOUUTb 3TU
bYHKLMKM, 4TOBbI NPeA0TBPaTUTL HECAHKLIMOHMPOBAHHbIN JOCTYM.
©® /iMA nonb3oBaTeNs M Naponb AO/MKHbI 6biTb YHUKANAbHbIMU: He MCMONb3yiiTe MmA
nonb3oBaTe/If U Napo/ib Ballell CoLManbHoOM ceTu, 6aHKa, y4eTHOM 3annucKu SNEKTPOHHOM
MOYThI U T. [l. B KQ4YeCTBE UMEHW No/Ib30BaTe/IA U Napo/iA A1A Ballero ycTpoiicTsa. B cayyae
yTeUku MHGOpMaLMM 13 Ballell coLManbHOM ceTu, 6aHKa UAKM SNEeKTPOHHOW MOYTbI Balle
YCTPOMCTBO OKaeTcA Nog, yrpo3oil.
OrpaHuybTe npaBa No/b30BaTeNeif: ec/in K Balleil CUCTeMe MMEIOT OCTyN HEeCKObKO
nonb3oBaTenei, peKOMEHAYeTCA NPefoCTaBUTb KaXKA0MY N0/b30BATENIO TONLKO Te NpaBa,
KoTopble ABAAIOTCA HEOBXOAUMBIMU.
©® Otkntounte UPnP: korga dyHKumAa UPnP BK/IOYEHa, MaplipyTU3aTop aBTOMAaTUYECKM
CONOCTaBNAET BHYTPEHHME NOPTbl, @ CUCTEMA aBTOMATUYECKN NepeHanpasafeT AaHHble
NnopToB, YTO MPUBOAUT K PUCKY YTEUYKM JaHHbIX. Takum obpasom, pekomeHayetca
oTKAoUNTL UPNP, ecnn pexum conoctasneHna noptos HTTP 1 TCP 6bin BKAKOYEH BPYUHYO
Ha MapLipyTu3aTope.
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©® MHOroagpecHblit: MHOTOaAPECHbI PEeXUM MNpeaHasHayeH AA Nepefayn BUAEO Ha
HECKO/IbKO YCTPOWCTB. EC/i Bbl HE UCMO/b3yeTe 3TOT PeXUM, PEKOMEHAYETCA OTKNIOUYUTD
MHOroaZipecHyto nepesavy B CBOEN CeTu.
©® MpoBepKa KYPHANOB: PeryisapHO NpoBepsiTe KypHa/bl Ballero YCTPOWCTBa, 4TOGbI
OﬁHapy)KVlTb HeCaHKLI,VIOHMpOBaHHbIFI AO0CTYyN UK NOA03pUTE/IbHbIE Onepauru.
Usonupyiite ceTb BuAeOHabNlOAEHMA: M30/1ALMA CETU BUAeOHabloAeHNA OT Apyrux
CEepPBUCHbIX certem nomMmoraeT npeaoTBpaTUTb HeCaHKLI,MOHVIpOBaHHbIIZ Aoctyn K
ycTpoicTBam cucTemMbl 6@30NacHOCTY U3 APYruX ceTeid.
® dusnyeckan 3alUTa: XpaHUTe YCTPOMCTBO B 3aKPLITOM MOMELLEHUM AW WKady, YToObI
npefoTBPaTUTL HECaHKLIMOHMPOBAaHHbIN GU3NYECKUI JOCTyr.
® SNMP: otkntounte SNMP, ecnm Bbl He ncnonbayeTe 3TOT NpoTokoA. Ecm Bbl ncnonbayete
ero, pekomeHayetca BbibpaTb Bepcuio SNMPV3.
NoapobHee
Bbl TaKkKe MoKeTe NoMy4YnTb JONONHUTENBHYIO MHPOPMaLUumto o 6esonacHocTy B LieHTpe
pearmpoBaHus Ha yrposbl 6e30nacHOCTM Ha Halwem oduLManbHOM caiiTe.
MNpeaynpekaeHna o mepax 6esonacHocTn
YCTPOWCTBO AO/IKHO YCTaHaBAMBATLCA WU 0BCAYKMBATLCA  KBaAUOULMPOBAHHLIM
CNeunanncTom ¢ HeobXoAMMbIMU 3HaHMAMM B 06nacTu cuctem GesonacHocTU. YTobbl
n3bexatb TpPaBM W/MAM MOTEPU MWMYLLECTBA, Mepes, Ha4yaJoM WCMO/b30BaHWA
YCTPOWCTBA BHMMATENbHO MNPOYMUTANTE 3TO PYKOBOACTBO M ybeautecb, 4TO BCe
npumeHumble TpeboBaHUA cobtOAEHDI.
XpaHeHue, TPaHCMOPTMPOBKa U MCNO/Ib30BaHMe
® XpaHuTe M UCMONb3yiTe YCTPOWCTBO B Haj/iexalleil cpese, KOTOpas oTBeyaeT BCeM
HeobxoAnMbIM TpeboBaHMAM, BKNIOYAA, TEMMNEPATYPY, BNAXKHOCTb, YPOBHMU 3ambl1eHHOCTH,
KOHUEHTpaunu eaKu1x ra3os, 31eKTPOMarHUTHOro U3ly4eHne n T. 4.
® Yb6eautecb, 4TO YCTPOWUCTBO HAAEKHO YCTAaHOB/NEHO W pPa3MeLeHo Ha NAOCKon
NOBEPXHOCTH, YTOObI NPeOTBPaTUTL €ro NajeHue.
® Ecnv He yKa3aHO MHOE, He YCTaHaB/IMBaiiTe yCTPOICTBA ApPYr Ha Apyre.
® ObecneybTe XOPOLIYIO BEHTUAALMIO B paboueii cpeae. He 3aKkpbiBaiiTe BEHTUNALMOHHbIE
oTBepCTMA ycTpoiicTBa. OcTaBbTe JOCTaTOYHO CBOGOAHOMO MeCTa [/1A BEHTUAALMUN.
® He fonycKaiiTe BO3AEICTBUA HA YCTPOMCTBO NtOBbIX KUAKOCTEN.
® Y6eautecb, YTO WUCTOYHWMK NWUTaHMA obecneuynBaeT cTabunbHOe — HamnpsXeHue,
cooTBeTcTBylOlWEee TpebOoBaHWMAM K MWUTaHWIO YCTpoiicTBa. Y6eauTech, UTO BbIXOgHaA
MOLHOCTb 6710Ka MUTaHMA npeBbilaeT O0O6LLYI0 MaKCUMasbHYl MOLLHOCTb  BCEX
NOAK/IOUEHHbIX YCTPOMCTB.
® Y6eauTech, Y4TO YCTPOMCTBO YCTAHOB/EHO Haj/iexallum obpasom nepes, nogKao4eHnem
€ro K UCTOYHUKY NUTaHUA.
® He ypanaiite nnaomby c Kopnyca ycTpoiicTBa 6e3 npefgapuTeNbHOM KOHCyNbTaLuM C
HalWKUMK cneuyuanmucTamu. He nbiTaiiTecb CamOCTOATENbHO NPOBOAMTL TEXHUYECKoe
obcnyxkuBaHne ycTpoiictea. [na  BbinoNHeHUA TexobcnyxueaHua obpatutech K
KBaNUGULMPOBAHHOMY CELManmnCTy.
Mepea nepemelLeHMeM YCTPOWCTBA BCErAa OTK/OYANTE €ro OT UCTOYHUKA NUTAHUA.
Mepep, Ucnonb3oBaHMeM yCTPOMCTBA Ha OTKPBLITOM BO3JyXe NMPUMUTE COOTBETCTBYIOLME
Mepbl M0 ero repmeTUsaLuu.
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TpeboBaHUA K NUTaHUIO

® YCTaHaBAMBaTb M UCMO/Nb30BaTb YCTPOMCTBO HEOBXOAMMO B CTPOTOM COOTBETCTBUW C
MECTHbIMM NPaBUNAMU TEXHUKM BE30MACHOCTH.

® B kauecTse aganTepa ucnonbayite UL-cepTUdULMPOBaHHbIA UCTOUHUK MUTaHUA, KOTOPbI
cooTBeTCTBYeT Tpe60BaHMAM LPS (MCTOYHUK MUTaHWA OrPaHUYEHHON MOLLHOCTH).

® /icnonb3yiiTe PEKOMEHAYEMbI LWHYP MWTaHWUA B COOTBETCTBUAM C  YKa3aHHbIMU
XapaKTepUCTUKaMMU.

® Vcnonb3yiiTe TOIbKO NPUaAraemblii K Balwemy yCTpoOWCTBy aaantep nuTaHus.

® Vcnonb3yiiTe po3eTKy C 3aLMTHBIM 3a3eMAEHNEM.

® 3azemunTe YCTPOMCTBO HAANEKALLMM 06PA30M, €C/IN OHO JOMKHO BbITh 3a3emIeHo.

[AupekTtusa EC no  HM3KOBONBTHOMY  060pYA0BaHMIO/3NEKTPOMArHUTHOM
COBMECTUMOCTH

[aHHoe usaenue cootsetctayet TpebosaHuam upektussl EC 2014/35/EU
( € Mo HU3KOBO/ILTHOMY O6opysoBauuio u [Aupektvebl EC 2014/30/EU no
3/1IeKTPOMArHUTHO COBMECTUMOCTH.

Auvpektvea WEEE 2012/19/EU no yTMAM3auMM OTXOAOB INEKTPUYECKOTO M
3/1eKTPOHHOTo 060pyA0BaHUA

M3Aeﬂl4e, OMNuCaHHOe B HacCToAWeMmM PYKOBOACTBE, OTBEYAeT MOOKEHNAM

X AunpekTtnebl EC No yTMAn3aLmMm OTXOA08B 3N1€KTPUYECKOTO U SNEKTPOHHOTo
— o6opynosaHus (WEEE) M [O/IKHO YTMAM3MPOBATLCA COOTBETCTBYHOLMM
obpasom.
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