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Tpe6OBava K BOOAOHEMNPOHULLaEMOCTH

Heobxoanmo obecneuynTb BOAOHENPOHWULAEMOCTb Kabenei B COOTBETCTBUMMU CO
cneayoLWMMN UHCTPYKUMAMKU. OTBETCTBEHHOCTb 33 NOBPEXAEHME YCTPOIMCTBA U3-3a
nonagaHus BoAbl MO MNPUYMHE HeHag/exawux mep no obecneyeHuto
BOAOHENPOHULAEMOCTU NOSHOCTLIO JIOXKUTCA Ha NONb30BaTeNA.

I_: NPUMEYAHUE!
| @ Mepea Hauanom paboTbl NnogKtoUNTE BCe HEObX0AMMbIE Kabesn u obpesbTe
MefiHble NPOBOAA ANA HEUCNO/b3yeMbIX Kabenen.
® lcnonb3yiiTe BOAOCTOMKYIO KNeWKylo NeHTy (nocTaBasercs C HEKOTOPbIMU
NpoAyKTaMm) AnA 3aWwmTbl Kabenei.
® lcnonb3yiiTe NPUHAANEXHOCTU ANA  [MAPOU3OAALMM, YTOBbI 3aLMUTUTL
ceTeBOW Kabenb. BbINoNHUTE OTAENbHYIO TMAPOU3ONALUMIO Kabena nuTaHus,
€CNM OH He UCnonb3yeTca. BbINOAHATL rugpousonaumio Buaeokabena He
TpebyeTcs.

1. Wcnonb3yite WM30NALMOHHYIO NeHTYy (He BXOAWT B KOMMIEKT MOCTaBKW) Ans
COEAMHUTENbHOM YaCcTU KaXaoro Kabens.

CoepuuTensHan
wacTb

2. BbINoNHUTE rMapousoNaumio Kabenelt C NOMOLLbIO BOLOCTOMKOM Knenkoun
NEHTbI.

(1) MonHOCTbIO pacTAHMTE BOLOHENPOHULLAEMYIO IEHTY Ha 06OMX KOHLLAX.

(2) MnoTHO o6MmoOTaiTe COEAMHUTENBHYIO YacTb M KOHUbl Kabenei BOLOCTOMKOM
NeHTOW. Bo Bpems 3Toro npouiecca eHTa A0/IKHA 6bITb MONHOCTBIO PacTAHYTA.

(3) 3aTAHWUTE NeHTY Ha 060MX KOHLAX ANA NPEAOTBPALLEHUA YTEYKU BOAbI.



3arAnyTe, atAmyTe, SamanyTe
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&> Bopocroiikan nenta

3amoTaiiTe HENCNOb3yeMble KaBen BMECTe B OAUH MYNOK

3. MMocnesnoBaTe/IbHO YCTAaHOBUTE NOCTABAAEMbIE MPUHAANEKHOCTU ANA
rMapoun3oNALMM Ha ceTeBol Kabenb.

NPEAYNPEXAEHUE!

CHayana HeobXOAMMO YCTAaHOBWTb PE3MHOBOE KOJbLO Ha WHTepdeic ceTeBoro
Kabens.

4. Ecnv y Kamepbl umeeTcs Kabenb MOCTOAHHOrO TOKa, KOTOpbId He 6yger
MCMONb30BATLCA, BCTaBbTE B UHTEPdENIC 3ar/yLUKY.

MHTepeiic nocTosHHoro Toka

R

3arnywka

5. HeobsszatenbHblii war. Mocne obecneyeHns rmaponsonaLmm nomecTure
Kabenn B BOLOHENPOHMLAEMYIO PacnpeseNUTeNbHYIO KOPOBKY
(npnobpeTaeTca 0TAE/bHO).

2\ NPEAYNPEXAEHUE!

® KabenbHblit pasbem He A0/IKEH OCTaBaTbCA He3alMLLeHHbIM. He gonyckaiiTe
BO34ENCTBUA BOAbI.

® CobepwTe U 3aKpenuTe yCTPOICTBO NOC/E AEMOHTaka.

® [lomecTuTe aAanTep NUTAHUA B pacnpeaenTesibHylo KOPOBKy.




1 YnakoBOYHbIW /U

B cnyyae noBpexAeHUA YNaKOBKU W OBHapyKeHUA HepocTaunm obpatutech K
MecTHoMy Annepy. KomnieKTauua 3aBUCUT OT MO YCTPOICTBa.

Ne HaumeHoBaHue Kon-Bo EauHuua

1 Kamepa 1 wr.

2 PykoBopacTBO nosb3osaTensa 1 LT,

3 KomnnekT npuHagneskHoctemn 1 Komnnekr

UHCTpYKLUUK

TEXHUKE 30MacCHOCTU

MOHTa¥ ¥ AEMOHTaX YCTPOMCTBA M €ro KOMMAEKTYIOWMX AOMXKHbI BbINONHATHCA
KBanUGUUMPOBAHHBIM NepcoHanom. [lepes yYCTaHOBKOW W 3Kcnayataumen
ycTpoicTBa HEOoB6XOAMMO O3HAKOMMUTLCA CO BCEMM MNPUBEAEHHBIMU  HUXKE
MHCTPYKLMAMM NO TEXHKKe 6e30MnacHoCTy.

2.1 Mepbl NpefoCTOPOIKHOCTH

Mcnonb3syiiTe agantep nWTaHUA WAM ycTpoicTBo POE, cOOTBETCTBYIOLWLMIA
Tpe6oBaHMAM. B NPOTUBHOM CNlyyae YCTPOMCTBO MOMKET BbiTb NOBPEXKAEHO.

ByAbTe OCTOPOXHbI, YTOBbI HE 3anaykaTb M He MoLapanaTb KPbIWKY Kynona,
NOTOMY YTO 3TO MOMET CHU3UTb KayecTBO W306paxeHWAa. He cHumaiiTe
3aLUUTHYIO NJIEHKY C KPbILWKW Kynoaa A0 3aBepLlleHnA YCTaHOBKU.

Y6eautecb, 4To Kabenb mexay 6/10KOM MUTAHWA M KaMepoil He CAULIKOM
ONVHHBIN.  Ype3mepHO AAWMHHbIA Kabenb MOXeT NpMBECT K NajeHuto
HanpseHWA Kamepbl 1 K cboam B ee pabote. Ecam TpebyeTca yanMHUTL Kabenb
NUTaHWA, YAAUHWTE Kabenb mexay 6710KoOM NUTaHUA U CETbiO.

He crubaiite kabenn Bo Bpems YCTAHOBKM, T. K. NIOXON KabenbHbI KOHTaKT
MOXKeT NPUBECTN K HEUCNPaBHOCTU.

MpV NOAKNIOYEHUM K BHEWHEMY WHTepdeiCcy MCnonb3yiTe UMetoLLyocs
Knemmy u ybeauTecb, UTO KabenNbHbl HAaKOHEYHUK (3alénKa WUAM 3aXnm)
McnpaseH W NNOTHO 3aKkpenneH. Cneaute, 4Tobbl BO Bpemsa MOHTaxa Kabenb He
HaTATMBANCA M MMeN COOTBETCTBYIOLLMIA 3anac A/ NHbI BO M3BexaHue Naoxoro
KOHTaKTa nopTa unu ocnabneHus KoHTaKTa BCAeACTBUE YAapa UK BUBpaLMK.

Bo Bpems TPaHCMOPTUPOBKMU HEOBXOAMMO yaenaTb ocoboe BHUMaHWeE 3aluTe
NPO3payHOI KPbIWKK KYNona oT TpeHUs, LapanuH, NaTeH u T. 4. He cHumaiite
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3aLUMTHYIO N/IEHKY C KPbIWKW KyNnoja A0 3aBeplueHWsi MOHTaxa. CHumuTe
33LMTHYIO NIEHKY Nepes, BKIKYeHUeM YCTPOMCTBA.

Y6eauTecb, YTO MOTOMOK [OCTAaTOMHO HaAeXHbll, 4Tobbl BblaepaTb Bec
Kamepbl. ECIM BO Bpems YCTAHOBKM BO3MOXKHO MOM3aAaHWe Mblau, CHUMUTE
KPbILWKY Kynosna u y6epute ee B UMCTOE MECTO. YCTaHOBMTE KPbILIKY Kynosa
NoC/e YCTaHOBKM OCHOBaHMs.

CBAMTECH  CO  CMeuuanuctamm  Ans  noaydeHus  uHdopmauum o
TexobcnyKuBaHMM. He mbiTaiitecb pasobpatb YCTPOMCTBO CaMOCTOATE/NBHO.
KomnaHus He HeceT OTBETCTBEHHOCTM 3a HEWUCNPaBHOCTM, BO3HWKLLME B
pesynbTaTeé  HEeCaHKUMOHMPOBAHHOTO  PEMOHTa WM  TeXHUYECKOro
o6cnyRuUBaHMA.

2.2 TexHuyecKkoe obcayKmnBaHue

MpW HanMuMM NbiAM Ha nepefHel CTEKNAHHOW MNOBEPXHOCTU OCTOPOXKHO
yAanuTe ee, UCnosb3ya 06e3XKMPEHHYIO KUCTb MW PE3MHOBbIN acnupaTop.

MpY HaNYUK XKUPHBIX NATEH UMW NI Ha NEPeAHEN CTEKNAHHOW MOBEPXHOCTU
OCTOPOXHO OYUCTUTE MOBEPXHOCTb CTEKNA OT LEHTPa K Kpasm, MCMosb3ys
aHTUCTaTUYECKME NepyYaTKn AN 06e3KUPEHHYI0 TKaHb. ECu UpHOe NATHO nan
Nbiib YAAAUTb He YAAeTCs, WCMONb3yWTe aHTUCTaTUYECKME NepyaTku uau
06€3}KMPEeHHYI0 TKaHb, CMOYEHHble MOILWMUM CPeACTBOM, U  OCTOPOMKHO
0YUCTUTE NOBEPXHOCTb CTEKNA 0 UX MOHOTO yAANEHUA.

MpW OYMCTKE NOBEPXHOCTM MNPO3PAYHOW KPbILWKM Kynona He MCnonb3yiite
opraHuyeckue pacTBOPUTENN, Takne Kak 6eH30M U cninpT.

eLHnM BuA,

3.1 Pasmepsl

Ha pucyHKe HWKe noKasaHbl pa3mepbl YCTPOWCTBA. BHewHuWit BuA MoxeT
OTNNYATLCA B 33aBUCMMOCTM OT MOAE/N KaMepbl.

2-24.0mm $260.8mm
0.2" 2.4"

2100.0mm

61.8mm
2.4"

108.6mm
23"




3.2 Mopgknto4yeHne Kabenen

BHeWHWU A BUA 1N OTBETBUTENbHbLIA Kabenb MOrYT OTMYaTbCA B 3aBMCMMOCTM OT
MOAENN Kamepbi.

G

/ Untepdeiic Ceresoii
nuTaHNA uHTepdeiic
1. AVAMOBLIXOA, 2. 3EMAIA
3. AYAMOBXOA, 4. 3eMNA
5. TPEBOMHbIN BXOJ, 6. 3EM/IA
7. TPEBOMHbIN_BbIXO/ P 8. TPEBOMHbIN_BbIXOA_N
:—@ OBPATUTE BHUMAHMUE!

TexHWYeCKne XxapaKTeEPUCTUKN CM. B 06HOBNIEHHOM nacnopTe usgenna.

4 MoHTaX Kamepbl

Huke nokasaH npumep MOHTa)a Ha NOTOJIKe. I'Iopﬂp,on( MOHTa)Xa Ha CTEHE MNOXOX
Ha NOPAAOK MOHTaXa Ha NOTOJ/IKE U MO3TOMY 34eCb He paccMaTpuBaeTcA. PUCYHKM
npueeaeHbl TO/IbKO ANA CMPABKU.

1. OTmeTbTe NONOXKEHUA OTBEPCTUNA.

MpvKkneiiTe Ha NOTOIOK NO3ULMOHUPYIOLLYIO HAaKNeWKy U NponycTuTe Kabenn yepes
oTBepcTUE B NOTOJIKE.



2. MpocBepnnTe OTBEPCTUA B CTEHE.

Mcnonb3yiiTe cBepno AuameTpom 6-6,5 Mm, 4TOBbl MPOCBEPAUTL OTBEPCTUA
rny6uHoit 30 MM B COOTBETCTBUM C NONOKEHUAMM, OTMEUEHHBIMU HA HaKNelKe.

3. YcTaHoBUTe nnacTMKoBble Abenu nos camopessbl.

3abeiite B HanpaenAlLWmMe OTBepCTUA MiacTmaccosble atobenn un yﬁe,ﬂ,MTer B
NNOTHOCTU UX NOCAAKU.

1
1
1
1
4. YcTaHOBUTe Kamepy.

Moaknounte Bce Kabennm K Kamepe, BCTaBbTe CaMOHapesalolwue BUHTbI B
HanpasnAloLWme 0TBEPCTUA B OCHOBAHMM KaMepbl U NPUKPYTUTE Kamepy K NOTOKY
OTBEPTKOM.



5. Otperynupyiite HanpasneHue HabnogeHna obbekTuea. OTperyiMposas
06BEKTUB NO BEPTUKANM, 3aTAHUTE BUHTDI.

OcHoBaHue 06beKTMBa
/! o MNosepHuTe OCHOBaHMe
obbekTHBa B
rOPU30HTa/bHOM
NNOCKOCTU.

3aXXMMHO BUHT
a0cnaﬁme 32MMHbIE BUHTbI

1 NnoBepHUTe 06LEKTUB B

BEPTMKa/IbHOM NNOCKOCTH.

O6bekTns
MoBepHUTE 0BLEKTUB B FOPU3OHTA/NILHO
NN0CKOCTH.

6. YcTaHOBMTE NPO3pPaYHbIi KOPNyC Kynona.

CoBMecTUTE OTBEPCTUA MOJ BMHTbI B OCHOBAaHMM W 3aTAHWUTE TPU BMHTA CO
38€34,006pa3HbIMM LWAULAMM NO KPA NPO3PaYHON KPbILIKM Kynona Ana GUKcaumu.



@OB

PATUTE BHUMAHME!

BblleynOMAHYTbIA  NpoLecc ABAAGTCA  CKPLITO  ycTaHOBKOW. Kabenu
BbIBOAATCA C BEPXHEN YacTh Kamepbl. Kabenn CTArMBaOTCA B 3KryT, YTO6bI OHU
He MeLanyn ycTaHoBKe Kamepbl. MNPy HAPYKHOM YCTAHOBKE OTBETBUTE/bHbIE
Kabenu BbIBOAATCA Yepe3 6OKOBOM Na3 Kamepsbl.

Mocne yCTaHOBKM KpbIWKM KyMnosia MpOBEpbTe 3aTAXKKY TPEX BWUHTOB CO
38e34006pasHbIMK LWIMLAMM MO KPato KPbIWKK M ybeautecs, 4To Kamepa
NIOTHO 3aKPbITa. 15 NONYYEHWSA LONOHUTEIbHON MHPOPMALMK CM. war 6.

5 3an

[nA BBOAA YCTPOWCTBA B 9KCMyaTaLMIO NOCAE ero YCTAHOBKW MOAK/IIOUMTE OAWH
KoHeL, 610Ka NuUTaHWA (NpuobpeTaeTca OTAENbHO) K UCTOYHUKY NUTAHKA, @ 3aTem
Lpyrovi KoHew, — K MHTepdeiicy NUTaHUA YCTPOMCTBa.

6 [ocTtyn K Kamepe

1.

OTkpoiite Be6-6paysep, BBeAuTe B aApecHoii cTpoke IP-agpec ycTpoiicTea, a
3aTem HaxkmuTe Enter. IP-agpec no ymonuaxumio: 192.168.1.13.

B AManoroBom okHe BXoAa BBEAMTE UMA NONb30BATENA M NAPOJIb MO YMONYAHUIO
(admin/123456), a 3aTem HaxxmuTe Login.



@ NMPUMEYAHME!
® [poTtokon DHCP BKkAtouYeH No ymonyaHuto. Ecau B Balleit ceTu ucnonbayerca

cepsep DHCP, kamepe MoeT BbITb HaszHayeH IP-agpec, KoTopbliit HeobXxoAMMO
6yaeT Ucnonb3oBaTh ANA BXOAA B CUCTEMY.

® [lpu nepBom BXOAE B CUCTEMY MONET NoTpeboBaTbCA YCTAHOBWUTL MIArMH.
Cnepyiite yKasaHWAM Ha 3KpaHe ANA 3aBepLIEHUA YCTAaHOBKK, a 3aTeM CHoBa
OTKpoliTe Bpay3ep, 4TO6bI BOWTH B cUCTEMY.

® [lapo/ib N0 YyMONYaHWIO NpeAHa3HauYeH TONbKO A/19 NEePBOro BXOAA B CUCTEMY.
[na obecneyeHna 6e30MacHOCTM U3MEHWTE Naposib Nocae NepBoro BXoAa B
cuctemy. HacToATeNIbHO peKoMeHAyeTcA NpuaymaTb HaAEXHblli naposb,
coAepKalmii He MmeHee 9 CMBOJIOB BCEX TPEX KaTeropuii: unudpbl, Gyksbl 1
cneumanbHble 3HaKW.

® Ecnv naponb 6bin MSMEHEH, UCMO/b3YiITe AN1A BXOAA HOBbIV Napob.




OTKa3 OT OTBETCTBEHHOCTU U npeaynpexaeHua o mepax 6e3onacHo

3anBneHne 06 aBTOPCKMX NpaBax

© 2023, aBTOpCKME MpaBa NpuHagnexaT komnaHum Zhejiang Uniview Technologies Co., Ltd. Bce
npasa 3alymLeHsl.

HMKaKan 4acTb HACTOALEro PYKOBOACTBA HE MOXET 6biTb CKOMMPOBaHa, BOCMPOU3BEAEHa,
nepeseAeHa UM nepesaxa B Ntoboit opme nam NtobbIMU cpeacTBamu 63 NpeaBapuUTeNbHOMO
nucbMeHHoro cornacua komnanum Zhejiang Uniview Technologies Co., Ltd (aanee ynomuHaetcs
Kak «Uniview» uan «mbi»).

YCTPOICTBO, OMWCaHHOE B HACTOALLEM PYKOBOACTBE, MOMET CoAepsaTb cobcTBeHHoe
nporpammHoe obecneyeHue, npUHaL Ly KOMNaHUM U ee /uueH3napam. bes
paspelleHuns Hallei KOMNaHWUK U ee INLEH3MAPOB 3aNpPeLLAETCA KONMMPOBATb, PACNPOCTPaHATb,
MOANPULMPOBATL,  MPUCBaMBaTh, AEKOMMWAMPOBaTb, paclundpoBbIBaTb, NOABEPraTb
06pPaTHOMY WHKWUHWUPUHTY, NPEefOCTaBATL B apeHay, nepefasatb WAWM CyGAULEH3MPOBaTL
BblLIEYNOMAHYTOE NporpammHoe obecneyeHne B to6oit popme 1 NtobbIm cnocobom.

MoaTeepAeHNE TOProBbIX MapoK

—_—~

U nV ABNAIOTCA TOBAPHLIMM 3HaKaMU UM 3aPErMCTPUPOBAHHbI
MW TOBAPHbIMK 3HAKamMun HaLLleﬁ KOMMaHUW.
Bce Apyrve TOprosble MapKW, Ha3BaHWA KOMMaHWI M HaUMEHOBAHWA MPO/AYKTOB,
YNOMAHYTbIE B HACTOALLEM PYKOBOACTBE, ABNAIOTCA COBCTBEHHOCTLIO COOTBETCTBYIOLMX
BNAAENbLEB.
3anABneHune o cobnl0AeHUE IKCNOPTHOTO 3aKOHOAATENbCTBA
Hawa KomnaHua cobatogaeT NPUMEHUMbIE 3aKOHbI 1 NPaBK/ia SKCMOPTHOTO KOHTPONSA,
AeiicTByloLLME BO BCEM MUPe, B TOM Yncne B Kutaiickoit HapoaHow Pecny6auke u CLUA.
Ml TaksKe cobntofaem COOTBETCTBYHOLLME NPABUAA, KaCaloLLMeCA SKCNOpTa, PesKenopTa
1 nepepaun 060pyaoBaHUsA, NPOrPaMMHOrO 06ecneyeHns 1 TeXHONOTMA. Mbl npocm
Bac CTPoro cobto4aTb MeXAyHapOoAHbIE SKCMOPTHbIE 3aKOHbI M NPaBUAA, MPUMEHVUMble
K YCTPOMCTBY, ONMCAHHOMY B HAaCTOALLEM PYKOBOACTBE.
YBeaomneHune o KOHGUAEHUMANLHOCTN
Hawa KomnaHuA cob/t0AaeT COOTBETCTBYIOLME 3aKOHbI O KOHOWUAEHLMANBHOCTU K
CTPeMWTCA  3aliMWATL  NEepCcOHasbHble JaHHble nosb3oBaTeneid. Bbl  moxeTe
03HAKOMWTBCA C MOMHBIM TEKCTOM HalLei MOAUTUKU KOHGUAEHLMANbHOCTU Ha caifTe
KOMMNaHUW U y3HaTb, KaK Mbl 06pabaTbiBaem Bally IM4HYI0 MHbOPMaLMIO. TOMHUTE, 4TO
MCMNO/b30BaHME YCTPOICTBA, ONMUCAHHOMO B AAHHOM PYKOBOACTBE, Npeanonaraet cbop
IMYHOM MHPOPMALIMK, TAaKOM KaK M306paXkeHna NnL, OTMEYaTKM NanbLes, HOMepHble
3HaKW, aZpeca 3/1eKTPOHHOMN MOYTbI, HOMepa TeslepOHOB 1 AaHHble reosokauuu (GPS).
Mpwv Mcnonb3oBaHWMM yCTpoiicTBa cobatofaliTe MecTHbIe 3aKOHbI U Npasuna.
06 3TOM pyKOBOACTBE

® Hacrosilee PYKOBOACTBO MNpeAHa3HayYeHO [AA HECKONbKUX MOAENein YCTPOWCTB,

noatomy ¢ortorpadun, WMANOCTPALMM, OMUCAHUA M T. 4. MOFYT OTAIMYATLCA OT
¢aKTM‘-IeCKOI'0 BHELWHero suaa nam d)yHKLI,Mﬁ KOHKpEeTHOro usaenvsa.
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Hacrosiiee pyKOBOACTBO MpefHasHa4eHO [/1A HECKONbKUX BEepcUit MporpammHoro
obecneyeHns, NOITOMY MANOCTPALUM U OMUCAHUA MOTYT OT/IMYATLCA OT PeasbHoro
rpaduyeckoro uHTepdeiica M GyHKUMI NporpammHoro obecneyeHus.

HecmoTps Ha Bce HalM ycuausA, B 3TOM PYKOBOACTBE MOTYT GbiTb TEXHUYECKME UK
Tunorpadckme oWwnBKU. Halwa KoMNaHus He HeceT OTBETCTBEHHOCTM 3a N1to6ble OWKNBKK
W ocTaBnAeT 3a coboil NpaBo M3MEHATb PYKOBOACTBO 6e3 npeABapuTeNbHOro
yBeAOMIEHUA.

Monb3oBaTenu HecyT MONHYIO OTBETCTBEHHOCTb 3a ywepb U ybbiTKM, BO3HMKWME B
pesynbTaTte HapyLeHWii NPaBu SKCNIyaTaLuu.

Mol ocTaBnsem 3a coboit NpaBo U3MEeHATb Nt0BYI0 MHPOPMALMIO B 3TOM PYKOBOACTBE
6e3 npesBapuUTeNbHOTO yBeAOM/IEHMA. B CBA3M C 06HOBIEHMEM BEPCUM YCTPOCTBA U/IN
HOPMaTMBHbIX TPeb6OBaHMI COOTBETCTBYIOLMX PErMOHOB JaHHOe PYKOBOACTBO byaet
nepuoANYecKn U3MEHATBCA.

OrpaHuyeHue OTBETCTBEHHOCTHU

YCTPOMCTBO, ONMUCAHHOE B AA@HHOM PYKOBOACTBE, MPEAOCTaBAAETCA HA YCA0BUAX «KaK
ecTb». Ecnv 310 He TpebyeTca AeMCTBYIOWMM 3aKOHOAATENbCTBOM, AAHHOE PYKOBOACTBO
npeAHa3HaYeHo TONbKO A7 MHOPMALMOHHDIX Lie/el, a BCE YTBEPKAEHUA, CBEAEHUA
" pekomeHaauumn npeacTaBnAoTCA 34ecb 6e3 Kakux-nnbo ABHbIX wn
nogpasymeBaembix I’apaHTMf;I B OTHOWEHWUN KayecTBa, COOTBETCTBMA YKAa3aHHbIM LLeNAm,
OTCYTCTBMA HAapYLUEHWIA NPaB TPETbUX CTOPOH U BCETO NMPOYero.

B TOi1 cTeneHu, B KOTOPOIA 3TO AONYCKaeTca AeNCTBYIOLMM 3aKOHOAATENLCTBOM, 06Las
OTBETCTBEHHOCTb Hallei KoMnaHuu 3a Bce nospexaeHua yCTpOﬁCTBa, OMNUCaHHOro B
HacToAwem PpyKoBOACTBE, He MnpesBblllaeT Cymmy, KOTOPYK Bbl 3anaatuau 3a 31O
yCTpOl‘iCTBO (33 UCKNIIOYEeHNEM NMpefyCMOTPEHHbIX MPUMEHUMbIM 3aKOHOAATE/NIbCTBOM
CNy4aes, CBA3aAHHbIX C TpaBMaMM).

Monb3oBaTenn HecyT NO/IHYHO OTBETCTBEHHOCTL M GepyT Ha ceba BCe PUCKM, CBA3AHHbIE
C NOAKNIOYEHMEM YCTPOWCTBA K MIHTEPHETY, BK/ItOYas, NOMUMO NPOYEro, PUCKMU CeTeBbIX
aTaK, B3/loMa CUCTEMbI U 3apa*eHuA BUPyCaMu. Hawa KoMnaHus HacToATeNbHO
pekomeHAyeT N0/b30BaTeNAM NPUHATL BCe HeOGXOAMMbIe Mepbl ANA YCUNEHUA 3aLLUUTbI
CeTH, YCTPOMCTBA, [AaHHbIX W /AWYHOM MHPopmauuu. KomnaHua He HeceT
OTBETCTBEHHOCTH, CBA3AHHON C 3TUMM pUCKkamun, HO C TOTOBHOCTbKO NpeaocTasuT
Heobxoaumyto noaaepxKy ans obecneyeHms 6e3onacHoCTH.

B TOI1 CTENEHM, B KOTOPOIA 3TO HE 3anpeLLeHo 4eNCTBYHOWMM 3aKOHOAATENbCTBOM, Halla
KOMMaHuA, ee COTPYAHWUKU, NNLEH3MNApbl, A0YEPHME KOMNAHUN U ¢0W‘Il43ﬂbl He HecyT
OTBETCTBEHHOCTU 3a nocneacrTsua nCcnonbL3oBaHUA wm HEBO3MOXHOCTH
UCNONb30BaHMA NPOAYKTA UU YCAYTKU, BKAKOYAA, NTOMMUMO NpoYero, ynyuweHHY Bbirogy
1 nobble Apyrve Kommepyeckue y6bITKM, MOTEPH AaHHbIX, Pacxofbl Ha MOKYMKY
3aMeHAIOLLMX TOBAPOB AW YC/IYT; MaTepUanbHbIi yuepb, TpaBMUpPOBaHUE, NepepbIBb
B paboTe, notepto AenoBoi MHbOPMaLMK, a TakkKe Nlobble cneuuasnbHble, Npamble,
KOCBEHHblEe, cnyqaﬁuble, n060HHbIe, mMmaTepuanbHble, CTpaxosble, LLITpa(beIE 4
BCNOMOraTe/ibHble y6bITKl4, He3aBUCUMO OT UX MPUYUH nN IOpM,CI,MHeCKOﬁ KBaI]MdJMKaLIMM
npeteHsui, 6yab TO HapylleHWe YCNOBMIN  KOHTPaKTa, MpaBoOHapylueHwue,
HenpeayMmblLNeHHOe NpUiMHEHNe BpeAa (BK/oUas HeBPEeXHOCTb M Npoyee), a TakKe
ApYyrve NpUYmnHbI, He CBA3aHHble C MCMNO/Ib30BaHMEM AAHHOTO MPOAYKTa, Aae ecnu
Hawei KomnaHuu 6bi10 M3BECTHO O BO3MOXHOCTM Takoro yuwepba (kpome cnyuyaes,
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KOrAa 3T0 MOKeT Tpe60oBaTbCA MPUMEHMMbIM 3aKOHOAATEILCTBOM B CBA3M C TPaBMamu,
Cy4alHBIM UAM AOMOHUTENBHBIM YiLep6om).

CeteBan 6e3onacHoOCTb
PekomeHayeTcA NPUHATD Bce HE06XOAMMbIE MepPbI A1 NOBBILWEHUA YPOBHA CETEBOMN
6e30nacHOCTH BaLero ycTpoicTea.

Huke nepeuncneHbl Heobxoaumble mepbl Ana obecneyeHusa ceTeBoil GesonacHocTU
ycTpoiicTBa.
® N3meHMTe napoib NO YMONYaHUIO Ha 6Gonee HAAEKHbLIN:  HACTOATENbHO

pPeKoMeHAYyeTCA U3MEHUTL Mapo/ib N0 YMONYAHMIO NOC/e NepBOro BXoAa B CUCTEMY Ha
HOBbIW HaZleXHbI NApO/b, COAEPIKALLMIA He MeHee 9 CUMBO/IOB BCEX TPEX KaTeropuii:
undpbl, BYKBbI M CNeLWanbHble 3HaKK.

PerynapHo 06HOBAANTE NPOLIMBKY: PEKOMEHAYETCA PEryNAPHO OB6HOB/ATbL NMPOLIMBKY
YCTPOWCTBA [0 NOCNefHeil BepCum A1A MOAAEPKKN HOBbIX QYHKUMIA M MOBbILEHUA
ypoBHA 6e30macHocTW. [ MO/y4YeHUA nocieAHel Bepcuu MpPOLWMBKM MoceTuTe
odULManbHbIV Be6G-CaT Hallel KOMNAaHUW UK 06pPaTUTECH K MECTHOMY MPOAABLLY.
[inA noBblleHNA ceTeBOi 6e30NacHOCTU YCTPOICTBa CneayiTe NPUBEAEHHBIM HUXe
peKomeHAauMAM.

PerynApHo meHsiTe nNaponb: MeHAlTe Naponb yCTPOMCTBA Ha PerynsapHoii ocHose n
XpaHuTe ero B 6esonacHom MmecTe. Y0CTOBEPLTECb, YTO TO/NLKO aBTOPWU3OBAHHbIM
N0/1b30BaTe/lb MOXET MONYYUTb AOCTYMN K YCTPOICTBY.

Bkatouute HTTPS/SSL: wucnonb3syitte SSL-cepTudurat ana wudposaHmsa HTTP-
coobLeHui 1 obecneyeHns 3awmnTbl AaHHbIX.

Bkatounte ¢unbrpaumio IP-agpecos: paspewmte AOCTYN TOAbKO C YKasaHHbIX IP-
aapecos.

WUcnonb3yiite  MUHMMaNbHOE YUCNO  COMOCTaBAAEMbIX MOPTOB:  HAcTpoiTe
MapLpyT1saTop uamn 6paHamaysp Takum o6pasom, YTOGbI OTKPbIBATb MUHUMANbHDIA
Habop NopToB A/1A IM06aNbHOI CETU U COXPaHATb TOILKO HEOBXOAMMble COMOoCcTaBaeHNA
noptoB. HUKoOrAa He KOHOUrypupyiiTe yCTpOICTBO B KadyectBe xocta DMZ u He
HacTpauBaiiTe NosHbIN KOHyC NAT.

OTkAtoumnTe GPYHKUUM aBTOMATUUYECKOTO BXOAA U COXP: napons: ecin K y
KOMMbIOTEPY MMELOT AOCTYN HECKO/IbKO MO/b30BaTe/Nei, PEKOMEH/YeTCs OTK/IIOUUTb 3TU
bYHKUMM, 4TOBbI NPEA0TBPaTUTb HECAHKLMOHUPOBaHHbIN JOCTyN.

Wma nonb3oBaTtens U Naponb AOMKHbI 6biTb YHUKaNbHLIMU: HE UCMOAb3YiiTe UMA
no/b30BaTeNsA U Naposib Ballei coLumanbHoi ceT, 6aHKa, y4eTHOM 3anncK 31eKTPOHHOM
noYTbl U T. 4. B KayecTBe MMeHW MoNb30BaTeNA M Napons 1A Ballero ycrpoiicTsa. B
cnyyae yTeyku MHGopmaumum u3 Baleil CouManbHOM ceT, 6aHKa UAKU 31EeKTPOHHOWM
NoYTbl Ballle YCTPOMCTBO OKAXKETCA NOg, Yrpo30ii.

OrpaHuybTe NpaBa Nonb3oBaTeNeii: ec/n K Balleit CUcTeMe UMELOT AOCTYN HECKO/IbKO
nonb3oBartesneil, PEKOMEHAYeTCA NPeAOCTaBUTb Ka(AOMy MO/b30BaTE/0 TONbKO Te
npaBa, KOTopble ABNATCA HEOBXOANMbIMU.

Otknlounte UPnP: Koraa ¢yHKumAa UPnP BKAOYeHa, MaplUpyTM3aTOp aBTOMAaTUYECKM
CONOCTaBNAET BHYTPEHHUE NOPTbl, @ CUCTEMA aBTOMATUYECKN NepeHanpasaAeT daHHble
MnopToB, YTO NPUBOAMT K PUCKY YTEUYKM AaHHbIX. Takum obpasom, pekomeHayetca
oTkAtouUTL UPNP, ecamn pexkum conoctasneHuns noptos HTTP u TCP 6bin BKAtoueH
BPYYHYIO Ha MapLipyTH3aTope.
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® MHoroaApecHblit: MHOrOaApecHbI PeXUM npefHasHauyeH Ana nepefadv BUAEO Ha
HECKO/IbKO YCTPOMCTB. ECM Bbl He WCMoOAb3yeTe 3TOT PEeXUM, pekoMeHayertcs
OTK/NIOUNTL MHOTOAAPECHYIO Nepesady B CBOEK CeTu.
©® MpoBepKa XKyPHaNOB: PEryiapHO NPOBEPANTE KypHa/bl BALIEro yCTPOWCTBa, YTO6bI
OGHapy)KMTb HeCaHKLLMOHMpOBaHHbIIz AO0CTYN AU NOA03PUTE/IbHbIE Onepaumun.
® Usonupyiite ceTb BuAeoHabnloaeHUA: N301ALMA CeTU BUAEOHabNOAEHUA OT ApYrux
CEepBUCHbIX CeTeil nomoraetT MpPeAoTBPaTUTb HECAHKLMOHMPOBAHHbIA AOCTYN K
ycTpoiicTBam cucTeMbl 6@30MacHOCTH U3 APYruX ceTeil.
® dusnyeckan 3alUTa: XpaHUTE YCTPOICTBO B 3aKPLITOM MOMELLEHUN UK WKady, YToObI
npesoTBPaTUTL HECaHKLIMOHMPOBAHHbIN GpU3NYeCcKuMii AoCTyn.
® SNMP: otkntounte SNMP, ecnv Bbl He Mcnonb3yeTe 3TOT NPoToKoA. Ec/m Bbl McnonbayeTte
ero, pekomeHyeTcs BbibpaTh Bepcuio SNMPv3.
NoapobHee
Bbl TaKXe MoXeTe NoAy4nTb A0NONHUTENbHYIO MHPOPMaLWMIo 0 6esonacHocTy B LieHTpe
pearmpoBaHus Ha yrposbl 6e30nacHOCTM Ha Halwem oduLManbHOM caiiTe.
MNpeaynpekaeHna o mepax 6esonacHocTn
YCTPOWCTBO AO/IKHO YCTaHaBAMBATLCA WU 0BCAYKMBATLCA  KBaAUOULMPOBAHHLIM
CNeunanncTom ¢ HeobXoAMMbIMU 3HaHMAMM B 06nacTu cuctem GesonacHocTU. YTobbl
n3bexatb TpPaBM W/MAM MOTEPU MWMYLLECTBA, Mepes, Ha4yaJoM WCMO/b30BaHWA
YCTPOWCTBA BHMMATENbHO MNPOYMUTANTE 3TO PYKOBOACTBO M ybeautecb, 4TO BCe
npumeHumble TpeboBaHUA cobtOAEHDI.
XpaHeHue, TPaHCMOPTMPOBKa U MCNO/Ib30BaHMe
® XpaHuTe M UCNoNb3yiTe YCTPOWCTBO B HaA/exallei cpese, KOTOpas OTBEYaeT BCEM
HeobxoAMMbIM  TpeboBaHMAM, BKAKOYAA, TemrnepaTypy, BAAXKHOCTb, YPOBHM
3anbl/IEHHOCTU, KOHUEHTPaunn eaKnX rasos, IN1€KTPOMArHUTHOMO U3ly4eHue U T. 4.
® Y6eauTecb, 4YTO YCTPOWCTBO HAAEKHO YCTAHOBNAEHO M PasMELLEHO Ha M/I0CKOWM
MOBEPXHOCTH, 4TOGbI NPeOTBPATUTL €ro NajeHue.
Ec/m He yKa3aHO MHOe, He yCTaHaB/IMBaliTe yCTPOICTBa APYr Ha Apyre.
ObecneybTe  XOpOWYH BeHTMAAUMIO B pabouer cpege. He  3akpbiBaite
BEHTU/ALMOHHbIE OTBEPCTUA yCTpoiicTBa. OCTaBbTe A0CTaTOUHO CBO6OAHOMO MecTa Aa
BEHTUAALMUN.
® He gonyckaiiTe BO3AEMCTBUA Ha YCTPOMCTBO NtOBbIX KUAKOCTEN.
Y6eautecb, UYTO WCTOYHMK NUTaHWA obecneynBaeT CcTabunabHOe HanpsxeHue,
cooTBeTcTBylOlEee TpebOBaHUAM K MWUTaHWUIO ycTpoicTea. Y6eauTech, YTo BbIXogHas
MOLLHOCTb 6710Ka NWUTaHUA npeBbiaeT O6LIYI0 MaKCMMasbHYI0 MOLYHOCTb BCeX
NOAK/NIOYEHHbIX YCTPOWCTB.
Y6eautecb, 4TO YCTPOICTBO YCTaHOB/EHO Hagjexawum obpasom nepes
NOAKNIOYEHNEM €ro K UCTOUHUKY NUTaHUA.
® He yaansite nnomby c Kopnyca ycTpoicTBa 6e3 npeasapuTeNbHOW KOHCY/bTauumn ¢
HaWWMK crneumanuctamu. He nbiTaiiTecb CamoCTOATENbHO MPOBOAUTL TEXHUYECKOe
obcnyuBaHue ycTpoiictea. [lnA BbINOAHEHWA TexobcnyxkuMBaHMA obpaTtutech K
KBaNIMOULMPOBAHHOMY CNELMaNmCTy.
® [epes nepemelleHNeM YCTPOWCTBA BCETAA OTKJIIOYAITE ero OT UCTOYHMKA NUTaHNA.
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® [lepes MCNONb30BAHWEM YCTPOICTBA Ha OTKPLITOM BO3AyXe NPUMUTE COOTBETCTBYIOLLME

Mepbl M0 ero repMeTUsaLmu.
Tpe6oBaHUA K NUTaHUIO

@ YcTaHaBAMBaTb U MCMO/b30BaTb YCTPOMCTBO HEOBXOAMMO B CTPOTOM COOTBETCTBUM C
MECTHbIMM MpPaBUAaMM1 TEXHUKKM Ge3onacHocTy.

® B KayecTBe ajantepa ucnonb3yite UL-cepTUULMPOBAHHDBIA WCTOUHUK NWUTaHUA,
KOTOpbIN  cooTBeTCTBYeT Tpe6oBaHMAM LPS (MCTOYHMK NWUTaHWA oOrpaHuyeHHown
MOLLHOCTH).

® icnonb3yiiTe peKOMeHAyemblii LWHYp NUTaHUA B COOTBETCTBUM C YKa3aHHbIMU
XapaKTepUCTUKamu.

@ /icnonb3yiiTe TONLKO NpUNaraemblit K Balemy ycTpomcTBy agantep nuTaHua.

® /icnonb3yiTe po3eTKy C 3aLUTHbIM 3a3eM/IEHUEM.

® 3azemuTe YCTPOIMCTBO HaZ/eKalMm 06pa3om, ecam OHO A0MKHO BbiTb 3a3eMeHO.

AupekTusa EC no HU3KOBONILTHOMY 060pyA0BaHUIO/3NEKTPOMArHUTHOMN
COBMECTUMOCTH

[aHHoe usgenue cootseTcTByeT TpeboBaHuam AupekTtuesl EC 2014/35/EU
( € no HU3KOBO/IbTHOMY O6opysoBaHuio u [Aupektvsbl EC 2014/30/EU no
BHGKTpOMaI'HI/ITHOI‘/‘I COBMECTUMOCTW.

AvpektuBa WEEE 2012/19/EU no yTUAM3auuMM OTXOAOB 3/NEKTPUYECKOTO WU
3/1eKTPOHHOTo 060pyA0BaHUA

M3genve, onncaHHoe B HacCTOALLEM PYKOBOACTBE, OTBEYAET MOIOKEHNUAM
X [Junpektnsbl EC Mo yTMAN3aALMN OTXOA0B 3/EKTPUHECKOTO U 3N1eKTPOHHOTO

obopyaosaHua (WEEE) M [OMKHO YTUAM3MPOBATLCA COOTBETCTBYHOLLMM
o6pasom.

14



